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Preface

This guide presents the procedures and reference material necessary to install, administer
and troubleshoot the Ping Identity Directory Server in multi-client, high-load production
environments.

Purpose of This Guide

The purpose of this guide isto provide procedures and concepts that can be used to manage the
Ping Identity® Directory Server in amulti-client environment. It also provides information to
monitor and set up the necessary logs needed to troubleshoot the server’ s performance.

The Directory Server is part of the PingData Platform. The PingData Platform is the consumer-
grade identity access and management platform—built specifically to handle the massive scale
and real-time demands of hundreds of millions of customers. It delivers a consistent, seamless,

personalized brand experience that makes each customer feel valued.

The PingData Platform provides a unified view of customer data across al applications,
channels, partners, and lines of business. Theresult is:

* Increased customer trust and confidence through greater transparency and customer control
of personal data.

» A consistent, personalized customer experience that promotes better conversion, up-selling,
and cross-selling.

Audience

The guide is intended for administrators responsible for installing, maintaining, and monitoring
serversin large-scale, high load production environments. It is assumed that the reader has the
following background knowledge:

PingData Platforms and LDAPv3 concepts

System administration principles and practices

Understanding of JavaVM optimization and garbage collection processes
Application performance monitoring tools

O o o o

Related Documentation

The following list shows the full documentation set that may help you manage your deployment:

O Ping Identity® Directory Server Administration Guide
O Ping ldentity® Directory Server Reference Guide (HTML)
O Ping Identity® Directory Proxy Server Administration Guide

XiX
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Ping Identity® Directory Proxy Server Reference Guide (HTML)
PingData® Data Sync Server Administration Guide

PingData® Data Sync Server Reference Guide (HTML)
PingData® Data Metrics Server Administration Guide
PingData® Data Governance Broker Administration Guide
PingData Security Guide

UnboundID® LDAP SDK

UnboundI D® Server SDK

O o ooooo o

Document Conventions

The following table shows the document convention used in this guide.

Convention Usage

Nonos pace Commands, filenames, directories, and file paths
Monospace Bol d User interface elements, menu items and buttons

Italic Identifies file names, doc titles, terms, variable names, and

emphasized text

XX
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Chapter

1 Overview of the Server

The Ping Identity® Directory Server isa high performance, extensible directory and PingData
Platform, written completely in Java™ . The Directory Server centralizes consumer and user
identity management information, subscriber data management, application configurations,
and user credentialsinto a network, enterprise, or virtualized database environment. It provides
seamless data management over a distributed system based on a standardized solution that
meets the constant performance demands for today's markets. The Directory Server simplifies
administration, reduces costs, and secures information in systems that scale for very large
numbers of users.

This chapter provides an overview of the Directory Server's features and components.

Topics:

e Server Features
¢ Administration Framework
e Server Tools Location
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Server Features

The Ping Identity Directory Server is apowerful, 100% Java, production-proven PingData
Platform solution for mission-critical and large-scale applications. The Directory Server
provides an extensive feature-rich set of tools that can meet the production needs of your
system.

Full LDAP Version 3 Implementation. The Directory Server fully supportsthe
Lightweight Directory Access Protocol version 3 (LDAP v3), which supports the Request
For Comments (RFCs) specified in the protocol. The Directory Server provides a feature-rich
solution that supports the core LDAPv3 protocol in addition to server-specific controls and
extended operations.

High Availability. The Directory Server supports N-way multi-master replication that
eliminates single points of failure and ensures high availability for a networked topology.
The Directory Server alows data to be stored across multiple machines and disk partitions
for fast replication. The Directory Server also supports replication in entry-balancing proxy
server deployments.

Administration Tools. The Directory Server provides afull set of command-line tools, an
Administrative Console, and a Java-based setup tool to configure, monitor, and manage any
part of the server. The Directory Server has a task-based subsystem that provides automated
scheduling of basic functions, such as backups, restores, imports, exports, restarts, and
shutdowns. The set of utilities also includes a troubleshooting support tool that aggregates
system metrics into a zip file, which administrators can send to your authorized support
provider for analysis.

Security Mechanisms. The Directory Server provides extensive security mechanisms

to protect data and prevent unauthorized access. Access control list (ACL) instructions

are available down to the attribute value level and can be stored within each entry. The
Directory Server allows connections over Secure Sockets Layer (SSL) through an encrypted
communication tunnel. Clients can also use the Start TL S extended operation over standard,
non-encrypted ports. Other security features include a privilege subsystem for fine-grained
granting of rights, a password policy subsystem that allows configurable password validators
and storage schemes, and SASL authentication mechanisms to secure data integrity, such
asPLAIN, ANONYMOUS, EXTERNAL, CRAM-MD5, Digest-MD5, and GSSAPI.

The Directory Server also supports various providers and mappers for certificate-based
authentication in addition to the ability to encrypt specific entries or sensitive attributes. See
the Ping Identity Security Guide for details.

Monitoring and Notifications. The Directory Server supports monitoring entries using the
Data Metrics Server, JConsole, Simple Network Management Protocol (SNMP), or using the
Administrative Console. Administrators can track the response times for LDAP operations
using a monitoring histogram as well as record performance statistics down to sub-second
granularity. The Directory Server also supports configurable notifications, auditing, and
logging subsystems with filtered logging capabilities.

Powerful LDAP SDK. The Directory Server isbased on afeature-rich LDAP SDK for Java,
designed by PingData. The UnboundiD® LDAP SDK is aJava API standard that overcomes
the many limitations of the Java Naming and Directory Interface (JNDI) model. For example,
JNDI does not address the use of LDAP controls and extended operations. The LDAP SDK
for Java provides support for controls and extended operations to leverage the Directory
Server’s extensible architecture for their applications.
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The Standard LDAP SDK for Javais available for free to public users and can be
downloaded from the UnboundI D web site. The Commercial version of the LDAP SDK for
Javais part of the Directory Server distribution. For more information on the LDAP SDK for
Java, to go http://www.unboundid.com/products/|dapsdk.

SCIM Extension. The Directory Server provides a System for Cross-domain Identity
Management (SCIM) servlet extension to facilitate moving users to, from, and between
cloud-based Software-as-a-Service (SaaS) applicationsin a secure and fast manner.

Server SDK. PingData also provides the Server SDK, which isalibrary of Java packages,
classes, and build tools to help in-house or third-party devel opers create client extensions for
the Ping Identity® Directory Server, Ping Identity® Directory Proxy Server, and PingData®
Data Sync Server. The servers were designed with a highly extensible and scalable
architecture with multiple plug-in points for your customization needs. The Server SDK
provides APIsto alter the behavior of each server's components without affecting its code
base.

Multi-Platform Support. The Ping Identity Directory Server is a pure Java application
and is certified VMWare Ready™. It isintended to run within the Java Virtual Machine on
any Java Standard Edition (SE) or Enterprise Edition (EE) certified platform. For the list
of supported platforms and Java versions, access your Customer Support Center portal or
contact your authorized support provider.

Any known OS or JDK -related issues will be documented in the release notes distributed
with the product. Direct any questions or requests for additional platform certificationsto
your authorized support provider.

Administration Framework

The Directory Server provides an administration and configuration framework capable of
managing stand-alone servers, server groups, and highly-available deployments that include
multiple redundant server instances. Administrators can configure changes locally or remotely
on asingle server or on al serversin aserver group. Each server configuration is stored as a
flat file (LDIF) that can be accessed under the cn=conf i g branch of the Directory Information
Tree (DIT). Administrators can tune the configuration and perform maintenance functions over
LDAP using a suite of command-line tools, a GUI-based Java console (for installs, uninstalls,
and server status), or an Administrative Console (for configuration and monitoring). The
Directory Server also provides plug-ins to extend the functionality of its components.

[ Command-Line Tools ‘ [ Web Console | ‘ Java-based GUI |

I [ [

LDAP/LDAPS |

Directory Server

Agent

Unified Configuration View
(en=config)

.

Config
(config.dif)

Figure 1: Directory Server Configuration Network
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Server Tools Location

PingData distributes the Directory Server, Administrative Console, and LDAP SDK for Javain
zip format. After unzipping the file, you can access the set up utility in the server root directory,
located at Pi nghi r ect ory. The Directory Server stores afull set of command-line tools for
maintaining your system in the Pi ngDi r ect or y/ bi n directory for UNIX® or Linux® machines
and the Pi ngDi r ect or y\ bat directory for Microsoft® Windows® machines.

Prior to installing the directory server, read Chapter 2 Preparing Your Environment, which
presents important information on setting up your machines. Chapter 3 Installing the Directory
Server presents procedures to install a server instance using the set up utility. This utility can

be run in one of the two available installation modes: interactive command-line, and non-
interactive command-line. Chapter 4 Configuring the Directory Server provides procedures to
modify the configuration of a server instance or agroup of servers using the command-line tools
and the Administrative Console.
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Chapter

2 Preparing Your Environment

The Ping |dentity Directory Server offers a highly portable and scalabl e architecture that runs
on multiple platforms and operating systems. The Directory Server is specifically optimized for
those operating systems used in environments that process a very large number of entries.

This chapter presents some procedures to set up your server machines for optimal processing
efficiency.

Topics:

» Before You Begin

* Preparing the Operating System (Solaris)
* Preparing the Operating System (Linux)
e Running as a Non-Root User
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Before You Begin

The Directory Server requires certain software packages for the proper operation of the
server. For optimized performance, the Ping | dentity Directory Server requires Javafor 64-
bit architectures. To view the minimum required Java version, access your Customer Support
Center portal or contact your authorized support provider for the latest software versions
supported.

It isalso highly recommended that a Network Time Protocol (NTP) system be in place so that
multi-server environments are synchronized and timestamps are accurate.

Installing Java

For optimized performance, the Ping |dentity Directory Server requires Javafor 64-bit
architectures. Y ou can view the minimum required Java version on your Customer Support
Center portal or contact your authorized support provider for the latest software versions
supported.

Even if your system already has Javainstalled, you may want to create a separate Java
installation for use by the Ping Identity Directory Server to ensure that updates to the system-

wide Javainstalation do not inadvertently impact the Directory Server. This setup requires that
the JDK, rather than the JRE, for the 64-bit version, be downloaded.

To Install Java (Oracle/Sun)
1. Open abrowser and navigate to the Oracle download site.

2. Download the latest version Java JDK. Click the JDK Download button corresponding to the
latest Java update.

3. Onthe Java JDK page, click the Accept Licence Agreement button, then download the
version based on your operating system.

To Install Java (IBM)

1. Open abrowser and navigate to the IBM download site.

2. Select the Javaversion for your operating system.

Preparing the Operating System (Solaris)

The Ping Identity Directory Server has been extensively tested on multiple operating systems.
We have found that serveral operating system optimizations lead to improved performance.
These optimizations include using the ZFS filesystem on Solaris systems, restricting ZFS
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memory consumption, limiting transaction group writes, using compression and disabling access
time updates.

Using ZFS

PingData strongly recommends the use of ZFS™ as the underlying filesystem on Solaris 10

and OpenSolaris systems. ZFS is a 128-bit filesystem that can store billions of times more

data than traditional 64-bit systems. Based on a storage pool model, ZFS aggregates devices
(mirrors, RAID-Z with single or double parity, concatenated or striped storage) into avirtual
data source from which filesystems can be constructed. ZFS provides excellent performance,
end-to-end dataintegrity, simple administration management, and unmatched scalability. It also
provides many useful features, such as automatic checksum, dynamic striping, variable block
sizes, compression, and unlimited constant-time snapshots. ZFSis part of the Solaris 10 and
OpenSolaris operating systems.

All of the Directory Server's components should be located on a single storage pool (zpoal),
rather than having separate pools configured for different server components (for example, one
pool for the database and a second for log files). Single zpool configurations are the simplest
and easiest to manage. From there, you can create multiple filesystemsinside the pool and
optionally reserve space for one or more of the filesystems.

ZFS's copy-on-write transactional model does not require isolating I/O-intensive components.
Therefore, all available disks should be placed in the same zpool, so that as many underlying
spindles as possible can be used to provide the configuration with the greatest number of 1/O
operations per second.

To Restrict ZFS Memory Consumption

Despite its excellent performance, ZFS does not release memory fast enough for some LDAP
operations that might need it. This delay could cause some processes to fail to start while
attempting to allocate a large amount of memory for aJvM heap.

To curb memory allocation problems, make sure that the system is configured to limit the
amount of memory for caching (for example, up to two gigabytes). The Directory Server relies
on database caching rather than filesystem caching for its performance. Thus, the underlying
system should be configured, so that the memory used by ZFS will not interfere with the
memory used by the Directory Server. In most environments, we recommend that systems be
configured to allow ZFS to use no more than 2 GB of memory for caching.

1. Openthe/etc/ systemfile.

2. ZFS caches data from all active storage poolsin the ARC cache. We can limit its memory
consumption by setting the maximum size of the ARC caches using the zf s_ar ¢c_max
property. For example, add the following line to the end of the/ et ¢/ syst emfile.

set zfs:zfs_arc_max= 0x80000000

This property sets the maximum size of the ARC cache to 2 GB (0x80000000 or 2147483648
bytes) for ZFS. Note that your system may require a different value.
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3. If your system processes large write operations, see the section on Limiting ZFS Transaction
Group Writes. Otherwise, reboot the machine for the change to take effect. Also note that this
operation requires Solaris 10 update 4 (08/07) and Nevada (build 51) release or later.

To Limit ZFS Transaction Group Writes

PingData has found that the Directory Server can exhibit uneven throughput performance during
continuous write loads for Oracle Berkeley DB Java Edition backends on ZFS systems. We have
found that the ZFS Write Throttle feature stalls write operations when transaction groups are
flushed to disk. During these periods, operation throughput can drop significantly with these
large 1/O bursts.

To smooth out write throughput and improve latency, we recommend setting the
zfs_write_|limt_override property intheet c/ syst emfileto the size of the available disk
cache on the system.

1. Openthe/etc/systemfile.

2. Add thefollowing line to the end of the file. Set the value to the size of your onboard cache.
For example, for a system that has a 32MB cache per disk, set the following parameter:

set zfs:zfs_ wite_limt_overri de=0x2000000

3. For the change to take effect, reboot the machine. Also note that this operation requires
Solaris 10 update 4 (08/08) or later.

ZFS Access to Underlying Disks

Storage requirements vary depending on whether ZFS has access to the underlying disks. If
possible, ZFS should be given direct access to the underlying disks that will be used to back the
storage. Direct access to the underlying disks makes it possible to configure the system with the
greatest degree of reliability and flexibility.

To configure the system, ZFS should be given direct access to the underlying disks that will be
used to back the storage. In this configuration, the zpool used for the Directory Server should
have a RAID 1+0 configuration (a stripe across one or more 2-disk mirrors). Although this setup
reduces the amount of available space when compared with other configurations, like RAID-Z
(ZFS data-parity scheme with full dynamic stripe width) or RAID-Z2 (ZFS dual parity RAID-
Z), RAID 1+0 provides dramatically better performance and reliability.

If ZFS cannot get direct access to the underlying disks (for example, the system only has
accessto alogical unit number, LUN, on a storage area network, SAN), then the provided
storage should already include some level of redundancy. Again, the RAID 1+0 configuration is
recommended over other schemes like, RAID 5 or RAID 6. If the storage includes redundancy,
then the zpool should be created with only that LUN and should not add any additional
redundancy. In such a configuration, ZFSis not able to take advantage of its advanced self-
healing capabilities when it detects any corruption at the filesystem level. However, ZFS check-
summing can still detect those types of problems.
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Configuring ZFS Compression

The ZFS filesystem should have compression enabled to improve performance asit reduces the
amount of data that needs to be written or read from the underlying disks. In most cases, the
reduced costs of the disk 1/0 outweighs the CPU cost of compressing and decompressing the
data.

The following procedure assumes that the ZFS filesystem is named ds. The changes take effect
immediately with no need to reboot or perform any other action.

Caution:

Knowing the actual size of filesis useful when you need to back up filesto a
non-ZFS filesystem or estimate the amount of memory dedicated to caching.
On traditional UNIX filesystems, the du command reports the sum of all the
specified file sizes. However, on ZFS, du reports the amount of disk space
., consumed, which might not equal the sum of the file sizesif features like
L compression or multiple copies are enabled. Administrators should be aware
of this difference when determining the database size using du.

Instead of using du, Ping Identity Directory Server provides a utility, bi n/
sumfil e-si zes, that determines the size (in bytes, kilobytes, megabytes, or
gigabytes) of the sum of a set of files even if ZFS compression or multiple
copies are enabled.

To Configure ZFS Compression

e Turnon ZFS compression by running the zf s command.

# zfs set conpression=on ds

To Disable the Access Time Update for Reads

Y ou must have ZFS installed and configured on your system. Assume that the ZFSfilesystem is
named ds.

Y ou should disable the access time update (atime) tracking, so that the kernel will not update
the accesstime of afile every timeit isrequested. ZFS stores the filesystem attributes within the
filesystem itself, so that you can access the attributes.

1. Disable the accesstime update for read operations.

# zfs set atinme=off ds

2. Toview dl filesystem attributes, use the following command:

# zfs get all ds
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Preparing the Operating System (Linux)

The Ping Identity Directory Server has been extensively tested on multiple operating systems.
We have found that several operating system optimizations lead to improved performance.
These optimizations include increasing the file descriptor limit on Linux systems, setting
filesystem flushes, editing OS-level environment variables, downloading some useful
monitoring tools for Redhat Linux systems, and configuring for Huge Page support.

Configuring the File Descriptor Limits

The Ping Identity Directory Server alows for an unlimited number of connections by default,
but is restricted by the file descriptor limit on the operating system. If needed, increase the file
descriptor limit on the operating system.

If the operating system relies on syst end, refer to the Linux operating system documentation for
instructions on setting the file descriptor limit.

To Set the File Descriptor Limit (Linux)

The Directory Server alows for an unlimited number of connections by default but is restricted
by the file descriptor limit on the operating system. Many Linux distributions have a default file
descriptor limit of 1024 per process, which may be too low for the server if it needs to handle a
large number of concurrent connections.

Once the operating system limit is set, the number of file descriptors that the server will use can
be configured by either using aNUM_FI LE_DESCRI PTORS environment variable, or by creating a
config/numfile-descriptors filewith asingleline such as, NUM FI LE_DESCRI PTORS=12345.
If these are not set, the default of 65535 is used. Thisis strictly optional if wanting to ensure that
the server shuts down safely prior to reaching the file descriptor limit.

1. Display the current hard limit of your system. The hard limit is the maximum server limit
that can be set without tuning the kernel parametersin the pr oc filesystem.

ulinmt -aH

2. Editthe/etc/sysctl. conf file. If thereisalinethat setsthevalue of thefs. fil e- max
property, make sureitsvalueis set to at least 65535. If thereis no line that sets avalue for
this property, add the following to the end of thefile:

fs.file-max = 65535

3. Editthe/etc/security/lints. conf file If thefile haslinesthat sets the soft and hard
limits for the number of file descriptors, make sure the values are set to 65535. If the lines are
not present, add the following lines to the end of the file (before “#End of file”). Also note
that you should insert atab, rather than spaces, between the columns.

* soft nofile 65535
* hard nofil e 65535

10
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4. Reboot your system, and then usetheul i ni t command to verify that the file descriptor limit

is set to 65535.

#ulimt -n

Note: For RedHat 7 or later, modify the 20- npr oc. conf file to set both the
open files and max user processes limits:

/etc/security/limts.d/20-nproc.conf

[ Add or edit the following lines if they do not already exist:
* sof t npr oc 65536
* sof t nofile 65536
* hard nproc 65536
* har d nofile 65536
r oot sof t npr oc unlimted

File System Tuning

Newer ext4 systems use delayed allocation to improve performance. This delays block
allocation until it writes data to disk. Delayed allocation improves performance and reduces
fragmentation by using the actual file size to improve block allocation. This feature may

cause arisk of datalossin cases where a system loses power before all of the data has been
written to disk. This may occur if aprogram is replacing the contents of a file without forcing
awrite to the disk with f sync. Make sure the default aut o_da_al | oc option is enabled on ext4

filesystems.

Administrators can tune ext3 and ext4 filesystems by setting the filesystem flushes and noatime
to improve server performance. The following changes can be madeinthe/ et c/ f st ab file.

To Set the Filesystem Flushes

With the out-of-the-box settings on Linux systems running the ext3 filesystem, the datais
only flushed to disk every five seconds. If the Directory Server isrunning on aLinux system
using the ext 3 filesystem, consider editing the mount options for that filesystem to include the

following:

conmi t =1

This variable changes the flush frequency from five seconds to one second.

Y ou should aso set the flush frequency to the/ et ¢/ f st ab file. Doing the change via the mount

command aone will not survive across reboots.

To Set noatime on ext3 and ext 4 Systems

If you are using an ext 3 or ext 4 filesystem, it is recommended that you set noat i e, which
turns off any atime updates during read accesses to improve performance. Y ou should also set
the flush frequency to the/ et c/ f st ab file. Doing the change via the mount command al one will

not survive across reboots.

11
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* Run the following command on an ext3 system.
# nount -t ext3 -o noatine /dev/fsl
* Run the following command on an ext34 system.

# mount -t ext4 -o noatine /dev/fsl

Setting the Maximum User Processes

On some Linux distributions (Redhat Enterprise Linux Server/CentOS 6.0 or later), the default
maximum number of user processesis set to 1024, which is considerably lower than the same
parameter on older distributions (e.g., RHEL/CentOS 5.x). The default value of 1024 leads to
some VM memory errors when running multiple servers on a machine due to each Linux thread
being counted as a user process. (Note that thisis not an issue on Solaris and AIX platforms as
individual threads are not counted as user processes.)

At startup, the Directory Server and itstools automatically attempt to raise the maximum user
processes limit to 16,383 if the value reported by ul i it islessthan that. If, for any reason,
the server is unable to automatically set the maximum processes limit to 16,383, an error
message will be displayed. It is recommended that the limit be set explicitly in/ et c/ securi ty/
l'init.conf.Forexample:

* soft nproc 65535
* hard nproc 65535

The (*) can be replaced with the name of the user under which the software will run. These
settings can also be manually configured by setting the NUM_USER_PROCESSES environment
variable to 16383 or by setting the same variable in afile named conf i g/ num user - pr ocesses.

About Editing OS-Level Environment Variables

Certain environment variables can impact the Directory Server in unexpected ways. Thisis
particularly true for environment variables that are used by the underlying operating system to
control how it uses non-default libraries.

For this reason, the Directory Server explicitly overrides the values of key environment
variableslike PATH, LD_LIBRARY_PATH, and LD_PRELOAD to ensure that something set in
the environments that are used to start the server does not inadvertently impact its behavior.

If there is alegitimate need to edit any of these environment variables, the values of those
variables should be set by manually editing the set _envi r onment _var s function of thel i b/
_script-util.sh script. You will need to stop (bin/stop-ds) and re-start (bin/start-ds) the server
for the change to take effect.

Install sysstat and pstack (Red Hat)

For Red Hat® Linux systems, you should install a couple of packages, sysst at and pst ack, that
are disabled by default, but are useful for troubleshooting purposes in the event that a problem
occurs. The troubleshooting tool col | ect - support - dat a usesthei ost at , npst at , and pst ack

12
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utilities to collect monitoring, performance statistics, and stack trace information on the server’s
processes. For Red Hat systems, make sure that these packages are installed, for example:

$ sudo yuminstall sysstat gdb dstat -y

Install dstat (SUSE Linux)

Thedst at utility isused by thecol I ect - support - dat a tool and can be obtained from the
OpenSuSE project website. The following example shows how to install the dst at utility on
SuSE Enterprise Linux 11 SP2:

1. Login as Root.
2. Add the appropriate repository using the zypper tool.
3. Insgtall thedst at utility.

$ zypper install dstat

Disable Filesystem Swapping

It is recommended that any performance tuning servicesliket uned be disabled. If performance
tuning isrequired, vm swappi ness can be set by cloning the existing performance profile then
adding vm swappi ness = 0 to the new profile€st uned. conf file. Thisfileislocated at / usr/

l'i b/t uned/ profil e-name/t uned. conf. The updated profile isthen selected by running t uned-
adm profile custom zed_profile.

Omit vm.overcommit_memory

Administrators should be aware that an improperly configured value for the
vm over conmi t _menory property inthe/ et c/ sysctl . conf file can causethesetup or start -
ds tool to fail.

For Linux systems, thevm over conmi t _nmenory property sets the kernel policy for memory
alocations. The default value of 0 indicates that the kernel determines the amount of free
memory to grant anal | oc call from an application. If the property is set to a value other than
zero, it could lead the operating system to grab too much memory, depriving memory for the
setup Or start -ds tool.

We recommend omitting the property in the/ et ¢/ sysct | . conf fileto ensure that enough
memory is available for these tools.

Managing System Entropy

Entropy is used to calculate random data that is used by the system in cryptographic operations.

Some environments with low entropy may have intermittent performance issues with SSL-based
communication. Thisis more typical on virtual machines, but can occur in physical instances as
well. Monitor the ker nel . random ent ropy_avai | insysct| valuefor best results.

13
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If necessary, update $JAVA_HOVE/ jre/li b/ security/java.security tousefile:/dev/./
ur andomfor the secur er andom sour ce property.

Running as a Non-Root User

The drawback to not running as root is the inability to use network port numbers below 1024.
Some operating system provide workarounds for this limitation, but the best practice isto install
and run the server as a user, other than root, and select port numbers greater than 1024.

On systems running Solaris 10 and OpenSolaris, you can use the User and Process Rights
Management subsystem with the Role-Based Access Control (RBAC) mechanisms to grant
users or roles only the privileges necessary to accomplish a specific task. Using RBAC avoids
the assignment of full super-user (root) privileges to the user. For example, you can grant the
net _pri vaddr privilegeto anon-root user, or role, that gives him or her the ability to listen on
privileged ports (for example, on ports 1024 or below). Similarly, granting the sys_r esour ce
privilege allows a user to bypass restrictions on resource limits, such as the number of file
descriptors a process might use.

The Solaris User and Process Rights Management system can also be used to remove
capabilities from users. For example, removing the pr oc_i nf o privilege from a user prevents the
user from seeing processes owned by other users. Removing thefi | e_l i nk_any privilege can
prevent users from creating hard links to files owned by other users. Hard links are not needed
by the Directory Server and can represent a security risk under certain conditions. The following
table summarizes the Solaris privileges that you may want to assign to non-root users.

Privilege Description
net_privaddr Provides the ability to listen on privileged network ports.
Sys_resource Provides the ability to bypass restrictions on resource limits (including the number of

available file descriptors).

proc_info Provides the ability for users to see processes owned by other users on the system. This
privilege is available to all users by default, but it can pose a security risk in some cases.
PingData recommends that it be removed from the role used by the Directory Server.

file_link_any Provides the ability to create hard links to files owned by other users on the system. This
privilege is available to all users by default, but it can pose a security risk in some cases.
PingData recommends that it be removed from the role used by the Directory Server.

Running as a Non-Root User (Linux)

To run asanon-root user but still allow connections on a privileged port, two options are
available:

» Useaload-Balancer or Directory Proxy Server. In many environments, the server can
be run on a non-privileged port but can be hidden by a hardware load-balancer or LDAP
Directory Proxy Server.

e Usenetfilter.Thenetfilter mechanism, exposed through thei pt abl es command, can
be used to automatically redirect any requests from a privileged port to the unprivileged port
on which the server islistening.
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Enabling the Server to Listen on Privileged Ports (Linux)

Linux systems do not provide a direct analog to the Solaris User and Process Rights
Management subsystems. Linux does have a similar mechanism called capabilities used to grant
specific commands the ability to do things that are normally only allowed for aroot account.
Thisis different from the Solaris model because instead of granting the ability to a specific user,
capabilities are granted to a specific command. It may be convenient to enable the server to
listen on privileged ports while running as a non-root user.

The set cap command is used to assign capabilities to an application. The

cap_net _bi nd_servi ce capability enables a service to bind a socket to privileged ports (port
numbers less than 1024). If Javaisinstalled in/ ds/j ava (and the Java command to run the
server is/ ds/ j aval bi n/ j ava), the Java binary can be granted the cap_net _bi nd_ser vi ce
capability with the following command:

$ sudo setcap cap_net_bind_service=+eip /ds/javalbin/java

The java binary needs an additional shared library (1i bj | i . so) as part of the Javainstallation.
More strict limitations are imposed on where the operating system will look for shared libraries
to load for commands that have capabilities assigned. So it is also necessary to tell the operating
system where to look for thislibrary. This can be done by creating thefile/ et c/ I d. so. conf . d/
l'ibjli.conf withthe path to the directory that containsthel i bjli . so file. For example, if the
Javaingtalationisin/ ds/j ava, the contents of that file should be:

/ds/javallib/amd64/jli

Run the following command for the change to take effect:

$ sudo ldconfig -v

Creating a Solaris Role

To give multiple administrators access to the Directory Server, Ping Identity Directory Server
recommends that a Solaris role be created to run the server and that all necessary administrators
be added to that role. The Solaris role provides an audit trail that can be used to identify which
administrator performed a given action, while still allowing administrators to run the server,

to view and edit files used by the server, and to execute commands as that same user. As

with normal user accounts, roles can be assigned privileges. The role used for the Directory
Server should include the net _pri vaddr and sys_r esour ce privileges and should exclude the
proc_infoandfile_link_any privilegesfor improved security (that is, to eliminate the need
for root access).

To Create a Solaris Role for Multiple Administrators

To give multiple administrators access to the Directory Server, Ping Identity Directory Server
recommends that a Solaris role be created to run the server and that all necessary administrators
be added to that role. The Solaris role provides an audit trail that can be used to identify which
administrator performed a given action, while still allowing administrators to run the server,

to view and edit files used by the server, and to execute commands as that same user. As

with normal user accounts, roles can be assigned privileges. The role used for the Directory
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Server should include the net _pri vaddr and sys_r esour ce privileges and should exclude the
proc_infoandfile_link_any privilegesfor improved security (that is, to eliminate the need
for root access).

1. Create a Solarisrole. Assume theroleis named ds with all of the appropriate privileges
needed to run the Directory Server. Make sure to enter the whole command on asingleline.

# roleadd -d /export/hone/ds -m-s /usr/bin/bash \
-K defaul t priv=basic, net _privaddr, sys_resource, -prov_info,-file_link_any ds

2. Assign apassword.

# passwd ds

3. For each administrator who is allowed to manage the Directory Server, assign the role with
the user nod command. For example, to give someone with a user name of “john” the ability
to assume the ds role, issue the following command:

# usernod -R ds john

If auser isaready amember of one or more roles, then the entire list of existing roles,
separated by commas, must also be provided or the user will be removed from those roles.
For example, if the root account is also arole and the user “john” is aso a member of that
role, then the command would be:

# usernod -R root, ds john

4. Loginusing anormal user account and then use the bi n/ su command to assume therole
created for the Directory Server. Y ou cannot log directly into a system asarole. Only users
that have been explicitly assigned to arole will be allowed to assume it.
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Chapter
3 Installing the Server

After you have prepared your hardware and software system based on the instructionsin
Chapter 2, you can begin the setup process using of the Ping Identity Directory Server's easy-to-
use installation modes.

This chapter presents the various installation options and procedures available to the
administrator.

Topics:

» Getting the Installation Packages

* About the Layout of the Directory Server Folders

* About the Server Installation Modes

» Before You Begin

« Setting Up the Directory Server in Interactive Mode
» Installing the Directory Server in Non-Interactive Mode
* Installing a Lightweight Server

* Running the Status Tool

*  Where To Go From Here

*  Working with Multiple Backends

* Importing Data

* Running the Server

» Stopping the Directory Server

e Uninstalling the Server
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Getting the Installation Packages

To begin the installation process, obtain the latest ZIP release bundle from PingData and unpack
itin afolder of your choice. The release bundle contains the Directory Server code, tools, and
package documentation.

To Unpack the Build Distribution
1. Download the latest zip distribution of the Directory Server software.
2. Unzip the compressed zip archive file in a directory of your choice.
$ unzip PingDirectory-<version>. zip

Y ou can now set up the Directory Server.

About the RPM Package

PingData supports the Ping Identity Directory Server release bundle in an RPM Package
Manager (RPM) package for customers who requireit. By default, the RPM unpacks the code at
/opt/ping-identity/ds/PingDirectory, after which you can run the set up command to install the
server at that location.

If the RPM install fails for any reason, you can perform an RPM erase if the RPM database
entry was created and manually remove the target RPM install directory (e.g., “/opt/ping-
identity/ds/PingDirectory” by default). Y ou can install the package again once the systemis

ready.
To Install the RPM Package

1. Download the latest RPM distribution of the Directory Server software.

2. Unpack the build using the r pmcommand with the - - i nst al | option. By default, the build
isunpacked to/ opt / pi ng-i denti ty/ ds/ Pi nghi rect ory. If you want to place the build at
another location, usethe - - pref i x option and specify the file path of your choice.

$ rpm--install PingDrectory-<version>. rpm

3. From /opt/ping-identity/ds/PingDirectory/PingDirectory, run the set up command to install
the server on the machine.
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About the Layout of the Directory Server Folders

Once you have unzipped the Directory Server distribution file, you will see the following folders
and command-line utilities, shown in the table below.

Table 1: Layout of the Directory Server Folders

Directories/Files/Tools

Description

License.txt Licensing agreement for the Directory Server.

README README file that describes the steps to set up and start the Directory Server.

bak Stores the physical backup files used with the backup command-line tool.

bat Stores Windows-based command-line tools for the Directory Server.

bin Stores UNIX/Linux-based command-line tools for the Directory Server.

classes Stores any external classes for server extensions.

collector Used by the server to make monitored statistics available to the Data Metrics Server.

config Stores the configuration files for the backends (admin, config) as well as the directories
for messages, schema, tools, and updates.

db Stores the Oracle Berkeley Java Edition database files for the Directory Server.

docs Provides the product documentation.

import-tmp Stores temporary imported items.

Idif Stores any LDIF files that you may have created or imported.

legal-notices Stores any legal notices for dependent software used with the Directory Server.

lib Stores any scripts, jar, and library files needed for the server and its extensions.

locks Stores any lock files in the backends.

logs Stores log files for the Directory Server.

metrics Stores the metrics that can be gathered for this server and surfaced in the Data Metrics
Server.

resource Stores the MIB files for SNMP and can include Idif files, make-Idif templates, schema

files, dsconfig batch files, and other items for configuring or managing the server.

revert-update

Therevert - updat e tool for UNIX/Linux systems.

revert-update.bat

The r evert - updat e tool for Windows systems.

setup

The set up tool for UNIX/Linux systems.

setup.bat

The set up tool for Windows systems.

scim-data-tmp

Used to create temporary files containing SCIM request data.

uninstall The uni nst al | tool for UNIX/Linux systems.

uninstall.bat The uni nst al | tool for Windows systems.

update The updat e tool for UNIX/Linux systems.

update.bat The updat e tool for Windows systems.

Velocity Stores any customized Velocity templates and other artifacts (CSS, Javascript, images),

or Velocity applications hosted by the server.

About the Server Installation Modes

One of the strengths of the Ping Identity Directory Server isthe ease with which you can
install a server instance using the set up tool. The set up tool allows you to quickly install and
configure a stand-alone Directory Server instance.
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Toinstal aserver instance, run the set up tool in one of the following modes: interactive
command-line, or non-interactive command-line mode.

I nter active Command-L ine M ode. I nteractive command-line mode prompts for
information during the installation process. To run the installation in this mode, use the
setup --cli command.

Non-Interactive Command-Line Mode. Non-interactive command-line mode is designed
for setup scripts to automate installations or for command-line usage. To run the installation
in thismode, set up must be run with the - - no- pr onpt option as well as the other arguments
required to define the appropriate initial configuration.

All installation and configuration steps should be performed while logged on to the system as
the user or role under which the Directory Server will run.

Before You Begin

After you have unzipped the Directory Server ZIP file, you may want to carry out the following
functions depending on your deployment requirements:

Custom Schema Elements. If your deployment uses custom schema elements in a custom
schemafile (for example, 98- schema. | di f ), you may do one of the following:

» Copy your custom schemafile to the confi g/ schenma directory before running setup.

» Copy your custom schemafileto the confi g/ schema directory after setup and re-start the
server. If replication is enabled, the restart will result in the schema replicating to other
serversin the replication topology.

» Usethe Schema Editor after setup. If replication is enabled, schema definitions added
through the Schema Editor will replicate to all serversin the replication topology without
the need for a server restart.

Certificates. If you are setting up a new machine instance, copy your keystore and truststore
filesto the <server-root >/ conf i g directory prior to running setup. The keystore and
truststore passwords can be placed, in clear text, in corresponding keyst or e. pi n and
truststore. pinfilesin<server-root>/ config.

L ocations. Location names are used to define a grouping of Ping Identity Server products
based on physical proximity. For example, alocation is most often associated with asingle
datacenter location. During the installation, assign alocation to each server for optimal
inter-server behavior. The location assigned to a server within Global Configuration can be
referenced by components within the server as well as processes external to the server to
satisfy "local" versus "remote" decisions used in replication, load balancing, and failover.

Validate ACls. Many directory servers alow for less restrictive application of its access
control instructions (ACIs), so that they accept invalid ACls. For example, if a Sun/Oracle
server encounters an access control rule that it cannot parse, then it will simply ignore it
without any warning, and the server may not offer the intended access protection. Rather than
unexpectedly exposing sensitive data, the Ping Identity Directory Server rejects any ACls
that it cannot interpret, which ensures data access is properly limited as intended, but it can
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cause problems when migrating data with existing access control rules to an Ping Identity
Directory Server. If you are migrating from a Sun/Oracle deployment to an Ping Identity
Directory Server, the Ping Identity Directory Server providesaval i dat e- aci s tool in the
bi n directory (UNIX or Linux systems) or bat directory (Windows systems) that identifies
any ACI syntax problems before migrating data. For more information, see Validating ACls
Before Migrating Data.

| mportant:

Each Server Deployment Requires an Execution of Setup - Duplicating
a Server-root isnot Supported. The installation of the server does not

i write or require any data outside of the server-root directory. After executing
set up, copying the server-root to another location or system, in order to
duplicate the installation, is not a supported method of deployment. The
server-root can be moved to another host or disk location if ahost or file
system change is needed.

Setting Up the Directory Server in Interactive Mode

The set up tool also provides an interactive text-based command-line interface to set up a
Directory Server instance.

To Install the Directory Server in Interactive Mode

1. Unzip thedistribution ZIP file, review Before You Begin, and then go to the server root
directory. Use the set up utility withthe--cl i option to install the server in interactive
mode.

$ ./setup --cli

If the JAVA_HOME environment variable is set to an older version of Java, explicitly specify
the path to the Java JDK installation during the setup process. Either set the JAVA_ HOME
environment variable with the Java JDK path or execute the set up command in a modified
Java environment using the env command.

$ env JAVA HOVE=/ds/java ./setup --cli
2. Read the PingData End-User License Agreement, and typeyes to continue.

3. Enter the fully qualified host name or IP address of the local host, or press Enter to accept
the default.

4. Enter theroot user DN, or press Enter to accept the default (cn=Directory Manager).

5. Enter and confirm the root user password.
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. Press Enter to enable the PingData services (Configuration, Documentation, and SCIM) and

Administrative Console over HTTPS. After setup, individua services and applications can be
enabled or disabled by configuring the HTTPS Connection Handler.

. Enter the port on which the Directory Server will accept connections from HTTPS clients, or

press Enter to accept the default.

. Enter the port on which the Directory Server will accept connections from LDAP clients, or

press Enter to accept the default.

. The next two options enable using LDAPS or StartTLS. Type no to use a standard LDAP

connection, or accept the default (yes) to enable both. Enabling LDAPS configures the
LDAPS Connection Handler to allow SSL over its client connections. Enabling StartTLS
configures the LDAP Connection Handler to allow StartTLS.

10.Select the certificate option for this server:

» Generate aself-signed certificate for testing purposes only.

* Tousean existing certificate using a Java Keystore, enter the keystore path and keystore
PIN.

» Tousean existing certificate using use a PK CS#12 keystore, enter the keystore path and
the keystore PIN.

» To usethe PKCS#11 token, enter only the keystore PIN.

11.Type the base DN for the data, or accept the default base DN of dc=exanpl e, dc=com

12.Choose an option to generate and import sample data. Type the desired number of entries, or

press Ent er to accept the default number (10000). This option is used for quick evaluation of
the Directory Server.

See Initializing Data onto the Server if you want to use other options to initialize the server.

13.Choose the option to tune the amount of memory that will be consumed by the Directory

Server and itstools.

14.PressEnt er to prime or preload the database cache at startup prior to accepting client

connections.

Priming the cache can increase the startup time for the Directory Server but provides
optimum performance once startup has completed. This option is best used for strict
throughput or response time performance requirements, or if other replicasin areplication
topology can accept traffic while this Directory Server instance is starting. Priming the cache
also helps determine the recommended JVM option, CVBI ni ti at i ngQccupancyFract i on,
when a Java garbage collection pause occurs. See VM Garbage Collection Using CMS.

15.Press Enter to accept the default (yes) to start the Directory Server after the configuration

has completed. To configure additional settings or import data, type no to keep the server in
shutdown mode.

16.Choose an option to continue server set up.
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17.0n the Setup Summary page, confirm the configuration. Press Enter to accept the default
(set up with the parameters given), enter the option to repeat the installation process, or enter
the option to cancel the setup completely.

Installing the Directory Server in Non-Interactive Mode

Y ou can run the set up command in non-interactive mode to automate the installation process
using a script or to run the command directly from the command line. Non-interactive mode is
useful when setting up production or QA servers with specific configuration requirements.

The non-interactive command-line mode requires that all mandatory options be present for
each command call. If there are missing or incorrect arguments, the set up tool fails and aborts
the process. You must also use a - - no- pr onpt  option to suppress interactive output, except

for errors, when running in non-interactive mode. Additionally, you must also usethe - -
accept Li cense option and specify the port using the - - | dapPort or - - | dapsPort option. If
neither option is specified, an error message is displayed. To view the license, run bi n/ r evi ew
| i cense command.

To automatically tune the VM to use maximum memory, usethe - - aggr essi veJVMTuni ng
and - - maxHeapSi ze { memory} options. To preload the database at startup, use the - - pri meDB
option.

To configure a deployment using atruststore, see Installing the Directory Server in Non-
Interactive Mode with a Truststore.

To see adescription of the available command-line options for the set up tool, useset up - -
hel p.

To Install the Directory Server in Non-Interactive Mode

The following procedure shows how to install a Directory Server in a production or QA
environment with no security enabled.

* Unzip thedistribution ZIPfile, review “Before Y ou Begin”, and then use set up with the - -
cli and- - no- pronpt optionsfor non-interactive mode from the <ser ver - r oot > directory.
The following command uses the default root user DN (cn=Directory Manager) with the
specified - - r oot User Passwor d option. Y ou must include the - - accept Li cense option or
the setup will generate an error message.

$ ./setup --cli --no-pronpt --rootUserPassword "password" \
--baseDN "dc=exanpl e, dc=conl" --acceptLicense --|dapPort 389

To Install the Directory Server in Non-Interactive Mode with a Truststore

Y ou can set up the Directory Server using an existing truststore for secure communication. This
section assumes that you have an existing keystore and truststore with trusted certificates.

* Unzip thedistribution ZIP file, review Before You Begin, and then, from the server root
directory, useset up withthe--cli and - - no- pronpt options for non-interactive mode.
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The following example enables security using both SSL and StartTLS. It also specifiesa
JKS keystore and truststore that define the server certificate and trusted CA. The user Root
database contents will remain empty and the base DN entry will not be created.

$ ./setup --cli --no-pronpt --rootUserPassword "password" \
- -baseDN "dc=exanpl e, dc=cont’ --|dapPort 389 --enableStartTLS \
--| dapsPort 636 --useJavaKeystore confi g/ keystore.jks \
--keySt orePasswordFi | e confi g/ keystore.pin \
--certNi ckName server-cert --useJavaTrustStore config/truststore.jks \
--accept Li cense

The password to the private key with the keystore is expected to be the same as the password
to the keystore. If thisis not the case, the private key password can be defined with the
Administrative Console or the dsconf i g tool by editing the Trust Manager Provider standard
configuration object.

Installing a Lightweight Server

Users who want to demo or test alightweight version of the Directory Server on a memory-
restricted machine can do so by removing all unused or unneeded configuration objects. All
configuration entries, whether enabled or not, take up some amount of memory to hold the
definition and listeners that will be notified of changes to those objects.

The configuration framework will not alow you to remove objects that are referenced, and in
some cases if you have one configuration object referencing another but really do not need it,
then you will first need to remove the referenceto it. If you try to remove a configuration object
that is referenced, both dsconf i g and the Administrative Console should prevent you from
removing it and will tell you what still referencesit.

Depending on your test configuration, some example configuration changes that can be made
areasfollows:

* Reducethe number of worker threads. Each thread has a stack associated with it, and that
consumes memory. If you're running a bare-bones server, then you probably do not have
enough load to require alot of worker threads.

$ bin/dsconfig set-work-queue-prop \
--set numworker-threads: 8 \
--set num adm ni strative-sessi on-worker-threads: 4 \
--set max-wor k- queue- capaci ty: 100

* Reducethe percentage of JVM memory used for the JE database cache. When you have
amemory-constrained environment, you want to ensure that as much of the memory that is
thereis available for use during processing and not tied up caching database contents.

$ bin/dsconfig set-backend-prop --backend-nane user Root --set db-cache-percent:5
» DisabletheDictionary Password Validator. The Dictionary Password Validator takes a
lot of memory to hold its dictionary. Disabling it will free up some memory. Y ou can delete

the other password validators if not needed, such as Attribute Vaue, Character Set, Length-
based, Repeated Characters, Similarity-based, or Unique Characters Password Validator.

$ bin/dsconfig del ete-password-validator --validator-nanme Dictionary
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Remove non-essential schema files. Although not recommended for production
deployments, some candidates that you can remove are the following: 03-rf c2713. 1 di f,
03-rfc2714.1dif,03-rfc2739.1dif,03-rfc2926.1dif,03-rfc2985.1dif,03-
rfc3712.1dif, 03-uddiv3.1dif.

There are other items that can be removed, depending on your desired configuration. Contact
your authorized support provider for assistance.

Running the Status Tool

The Directory Server provides ast at us tool that outputs the current state of the server as well
as other information, such as server version, JE Environment statistics, Operation Processing
Times, Work Queue, and Administrative Alerts. The st at us tool islocated in the bi n directory
(UNIX, Linux) or the bat directory (Windows).

To Run the Status Tool

Run the st at us command on the command line. The following command displays the
current Directory Server status and limits the number of viewable alertsin the last 48 hours.
It provides the current state of each connection handler, data sources, JE environment
statistics, processing times by operation type and current state of the work queue.

$ bin/status --bindDN “ui d=adm n, dc=exanpl e, dc=conf --bi ndPassword secr et

--- Server Status ---

Server Run Status: Started 28/ Mar/2012:10: 47:17. 000 - 0500
Operational Status: Avai | abl e

Open Connecti ons: 13

Max Connecti ons: 13

Tot al Connecti ons: 50

--- Server Details ---

Host Nane: server 1. exanpl e. com

Adm ni strative Users: cn=Directory Manager

Installation Path: Pi ngDirectory

Server Version: Ping ldentity Directory Server 6.0.1.0
Java Version: j dk-7u9

--- Connection Handlers ---

Address: Port : Protocol : State
0.0.0.0:1389 : LDAP : Enabl ed
0.0.0.0:1689 : JMX . Di sabl ed
0.0.0.0:636 : LDAPS : Disabl ed

--- Data Sources ---
Base DN: dc=exanpl e, dc=com
Backend | D: user Root
Entries: 2003
Repl i cati on: Enabl e

Repl i cation Backl og: 0O
Age of O dest Backl og Change: not avail abl e

--- JE Environnent ---

1D : Cache Full : Cache . On-Disk : Alert

replicati onChanges © 6 % : 328.8 kb : 30.4 kb : None

user Root 9 % :6.2nb : 146.6nb : None
--- Operation Processing Tine ---

O Type : Total Ops : Avg Resp Tine (mns)

Add 0 0.0
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Bi nd 0 : 0.0
Conpar e 0 : 0.0
Del et e 0 : 0.0
Modi fy : 2788567 : 0.921
Modi fy 00 00
DN . 2267266 :0.242
Sear ch : 5055833 : 0.616
Al

- Wrk Queue ---

: Recent : Average : Maxi num
Queue Size : 4 .0 ;10
%Busy : 26 : 5 : 100
Administrative Alerts ---

Severity : Tinme : Message
Info : 28/ Mar/ 2012 10:47:17 -0500 : The Directory Server has started successfully
Info : 28/ Mar/ 2012 10:47:14 -0500 : The Directory Server is starting
Info : 28/ Mar/ 2012 10:44:22 -0500 : The Directory Server has started successfully
Info : 28/ Mar/ 2012 10:44:18 -0500 : The Directory Server is starting

Shown are alerts of type [Info, Warning, Error,Fatal] fromthe past 48 hours Use the
--maxAl erts and/or --severity options to filter this |ist

Note: By default, the st at us command displays the alerts generated
| in the last 48 hours. Y ou can limit the number of alerts by using the - -
maxAl erts option.

Where To Go From Here

After you have set up your Directory Server instance, you can configure any specific server
settings, import your user database, or run initial performance tests to optimize your server’s
throughpuit.

e Logintothe Administrative Console. Become familiar with configuration options through
the Administrative Console interface. The URL is based on the hostname and HTTPS port
specified during installation, such as https://hostname.com:443/console.

» Apply Server Configurations. Apply your server configuration changes individually or
using adsconf i g batch file. The batch file defines the Directory Server configuration tool,
dsconf i g, commands necessary to configure your server instance. For more information on
using batch files, see Using dsconfig in Batch Mode.

If you are migrating from a Sun Java System 5.x, 6.x, 7.x directory server, you can use the
bi n/ mi gr at e- sun- ds- confi g command to migrate your configuration settings to this newly
installed server instance.

e Import Data. Import user data using thei nport -1 di f tool. The import serves as an initial
test of the schema settings.

$ bin/inmport-ldif --backendl D userRoot --IdifFile ../user-data.ldif
* Run Performance Tests. The Directory Server provides two tools for functional

performance testing using in-house LDAP clients that accesses the server directly:
sear chr at e (tests search performance) and nodr at e (tests modification performance):
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$ bin/searchrate --baseDN "dc=exanpl e, dc=cont --scope sub \
--filter "(uid=user.[0-1999])" --attribute givenNane --attribute sn \
--attribute mail --nunThreads 10

$ bin/nmodrate --entryDN "ui d=user.[0-1999], ou=Peopl e, dc=exanpl e, dc=coni' \
--attribute description --valueLength 12 --nuniThreads 10

Working with Multiple Backends

Y ou can create multiple local database backends, each containing one or more different base
DNs. There should be at most one replicating domain on each local database backend. The
replication domain should not span multiple local database backends. The typical entry-
balancing configuration involves two local database backends: one backend to serve the global
domain data that resides above the entry-balancing point and a backend that is defined with the
entry-balancing point as the base DN, such as ou=peopl e, dc=exanpl e, dc=com

With multiple local database backends configured, the data existing with each backend can be
managed independently. In addition, separate index settings are applied to each local database
backend.

When creating multiple databse backends, consider the following:
* No two backends may have the same base DN.

» |If any base DN for a given backend is subordinate to a base DN on another backend, then all
base DNs on that backend must be subordinate to the base DN of the other backend.

» Thetotal of all db-cache-percent values should be no more than 65-70% in most cases and
should never be configured to exceed 100%.

Importing Data

After installation, the database, such as userRoot, will need to have data imported. For a server
to be added to areplicating set, the database will be imported as part of the dsr epl i cat i on
initialize operation, which is performed after dsrepl i cati on enabl e. A server that will
not be added to areplicating set, or the first server of afuture replicating set, should have data
imported with the bi n/ i nport -1 di f tool. See Chapter 8, Importing and Exporting Data, for
more infomation about the bi n/ i nport-1dif tool.

Generating Sample Data

The Ping Identity Directory Server provides LDIF templates that can be used to generate sample
entriesto initialize your server. Y ou can generate the sample data with the make- 1 di f utility
together with template files that come bundled with the ZIP build, or you can use templates files
that you create yourself. The templates create sequential entries that are convenient for testing
the Ping Identity Directory Server with arange of dataset sizes. The Directory Server templates
are located inthe conf i g/ MakelLDI F.
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To randomize the data, the make- | di f command has a- - r andonseed option that can be used to
seed the random number generator. If this option is used with the same seed value, the template

will always generate exactly the same LDIF file.

The sample data templates generate a dataset with basic access control privileges that grants
anonymous read access to anyone, grants users the ability to modify their own accounts,

and grants the Admin account full privileges. The templates also include the uid=admin and
ou=People entries necessary for a complete dataset. Y ou can bypass the make- | di f command

entirely and use the - - t enpl at eFi | e option with thei nmport -1 di f tool.

Use the make- 1 di f command to generate sample data. The command generates 10,000
sampl e entries and writes them to an outpuit file, dat a. | di f . The random seed generator is
set to O.

$ bin/make-1dif --tenplateFile config/ MukeLDl F/ exanpl e-10k. tenpl ate \
--IdifFile /path/to/data.ldif --randonSeed 0

To Import Data on the Directory Server Using Offline Import

1. Create an LDIF file that contains entries, or locate an existing file.

The import-ldif tool requires an LDIF file, which conformsto standard LDIF syntax without
change records. This means the changeType attribute is not allowed in the input LDIF. For
information on adding entries to the Directory Server, see Managing Entries.

. Stop the Directory Server.

Usethe offlinei nport -1 di f to import datafrom an LDIF file to the Directory Server. For
assistance with thelist of options, runi nport-1dif --hel p.

In the following example, the datais imported from the dat a. | di f fileto the user Root
backend. If any entry is rejected due to a schema violation, then the entry and the reason for
thergectioniswrittento therej ects. I di f file. Skipped entries, written to ski pped. | di f,
occur if an entry cannot be placed under a branch node in the DIT or if exclusion filtering is
used (- - excl udeBr anch, - - excl udeAttri bute, OF - - excl udeFi l ter). The--overwite
option instructsi nport -1 di f to overwrite existing skipped and rejected files. The - -
overwriteExi stingEntries option indicates that any existing data in the backend should be
overwritten. Finaly, the--stri pTrai | i ngSpaces option strips trailing spaces on attributes
that would otherwise result in aLDIF parsing error.

$ bin/inmport-ldif --backendl D userRoot --ldifFile /path/to/data.ldif --rejectFile
rejects.ldif --skipFile skipped.ldif --overwite --overwiteExistingEntries --
stripTrailingSpaces

4. Re-start the Directory Server.

Running the Server

To start the Directory Server, run the bin/start-ds command on UNIX or Linux systems (an
analogous command isin the bat folder on Microsoft Windows systems). The bin/start-ds
command starts the Directory Server as a background process when no options are specified.
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To run the Directory Server as aforeground process, use the bin/start-ds command with the - -
nodet ach option.

To Start the Directory Server

Use bin/start-ds to start the server.

$ bin/start-ds

To Run the Server as a Foreground Process

1. Enter bin/start-ds with the - - nodet ach option to launch the Directory Server as aforeground
process.

$ bin/start-ds --nodetach

2. You can stop the Directory Server by pressing CNTRL+C in the terminal window where the
server is running or by running the bin/stop-ds command from another window.

To Start the Server at Boot Time

By default, the Ping Identity Directory Server does not start automatically when the system is
booted. Instead, you must manually start it with the bin/start-ds command. To configure the
Directory Server to start automatically when the system boots, usethecr eat e-rc- scri pt utility
to create arun control (RC) script, or create the script manually.

1. Create the startup script.

$ bin/create-rc-script --outputFile PingDirectory.sh --userName ds

2. Asaroot user, move the generated PingDirectory.sh script into the/ et ¢/ i ni t. d directory
and create symlinksto it from the/ et ¢/ r ¢3. d directory (staring with an “S’ to ensure that
the server is started) and / et ¢/ r c0. d directory (starting with a“K” to ensure that the server
is stopped).

mv PingDirectory.sh /etc/init.d/

#
#1n -s /etc/init.d/ PingDirectory.sh/etc/rc3.d/ S50-boot -ds. sh
#1n -s /etc/init.d/ PingDirectory.sh /etc/rcO.d/ K50-boot -ds. sh

Some Linux implementations may not like the “-" in the scripts. If your scripts do not work,
try renaming the scripts without the dashes. Y ou can also try symlinking the S50* file into
the/etc/rc3.dorthe/etc/rco0. d directory or both, based on whatever runlevel the server
enters when it starts. Some Linux systems do hot even usei ni t . d- st yl e startup scripts,

so depending on whatever flavor of Linux you are using you might have to put the script
somewhere else or use some other mechanism for having it launched at startup.

3. Log out asroot, and re-assume the dsrole if you are on a Solaris system.
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Logging into the Administrative Console

After the server isinstalled, access the Administrative Console, htt ps: / / ser ver - name/
consol e/ | ogi n, to verify the configuration and manage the server. To log into the
Administrative Console, use theinitial root user DN specified during setup (by default
cn=Di rectory Manager).

Thedsconfi g command or the Administrative Console can be used to create additional root
DN usersin cn=Root DNs, cn=confi g. These new usersrequire the fully qualified DN as the
login name, such as cn=new- adni n, cn=Root DNs, cn=conf i g. TO use asimple user name (with
out the cn= prefix) for logging into the Administrative Console, the root DN user must have the
al t er nat e- bi nd- dn attribute configured with an alternate name, such as"admin."

By default the link to the Administrative Consoleisht t ps: / / ser ver - nane/ consol e/ | ogi n.

If the Administrative Console needs to run in an external container, such as Tomcat, a separate
package can be installed according to that container's documentation. Contact Ping Identity
Customer Support for the package location and instructions.

Stopping the Directory Server

The Directory Server provides a simple shutdown script, bin/stop-ds, to stop the server. Y ou can
run it manually from the command line or within a script.

If the Directory Server has been configured to use alarge amount of memory, then it can take
several seconds for the operating system to fully release the memory and make it available
again. If you try to start the server too quickly after shutting it down, then the server can fail
because the system does not yet have enough free memory. On UNIX systems, run the vist at
command and watch the values in the "free" column increase until all memory held by the
Directory Server is released back to the system.

Y ou can also set a configuration option that specifies the maximum shutdown time a process
may take.

To Stop the Server

» Usethe bin/stop-ds tool to shut down the server.

$ bi n/ st op-ds

To Schedule a Server Shutdown

» Usethebi n/ st op- ds tool with the - - st opTi me  YYYYMVDDhhnmss option to schedule a server
shutdown.
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The Directory Server schedules the shutdown and sends a notification to the ser ver . out

log file. The following example sets up a shutdown task that is scheduled to be processed
on June 6, 2012 at 8:45 A.M. CDT. The server uses the UTC time format if the provided
timestamp includes atrailing “Z", for example, 20120606134500Z. The command also uses
the - - st opReason option that writes the reason for the shut down to the logs.

$ bin/stop-ds --stopTine 20120606134500Z --port 1389 \

- - bi ndDN " ui d=adni n, dc=exanpl e, dc=conf - - bi ndPassword secret \
- -stopReason "Schedul ed of fline maintenance"

To Restart the Server

Re-start the Directory Server using the bin/stop-ds command with the - - rest art or - Roption.
Running the command is equivalent to shutting down the server, exiting the VM session, and
then starting up again.

» (o to the server root directory, and run the bin/stop-ds command with the- RoOr - -rest art
options.

$ bin/stop-ds --restart

Uninstalling the Server

The Directory Server provides an uni nst al | command-line utility for quick and easy removal
of the code base.

To uninstall aserver instance, run the set up tool in one of the following modes: interactive
command-line, or non-interactive command-line mode.

» Interactive Command-Line Mode. Interactive command-line mode is a text-based interface
that prompts the user for input. Y ou can start the command using the bi n/ uni nst al |
command with the - - cl i option. The utility prompts you for input if more datais required.

« Non-Interactive Command-Line M ode. Non-interactive mode suppresses progress
information from being written to standard output during processing, except for fatal errors.
This mode is convenient for scripting and isinvoked using the bi n/ uni nst al I command
with the - - no- pronpt option.

Note: For stand-alone installations with a single Directory Server instance,
you can also manually remove the Directory Server by stopping the server
| and recursively deleting the directory and subdirectories. For example:

$ rm-rf /ds/PingDirectory
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To Uninstall the Server in Interactive Mode

Interactive mode uses a text-based, command-line interface to help you remove your instance.
If uni nst al I cannot remove al of the Directory Server files, the uni nst al | tool generates a
message with alist of the files and directories that must be manually deleted. The uni nst al |
command must be run as either the root user or the same user (or role) that installed the
Directory Server.

1

From the server root directory, run the uni nst al I command.

$ ./uninstall --cli

Select the components to be removed. If you want to remove all components, press Enter to
accept the default (remove all). Enter the option to specify the specific components that you
want to remove.

Do you want to renove all conponents or select the conponents to renove?

1) Renove all conponents
2) Sel ect the conponents to be renoved

g) quit
Enter choice [1]:

For each type of server component, press Enter to remove them or type no to keep it.

Renpbve Server Libraries and Adnministrative Tool s? (yes / no) [yes]:
Renpove Dat abase Contents? (yes / no) [yes]:

Rermove Log Files? (yes / no) [yes]:

Renmove Configuration and Schema Files? (yes / no) [yes]:

Renpve Backup Files Contained in bak Directory? (yes / no) [yes]:
Rermove LDIF Export Files Contained in |dif Directory? (yes / no) [yes]:

If the Directory Server is part of areplication topology, type yes to provide your
authentication credentials (Global Administrator 1D and password). If you are uninstalling a
stand-alone server, continue to step 7.

Type the Global Administrator ID and password to remove the references to this server in
other replicated servers. Then, type or verify the host name or | P address for the server that
you are uninstalling.

Next, select how you want to trust the server certificate if you have set up SSL or StartTLS.
For this example, press Enter to accept the default.

How do you want to trust the server certificate for the Directory Server
on server.exanpl e. com 389?

1) Automatically trust
2) Use a trust store
3) Manual ly validate

Enter choice [3]:

If your Directory Server isrunning, the server is shutdown before continuing the uninstall
process. The uninstall processes the removal requests and completes. View the logs for any
remaining files. Manually remove any remaining files or directories, if listed.
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To Uninstall the Server in Non-Interactive Mode

Theuni nst al | utility provides a non-interactive method to enter the command with the - -

no- pronpt option. Another useful argument isthe - - f or ceOnEr r or option that continues the
uninstall process when an error is encountered. If an option isincorrectly entered or if arequired
option is omitted and the - - f or ceOnEr r or option is not used, the command will fail and abort.

1

From the server root directory, run uni nst al | tool with the - - r enove- al I option to remove
all of the Directory Server’slibraries. The - - qui et option suppresses output information and
is optional. The following command assumes that the Directory Server is stand-alone and not
part of areplication topology.

$ ./uninstall --cli --renpve-all --no-pronpt --quiet --forceOnError

If any files or directories remain, manually remove them.

To Uninstall Selected Components in Non-Interactive Mode

From the server root directory, run uni nst al I with the - - backup-fi | es option to remove
the Directory Server’s backup files. Usethe - - hel p or - H option to view the other options
available to remove specific components.

$ ./uninstall --cli --backup-files --no-pronpt --quiet --forceOnError
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Chapter

Upgrading the Server

PingData i ssues software release builds periodically with new features, enhancements, and fixes
for improved server performance. Administrators can use the Directory Server’s update utility to
upgrade the current server code version.

This chapter presents some update scenarios and their implications that you should consider
when upgrading your server code.

Topics:

» Upgrade Overview and Considerations
e To Upgrade the Directory Server

e To Upgrade the RPM Package

« Reverting an Update

» Configure SCIM After Upgrade
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Upgrade Overview and Considerations

The upgrade process involves downloading and unzipping a new version of the Directory Server
ZIPfile on the server to be updated, and running the updat e utility with the - - ser ver Root Or -R
option value from the new root server pointing to the installation to be upgraded.

Consider the following when upgrading replicating servers:

» Upgrade affects only the server being upgraded. The process does not ater the configuration
of other servers.

* Theupdat e tool will verify that the version of Javathat isinstalled meets the new server
requirements. To simplify the process, install the version of Javathat is supported by the new
server before running the tool.

» To be safe, backup the user data (userRoot) before an upgrade. Restoring from a backup
could be necessary if all other serversin the replication topology have been upgraded and a
database or encoding change in the new server version prevents the database from being used
with the older server version. The updat e and r ever t - updat e utilities will issue awarning
when thisisthe case.

» Temporarily raise the replication purge delay for all serversin the topology to cover the
expected downtime for maintenance. Thiswill result in atemporary increase in disk usage
for the replicationChanges database stored in <ser ver - r oot >/ changel ogDb.

» Replication does not need to be disabled on a server before an upgrade.

» Make sure upgraded servers are working as expected before upgrading the last server in the
topology

» Enable new features after al replicating servers are upgraded.

To Upgrade the Directory Server

Perform an upgrade with the following steps.

1. Download and unzip the new version of the Directory Server in alocation outside the
existing server'sinstallation. For these steps, assume the existing server installation is
in/ prod/ Pi ngDi rect ory and the new server version is unzipped into / hone/ st age/
Pi ngDirectory.

2. Runthe updat e tool provided with the new server package to update the existing Directory
Server. The update tool may prompt for confirmation on server configuration changesif it
detects customization.

$ / hone/ st agi ng/ Pi ngDi rect ory/ update --serverRoot /prod/PingDrectory
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To Upgrade the RPM Package

If the Linux RPM package was used to install the Directory Server, the following should be
performed to upgrade the server.

Assume that the new RPM package, PingDirectory-<new-version>.rpm, is placed in the
server root directory. From the server root directory, run the r pmcommand with the - -

upgr ade option.

$ rpm - -upgrade PingDirectory-<new version>.rpm

The RPM package does not support arevert option once the build is upgraded.

The upgrade history is written to /opt/ping-identity/ds/PingDirectory/PingDirectory/history/
<timestamp>/update.log.

Reverting an Update

Aninstalation can be reverted (one level back) using ther evert - updat e tool. Therevert -
updat e tool will place the server’s binaries and configuration back to its prior state. If multiple
updates have been performed, the tool can be run multiple times to revert to each prior update
sequentially, but only one level at atime.

1. Stopthe server and run ther evert - updat e command:

$ bi n/ st op-ds
$ ./revert-update

2. Before starting the server, make sure there were no warnings, such as:

Warning: Additional steps must be taken once this revert has completed. The current server
uses an on disk database format that is not compatible with the server version being reverted
to. After performing the revert, compatible databases must be put in place before restarting
the server. Different steps must be taken to restore the Local DB Backend, Replication
Changelog, and LDAP Changelog databases.

This type of message indicates that the userRoot, replicationChange and changelog (if
enabled) databases need to be restored before starting the server. These databases can be
backed up from another server of the same version in the replication topology and restored
on the newly reverted server. For example, from another server in the topology, perform the
following:

$ bi n/ backup --backendl D user Root --backupDirectory /backups/userRoot

$ bi n/ backup --backendl D replicati onChanges --backupDirectory /backups/
replicati onChanges

$ bi n/ backup --backendl D changel og --backupDirectory /backups/changel og

Transfer the backups to the reverted server and restore each database with the following
commands:

$ bin/restore --backupDirectory /transfered/ userRoot
$ bin/restore --backupDirectory /transfered/ changel og
$ bin/restore --backupDirectory /transfered/replicati onChanges
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3. After all databases have been restored, start the server with the following command:

$ bin/start-ds

Configure SCIM After Upgrade

Madificationsin SCIM PATCH are mapped directly to LDAP modifications to use the matching
rules configured in the Directory Server, when matching deleted values. Since the SCIM

PATCH is now applied by the Directory Server, the Permissive Modify Request Control
(1.2.840.113556.1.4.1413) is now required by the SCIM component. This ensures that adding an
existing value or deleting a non-existent value in the PATCH request will not generate an error.
This affects upgrades from server versions prior to 5.0.0.

To continue using the SCIM component after an upgrade, access controls and configuration
must be updated to allow access to the Permissive Modify Request Control. Run the dsconfi g
commands to update these components:

$ dsconfig set-access-control -handl er-prop \

--renove 'global -aci:(targetcontrol="1.3.6.1.1.13.2 || 1.2.840.113556.1.4.473 |
1.2.840.113556.1.4.319 || 2.16.840.1.113730.3.4.9 || 1.3.6.1.1.12")(version 3.0; ac
"Aut henti cated access to controls used by the SCIM servlet extension"; allow (all)
userdn="ldap:///all";)

$ dsconfig set-access-control -handl er-prop \
--add 'global -aci:(targetcontrol="1.3.6.1.1.13.2 || 1.2.840.113556.1.4.473
| 1.2.840.113556.1.4.319 || 2.16.840.1.113730.3.4.9 || 1.3.6.1.1.12 |
1.2.840.113556. 1. 4. 1413") (version 3.0;acl "Authenticated access to controls used by the
SCI M servl et extension"; allow (all) userdn="ldap:///all";)
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Chapter

Tuning the Server

The Ping Identity Directory Server’sinstallation process automatically determines the optimal
JavaVirtual Machine (JVM) settings based on cal culations of the machine running setup. While
the magjority of the default configuration and JVM settings are suitable for most deployments, it
is not uncommon in high performance environments to make slight adjustments to the Directory
Server's WM settings as well as performance and resource-related configuration changes with
thedsconfi g tool.

This chapter provides guidance for tuning the Directory Server and its tools for both optimum
performance with regard to throughput and disk space usage. This chapter presents the following
topics:

Topics:

e About Minimizing Disk Access
¢ Memory Allocation and Database Cache
* Database Preloading

« Databases on Storage Area Networks, Network-Attached Storage, or running in
Virtualized Environments

» Database Cleaner

e Compacting Common Parent DNs

e Import Thread Count

* JVM Properties for Server and Command-Line Tools
* JVM Garbage Collection Using CMS

e Tuning For Disk-Bound Deployments

* Uncached Attributes and Entries
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About Minimizing Disk Access

Most critical to directory server performance is minimizing disk access. Defining a VM

heap size that can contain the entire contents of the database cache in memory is essential to
minimizing read operations from disk and achieving optimal performance. It is also important
to understand that the database on-disk is comprised of transaction log files, which are only
appended to. After an initial database import, the size on-disk will grow by afactor of at least
25% as inactive records accumul ate within the transaction logs. Therefore, during normal
operation, the on-disk size of the database transaction logs do not represent the memory needed
to cache the database.

Another consideration isto minimize the size of the database based on the known characteristics
of your data. Minimizing the size of the database not only reduces hard disk requirements but
also reduces the memory requirements for the database cache. The Directory Server has the
capability to automatically compact common parent DNs, which is an example of optimizing the
database size based on known characteristics of the data.

Another consideration is to consider the write load on your server and its affect on the database.
While write operations will always require an associated write to disk, an environment that
sustains a high load of write operations may consider tuning the background database cleaner to
minimize the size of the database on disk.

Memory Allocation and Database Cache

The Directory Server's optimal performance is dependent on the proper allocation of memory to
the VM heap, the number of processor cores in the system, and the correct combination of VM
options for optimized garbage collection. The set up tool for the Directory Server automatically
assigns the VM options and determines the memory allocation based on the total amount of
memory on the system. However, in most production deployments, additional tuning may be
required to meet the performance objectives for your system.

Most often, directory server performance tuning can be accomplished by adjusting afew
settings. Tuning these settings, which include both VM and configuration options, require an
understanding of the VM heap structure as well as the expected database usage. This section
describes the basic components of the Directory Server footprint and logic behind the automated
tuning of the set up tool.

Directory Server Process Memory

The Directory Server is comprised mostly of aJVM heap and a marginal amount of memory
alocated by the VM’ s execution of native code. While we frequently refer to the VM Heap as
the maximum memory consumed by the Directory Server, the actual process size will be slightly
larger than the xmx value due to accumulation of small chunks of native code that Java requires
for things, such as SSL sockets.
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Figure 2: JDK Heap Structure

Within the VM Heap, the principal memory components are the New and Old Generations.
The New Generation is asmaller area of memory where all dataisinitialy allocated and is
cleaned of garbage often. Any data that stays"alive" long enough will be promoted to the
Old Generation for the longer term. The Old Generation is where the database cache will
eventually reside. The Old Generation size is computed from the |eftover heap after defining
the MaxHeapSi ze and New Generation sizes; therefore, it is not explicitly stated in the VM
options. A typical set of Generation definitions for the VM is as follows, where mx and ns
values represent the heap size:

- Xmx16g - Xms16g - XX: MaxNewSi ze=2g - XX- NewSi ze=2g

Note: Themx and nms values should always be the same, and the
[ MaxNewsSi ze/NewSi ze values should be the same. Thiswill help avoid
negative changes in performance.

The MaxNewSi ze/NewsSi ze values should never need to exceed 2g. The set up and
dsj avapr operti es tools set MaxNewSi ze/NewSi ze values based on the results of extensive
performance testing, and should not need to be changed.

A Method for Determining Heap and Database Cache Size

The most straightforward approach to defining the proper memory allocation of the directory
server components isto use the Directory Server set up command on hardware that represents
the target production platform, especially with regard to process and memory, and the largest
heap size that the set up tool will alow. After running set up, any schema and production
database settings should be defined in preparation for the database import using thei nport -

I di f tool.

Note: At the moment after ani nport -1 di f , the database is at its most

L optimized state on disk with no inactive records. Over time, the on-disk

- representation of the database will grow as much as 25-50% as inactive
records accumulate before being removed by the server’s cleaner thread.

After the database isimported, the server should be started and a configuration change made

to the backend. In this scenario, set the prime-method to "preload” on the userRoot backend
configuration. Once the change is made, re-start the Directory Server and watch for a successful
preload message at the end of startup. If preloading did not complete, the server should be
stopped. Thestart-ds. java-args entry intheconfi g/ j ava. properti es file should be
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edited to use larger values for - xmx and - xms arguments. Then run the bi n/ dsj avapr operti es
command and restart the server. If preloading completed successfully, the database cache
utilization percentage will be of interest. The st at us command will display something like the

following:

--- JE Environnent ---
1D . Cache Full : Cache : On-Disk : Aert
userRoot : 30% S 11 gb : 868. 6nb : None

Looking at the above output and knowing that the database is fully loaded into cache, the 30%
utilization is comfortable cushion for future database growth. In generd, it is best to leave at
least 10-20% cache headroom available.

During this scenario, it was clear from the st art - ds output that the database primed completely
and our interpretation of the st at us output was sound. To see the state of the database cache
with more detail, perform an | dapsear ch on the backend monitor.

In addition to the user configured backends, there may be backends for replication and
changelog. The heap is shared among all backends. The amount allocated to each backed is
calculated according to the procedure in the next section.

Automatic DB Cache Percentages

The setup process automatically tunes the percentage of the db- cache- per cent property for
the userRoot backend based on the maximum configured VM heap size. Thisis only done for
the userRoot backend during setup. Other backends created by the user are allocated 10%. The
allocation can be changed if needed. When setting up the server, perform the following steps:

* Install the server with necessary memory. The server will autotune the size of the cache.
» Set the autotuned cache size to the limit for the combined cache sizes of all of the backends.

» Divide the server cache based on the expected size of the datain each backend.

Automatic Memory Allocation

If the Memory Tuning feature is enabled during setup, the set up algorithm determines the
maximum JVM heap size based on the total amount of available system memory. If Memory
Tuning is not selected, the server alocates amaximum JVM heap of 384 MB. The Directory
Server also allows you to specify the maximum heap size during the setup process. Y ou

can enable Memory Tuning during the setup process by selecting the feature during the
interactive command-line mode, adding the - - j vniruni ngPar anet er option using the set up
tool in non-interactive command-line mode, or regenerating the java properties file with bi n/
dsj avapr operties andthe- -j vnTuni ngPar amet er options (seen in JVM Properties for Server
and Command-Line Tools page 75).

If Memory Tuning is selected, the server can allocate the maximum JVM heap depending on the
total system memory. The following table displays the automatically allocated maximum JVM
heap memory based on available system memory.
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Table 2: Allocated Max JVM Memory if Tuning is Enabled

Available Memory Allocated JVM Memory

16 GB or more using a 64-bit JVM The maximum JVM heap size will be set to 70% of total system memory.
If the maximum JVM heap size is less than or equal to 128GB of memory
(which should be the case for systems with up to 160 GB of memory),
then the initial heap size will be set to equal the maximum heap size. If the
maximum heap size is greater than 128GB, then the initial heap size will be
set to 128GB to work around an apparent bug in the JVM.

6 GB#16 GB using a 64-bit JVM total system memory - 4 GB
4 GB-6 GB using a 64-bit JVM 2GB

2 GB-4 GB 512 MB

1GB-2 GB 384 MB

Automatic Memory Allocation for the Command-Line Tools

At setup, the Directory Server automatically allocates memory to each command-line utility
based upon the maximum JVM heap size. The server sets each command-line utility in the
config/java. properties with - Xmx/ Xms values depending on the expected memory needs of
the tools. Because some tools can be invoked as a server task while the server is online, there
are two definitions of thetool intheconfi g/ j ava. properti es file: one with .online and one
with .offline added to the name. The online invocations of the tools typically require minimal
memory as the task is performed within the Directory Server’s VM. The offline invocations of
the tools, for example, i mport -1 di f.of fline andrebuil d-index. of f1i ne, can require the
same amount of memory that is needed by the Directory Server.

Beyond the offline tool invocations, some tools, such as| dap-di ff and veri fy-i ndex, may
need more than the minimal memory if large databases are involved. The table below lists the
tools that are expected to have more than the minima memory needs along with the rules for
defining the default heap size.

Table 3: Default Memory Allocation to the Command-Line Tools

Command-Line Tools Allocated JVM Memory

start-ds, import-1dif (offline), rebuild- MaxHeapSize
index (offline)

backup (offline), dbtest export-Idif If Max System Memory is:
(offline), Idap-diff, restore (offline),
scramble-Idif, summarize-access-log,
verify-index

O Greater than or equal to 16 GB: set Heap to 3 GB
0 Greater than or equal to 8 GB: set Heap to 1 GB

O Greater than or equal to 4 GB: set Heap to 512 MB
0 Under 4 GB: set Heap to 256 MB

Database Preloading

Key to Directory Server performanceis the ability to maintain the database contents in the
database cache within the VM memory. With a properly sized database cache, a priming
method of "preload” directs the server to load the database contents into memory at server
startup before accepting the first client connection. The time needed to preload the database is
proportional to the database size. To avoid priming, the server can be started with the st art - ds
- - ski pPri me command. If the priming method isnone or the - - ski pPr i me option is specified
at startup, the database cache will slowly build as entries are accessed. This could take several
daysto reach optimal performance.
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The "preload” priming method is suitable for nearly all Directory Server deployments. If the size
of the database precludes storing the whole database in memory, there are priming alternatives
for optimizing server performance. Thistype of deployment is considered disk-bound since the
disk is accessed when processing most operations. See the section Disk-Bound Deployments for
more information. The remaining priming options are applicable to these environments.

The Directory Server database pri me- met hod property configures how the caches get primed,
what gets primed (data, internal nodes, system indexes) and where it gets primed (database
cache, filesystem cache, or both). The pri me- met hod property is a multi-valued option that
enables preloading the internal nodes into the database cache before the server starts, and then
primes the values in the background by cursoring across the database. For more details, see the
Ping Identity Directory Server Configuration Reference.

The following is a summary of the priming methods:
* Preload All Data. Prime the contents of the backend into the database cache.

» Preload Internal Nodes Only. Prime only internal database structure information into the
database cache, but do not prime any actual data. (This corresponds to the cache-keys-only
cache-mode.)

* Cursor Acrossindexes. Usethe cursor-across-i ndexes property to iterate through
backend contents. Thisis similar to (and may be slower than) using the prel oad mechanism,
but it enables priming to happen in the background after the server has started. Thisis used
when shorter start up times are desired, and the slower performance of an uncached database
is acceptable until the database is primed.

Configuring Database Preloading

Usethedsconfi g tool to set the database priming method. If multiple prime methods are
used, the order in which they are specified in the configuration is the order in which they will
be performed. Changing the preloading option requires re-starting the Directory Server. The
following procedure shows how to configure database prel oading.

To Configure Database Preloading

1. Set the prime method to "preload” to load the database contents from disk into memory when
the server starts up. This eliminates the need for the server to gradually prime the database
cache using client traffic, and ensures that the server has optimal performance when it starts
to receive client connections.

$ bin/dsconfig set-backend-prop \
- - backend- nane user Root \
--set prine-nethod: prel oad

2. Re-dtart the Directory Server to apply the changes using bi n/ st op- ds and then, bi n/
start-ds.
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To Configure Multiple Preloading Methods

1. To achieve the benefits of preloading without delaying server startup, pri me- et hod can be
set to pr el oad- i nt er nal - nodes- onl y, which caches all of the keys within the database but
not the values. The database val ues themselves can be cached in the background once the
server has been started with the cur sor - acr oss- i ndexes option.

$ bin/dsconfig set-backend-prop \
- - backend- name user Root \
--add prine-net hod: prel oad-i nt ernal - nodes-only \
--add prine-nethod: cursor-across-indexes \
--set background-prinme:true

2. Re-dtart the Directory Server to apply the changes using bi n/ st op- ds and then, bi n/ start -
ds.

To Configure System Index Preloading

1. Some environments have many indexes configured, though only a few are used for
performance-sensitive traffic. In this case, server start up time can be reduced by only
preloading the necessary indexes into the database at startup.

$ bin/dsconfig set-backend-prop --backend-nane userRoot \
--set prinme-nethod: prel oad \
--set prine-all-indexes:false \
--set systemindex-to-prime:dn2id \
--set systemindex-to-prine:id2entry

$ bin/dsconfig set-Ilocal -db-index-prop --backend-nane userRoot \
--index-name mail \
--set prine-index:true

$ bin/dsconfig set-Iocal -db-index-prop --backend-nane userRoot \
--index-name uid \
--set prine-index:true

$ bin/dsconfig set-local -db-index-prop --backend-nanme user Root \
--index-nane entryUuU D \
--set prine-index:true

2. Restart the Directory Server to apply the changes using bi n/ st op- ds and then, bi n/ start -
ds.

Databases on Storage Area Networks, Network-Attached
Storage, or running in Virtualized Environments

There are several considerations when using network-based storage or storage abstracted by
virtualization that are not issues when databases are stored on local disks. A data durability
problem occurs when remote storage or the virtualization environment experiences service
interruptions, ranging from connectivity loss to total failure from power loss. Data corruption
can occur when the storage layer accepts data for writing that is not made durable before a crash
occurs. In these cases, a database property can be set that reduces the likelihood of dataloss and
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data corruption. The database property dat abase- on-vi rt ual i zed- or - net wor k- st or age can
be set on a per-backend environment basisto request all database writes to be written durably to
the underlying storage.

There is a performance penalty when enabling this property, and in most cases, is not
recommended except where network storage is unreliable. For network file systems, the benefits
of faster recovery and less likelihood of data loss from unplanned events may outweigh the
penalty. The exact overhead of enabling dat abase- on-vi rt ual i zed- or - net wor k- st or age Will
depend on the characteristics of the database, the host filesystem, storage array configuration,
and network and virtualization input and output parameters. The write overhead penalty may be
substantial for SAN environments. Incremental and full backup strategies should be used instead
if performance is unacceptable.

To enable dat abase- on-vi rtual i zed- or - net wor k- st or age for each applicable backend, use
the following command as an example, which references the configuration for the userRoot
backend:

$ bin/dsconfig set-gl obal -configuration-prop \
--set database-on-virtualized-or-network-storage:true

This should be set to f al se if the database is on alocal disk.

Database Cleaner

Production environments that have a high volume of write operations may require cleaner thread
tuning to control the on-disk database size as log files with inactive nodes wait to be cleaned

and deleted. The Directory Server storesits Oracle® Berkeley DB Java Edition (JE) database
fileson-disk in the db directory. Each JE database log file is labelled nnnnnnnn. j db, where
nnnnnnnn is an 8-digit hexadecimal number that starts at 00000000 and isincreased by 1 for
each file written to disk. JE only appends data to the end of each file and does not overwrite any
existing data. JE uses one or more cleaner threads that run in the background to compact the
number of JE database (db) files.

The cleaner threads begin by scanning the records in each db file, starting with the file that
contains the smallest number of active records. Next, the cleaner threads append any active
records to the most recent database file. If arecord is no longer active due to modifications or
deletions, the cleaner threads leave it untouched. After the db file no longer has active records,
the cleaner threads can either delete the file or rename the discarded file. Note that because of
this approach to cleaning, the database size on-disk can temporarily increase when cleaning is
being performed and files are waiting to be removed.

The Local DB Backend configuration object has two properties that control database cleaning:
db-cl eaner-nmin-utilization anddb-num cl eaner -t hr eads. The db- cl eaner - ni n-
utilizati on property determines, by percentage, when to begin cleaning out inactive records
from the database files. By default, the property is set to 75, which indicates that database
cleaning ensures that at least 75% of the total log file space is devoted to live data. Note that this
property only affects the on-disk representation of the database and not the in-memory database
cache—only live datais ever cached in memory.

The db- num cl eaner -t hr eads property determines how many threads are configured for db
cleaning. The default single cleaner thread is normally sufficient. However, environments with a
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high volume of write traffic may need to increase this value to ensure that database cleaning can
keep up.

If the number of database files grow beyond your expected guidelines or if the Directory Server
is experiencing an increased number of update requests, you can increase the number of cleaner
threads using the dsconf i g tool (select Backend > select advanced properties > db-num-
cleaner-threads).

Compacting Common Parent DNs

The Ping Identity Directory Server compacts entry DNs by tokenizing common parent DNs.
Tokenizing the common parent DNs allows you to increase space usage efficiency when
encoding entries for storage. The Directory Server automatically defines tokens for base DNs for
the backend (for example, dc=exanpl e, dc=com). Y ou can also define additional common base
DNs that you want to tokenize. For example, use the following configuration to tokenize two
branches, ou=peopl e, dc=exanpl e, dc=comand ou=cust orrer s, dc=exanpl e, dc=comi

$ bin/dsconfig set-backend-prop --backend-nane userRoot \
--add "conpact - conmon- par ent - dn: ou=peopl e, dc=exanpl e, dc=coni' \
--add "conpact - cormon- par ent - dn: ou=cust oner s, dc=exanpl e, dc=cont'

Import Thread Count

For most systems, the default setting of 16 threads is sufficient and provides good import
performance. On some systems, increasing the import thread count may lead to improved import
performance, while selecting a value that istoo large can actually cause import performance to
degrade. If minimizing LDIF import timeis crucial to your deployment, you must determine the
optimal number of import threads for your system, which is dependent on both the underlying
system and the dataset being imported.

Y ou can use the dsconf i g command to set the number of import threads as follows:

$ bin/dsconfig set-backend-prop --backend-nane userRoot --set inport-thread: 24

JVM Properties for Server and Command-Line Tools

The Directory Server and tools refer to the confi g/ j ava. properti es filefor VM options that
include important memory settings. Thej ava. properti es file setsthe default Java arguments
for the Directory Server and each command-line utility including the default JAVA_HOME path.

Thej ava. properti es isgenerated at server setup time and defines memory-related VM
settings based on the user-provided value for max heap size if aggressive memory tuning option
was selected at setup. Most of the VM options specified for both server and tools do not need
customization after setup. The exception isthe - Xmx/ Xns options, which specify the maximum
and initial VM heap size. See the section on Memory Allocation and Database Cache for
advice on tailoring the - xmx/ Xrrs values.
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Other than atering the heap size of the server process (st art - ds) or command-line tools, the
most common change required to j ava. properti es iswhen it is desired to update the VM
version. A single edit will apply the new JVM to all server and tool use.

Applying Changes Using dsjavaproperties

To apply the changesto the confi g/ j ava. properti es file, edit the file manually, and then run
the bi n/ dsj avapr operti es utility. Thedsj avapr operti es tool usesthe information contained
intheconfig/java. properties fileto generate al i b/ set - j ava- home script (or | i b\ set -

j ava- hore. bat on Microsoft Windows systems), which is used by the Directory Server and all
of its supporting tools to identify the Java environment and its VM settings. During the process,
dsj avapr operti es caculates an MD5 digest of the contents of the confi g/ j ava. properti es
file and stores the digest in the generated set - j ava- hone script.

Thedsj avapr operti es utility aso performs some minimal validation whenever the property
references avalid Javainstallation by verifying that $(j ava- hone) / bi n/ j ava existsand is
executable.

If you make any changesto theconfi g/ j ava. properti es file but forget to run bi n/
dsj avapr operti es, the Directory Server compares the MD5 digest with the version stored in
set - j ava- hone and sends a message to standard error if the digests differ:

WARNI NG -- File /ds/PingDirectory/ config/java. properties has been edited without
runni ng dsj avaproperties to apply the changes

To Update the Java Version in the Properties File

To change the version of javathat is used by the server and tools, it is necessary to edit the
config/java.properties file and apply the change by invoking bi n/ dsj avapr oper ti es with no
command line options. Also, the server must be restarted for the change to take affect.

Insideconfi g/ j ava. properti es, ater thevalue of def aul t . j ava- home to point to
the java correct JRE. Any timetheconfi g/ j ava. properti es fileis updated, the bi n/
dsj avapr oper t i es tool must be run to apply the new configuration.

$ bi n/ dsj avaproperties

To Regenerate the Java Properties File

Thedsj avapr operti es command providesa--initial i ze option that allowsyou to
regenerate the Java Properties file specifically if you set up the Directory Server using standard
memory usage but opt for aggressive memory tuning after setup. Rather than reconfigure the
Java Properties file by re-running set up or manually editing thej ava. properti es file, you can
regenerate the properties file for aggressive memory tuning. Any existing file will be renamed
with a".old" suffix.

* Runthedsj avaproperties command to regenerate the java properties file for aggressive
memory tuning:

$ bin/dsjavaproperties --initialize --jvnluni ngParaneter AGGRESSI VE

48



Tuning the Server

JVM Garbage Collection Using CMS

To ensurereliable server performance with Java, the Directory Server depends on Java's
Concurrent Mark and Sweep process (CMS) for background garbage collection. There are
several garbage collection options, with CM S being the ideal choice for consistent system
availability. The CM S callector runs as one or more background threads, for the most part,
within the VM, freeing up space in VM Heap from an area called the Old Generation. One
of the criteria used by CM S to determine when to start background garbage collectionis a
parameter called Vsl ni ti at i ngQccupancyFr act i on. This percentage value, which appliesto
the Old Generation, is arecommendation for the VM to initiate CM'S when data occupancy in
Old Generation reaches the threshold.

To understand this CM S property, it isimportant to know how large the Old Generation is and
how much datain the Old Generation is expected to be occupied by the database cache. Ideally,
the database cache takes less than 70% of the space available in the Old Generation, and the
CMBI ni ti ati ngGccupancyFract i on value of 80 leaves plenty of headroom to prevent the VM
from running out of space in Old Generation due to an inability for CM S to keep up. Because
CMS takes processing resources away from the Directory Server, it is not recommended to set
the CvBI ni ti ati ngQccupancyFract i on at or below the expected database cache size, which
would result in the constant running of CM S in the background. See the section on Memory
Footprint and Database Cache for a description of determining Old Generation size.

When the CM S collection process cannot keep pace with memory demands in the Old
Generation, the VM will resort to pausing al application processing to alow afull garbage
collection. This event, referred to as a stop-the-world pause, does not break existing TCP
connections or alter the execution of the Directory Server requests. The goa in tuning CMSisto
prevent the occurrence of these pauses. When one does occur, the Directory Server will generate
an alert, after the pause, and record the pause time in the error log.

Because determining an ideal Ovsl ni ti at i ngOccupancyFract i on can be difficult, the approach
we have taken isto warn if the Directory Server detects a garbage collection pause by generating
arecommended value for the occupancy threshold based on the current amount of memory
being consumed by the backend caches. Unfortunately, it is not possible for an administrator

to determine the ideal occupancy threshold value in advance. Therefore, to warn of any
impending garbage collection pauses, the Directory Server calculates arecommended value for
the CVBI ni ti at i ngQccupancyFract i on property and exposesit in the VM Memory Usage
monitor entry in the following attribute:

recommended- cns-i nitiating-occupancy-fraction-for-current-data-set

Also, when you start the server, you will see an administrative aert indicating the current state
of the Vsl ni ti ati ngCccupancyFr act i on and its recommended value.

$ bin/start-ds [20/April/2012:10: 35: 25 -0500] cat egor y=CORE severity=NOTl CE
msgl D=458886
msg="Ping ldentity Directory Server 6.0.1.0 (build 20120418135933Z, R6226) starting up"

. (nmore output) ...

[20/ Apri |l /2012: 10: 35: 53 -0500] cat egory=UBI D_EXTENSI ONS severi t y=NOTI CE
msgl D=1880555580 nsg="Menory-intensive Directory Server

conponents are configured to consume 71750382 bytes of nenory:
["userRoot | ocal DB backend' currently consunes 26991632 bytes and
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can grow to a maxi mum of 64323584 bytes, 'changel og cn=changel og backend
currently consunmes 232204 bytes and can grow to a nmaxi mum of 2426798 bytes,
"Replication Changel og Dat abase' currently consunes 376661 bytes and can
grow to a maxi mum of 5000000 bytes]. The configured val ue of

CMBI ni tiatingOccupancyFraction is 36 which is |ess than the m ni mum
recommended val ue (43) for the server's current configuration. Having
this value too | ow can cause the Concurrent Mark and Sweep garbage
collector to run too often, which can cause a degradati on of throughput
and response tinme. Consider increasing the CVSlnitiatingOccupancyFraction
value to at |east the m ninum value, preferably setting it to the
recommended val ue of 55 by editing the config/java.properties file,
runni ng dsj avaproperties, and restarting the Directory Server

If the server later detects that this setting actually leads to a
performance degradati on, a separate warning nessage will be | ogged.

If this server has not yet been fully |oaded with data, then you

can disregard this nmessage"”

[20/ April/2012:10: 35: 53 -0500] category=CORE severity=NOTl CE nsgl D=458887
msg="The Directory Server has started successfully"

The Directory Server only makes arecommendation if all of the backends are prel oaded

and the QvBI ni ti at i ngQccupancyFracti on VM property is explicitly set, which is done
automatically. For example, if you installed the Directory Server and specified that the
database be preloaded (or "primed") at startup, then the Directory Server can make a good
recommendation for the Directory Server when a pause occurs. If the backend database cache
isnot full and has not been prel oaded, then the recommended value may be an inaccurately low
value.

Note: The generated value for the Directory Server property could change

over time with each Directory Server build, Javarelease, or changesin data

set. If the current valueisfairly close to the recommended value, then there
i is no need to change the property unless the server experiences a JVM pause.

If the Directory Server experiences a VM garbage collection pause, you can
retrieve the recommended value from the server, reset the Directory Server
property, run dsj avapr operti es, and restart the server.

To Determine the CMSInitiatingOccupanyFraction

1. If you setthe Prel oad Database at startup option during theinstallation, then skip to
step 3. If you are not sure, retrieve the pri ne- net hod property for the backend as follows:

$ bin/dsconfig get-backend-prop --backend-nanme userRoot \
--property prinme-nethod

2. If thepri me- met hod property was not configured, use bi n/ dsconf i g to set the property to
PRELOAD, and then, restart the Directory Server to preload the database cache.

$ bin/dsconfig set-backend-prop --backend-nane userRoot \
--set prine-nethod: prel oad

$ bin/stop-ds
$ bin/start-ds

3. At startup, you will see an administrative message if the current
CMBI ni ti ati ngQccupancyFract i on property is below the recommended value. Y ou can get

50



Tuning the Server

the recommended value from this message and changeit intheconfi g/ j ava. properti es
filein step 5.

4. If you were unable to see the recommended CVBI ni ti at i ngQccupancyFracti on
property at startup presented in the previous step, first you must pre-tune the value of the
CMBI ni ti ati ngGccupancyFr act i on property to ensurethat al of the dataisimported
into the server and preloading is enabled in the backend. Next, retrieve the recommended
CMBI ni ti ati ngOccupancyFract i on value by issuing the following search. If the
recommended- cns-i ni tiati ng- occupancy-fraction-for-current-data-set iSnot
present, then make sure that the server has been restarted since enabling preload for the
backend(s).

$ bin/l dapsearch --baseDN "cn=nonitor" \
"(obj ect cl ass=ds- nenory-usage-nonitor-entry)" \
cms-initiating-occupancy-fraction \
recommended- cns-initiating-occupancy-fraction-for-current-data-set

dn: cn=JVM Menory Usage, cn=noni t or
cms-initiating-occupancy-fraction: 80
recommended- cns-initiating-occupancy-fraction-for-current-data-set:55

5. Opentheconfig/java. properti es file using atext editor, manually edit the
CMBI ni ti atingOccupancyFracti on Or any other property to its recommended value in
thestart-ds. j ava- ar gs property, and then, save the file when finished. (The following
arguments are recommended for a Sun 5440 server. Contact your authorized support provider
for specific assistance.):

start-ds.java-args=-d64 -server -Xnx20g - Xns20g - XX: MaxNewSi ze=1g
- NewSi ze=1g - XXPar al | el GCThr eads=16 - XX: +UseConcMar kSweepCGC
+CMSConcur r ent MTEnabl ed - XX: +CMSPar al | el Renar kEnabl ed

+CMSPar al | el Survi vor Remar kEnabl ed - XX: Par al | el CMSThr eads=8
CMsMaxAbor t abl ePr ecl eanTi mre=3600000

+CMSScavengeBef or eRermar k - XX: Ref Di scover yPol i cy=1

CMBI ni tiatingOccupancyFracti on=55 - XX: +UsePar NewGC

+UseBi asedLocki ng - XX: +UselLar gePages

+HeapDunmpOnQut Of Menor yEr r or

The - xX: Par al | el GCThr eads should be limited to 16 (default) or to 8 for smaller systems.
Also, the - XX: Par al | el CMSThr eads should be limited to 8.

6. Runthebi n/ dsj avaproperti es command to apply the changes.

$ bi n/dsjavaproperties

7. Restart the Directory Server.

Tuning For Disk-Bound Deployments

For best performance, configure the Directory Server to fully cache the DIT in the backend
database cache. Directory Server configuration assumes this scenario. For databases too large to
fit in memory, other options are available:

» Configure the server for a disk-bound data set (when the database is stored on an SSD, this
configuration yields server performance that is comparable to afully-cached scenario).

» Use uncached attributes and/or entries as described in the following section.
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» UseaDirectory Proxy Server in an entry-balancing deployment, which allows all datato be
cached in a partitioned environment.

To Tune for Disk-Bound Deployments
To configure the server for a disk-bound configuration, follow these steps:

1. When installing the server, choose the "aggressive" option for VM memory configuration
and to preload the data when the server starts.

2. Setthedef aul t - cache- node Of the user Root backend to cache- keys-onl y.

3. Set operating system vm swappi ness to O to protect the Directory Server VM process from
an overly aggressive filesystem cache.

4. When the data set isimported with the above settings, verify inthei nport -1 di f output that
the cached portions of the data set fit comfortably within the database cache.

Uncached Attributes and Entries

Although achieving optimal Directory Server performance requires that the entire data set be
fully cached, there may be deployments in which fully caching the data set is not possible due
to hardware or financial constraints, or in which acceptable performance can be achieved by
only caching a portion of the data. The Directory Server already provides support for controlling
caching on a per-database basis (e.g., to cache only certain indexes and/or system databases),
but these features may not provide sufficient control over how memory is used, particularly with
regard to which entries are included in the cache, and they do not provide any degree of control
over caching only a portion of attributes.

To better address the needs of environments that require partial caching, the Directory Server
provides two new options: the ability to exclude certain entries from the cache, and the ability
to exclude certain attributes from the cache. The Directory Server uses an uncached-i d2entry
database container, which is similar to thei d2ent ry database that maps an entry's unique
identifier and its encoded representation. The uncached- i d2ent ry database contains either
complete and/or partial representations of entries that are intended to receive less memory for
caching. For example, if an entry has a particulary large attribute and the system has hardware
constraints on memory, then you can configure the system to not cache this particular attribute
or entry. Thisfunctionality is only available for the local DB backend, which uses the Berkeley
DB Java Edition database.

The uncached- i d2ent ry database can be included in the set of databases to prime, but if
priming isto be performed, it will only include internal nodes and not |leaf nodes. For example,
the internal nodes of the uncached- i d2ent ry database will be included in the preload if the
prime-all-indexes optionissetto "true,” or if the syst em i ndex-t o- pri me-internal -
nodes- onl y option hasavalue of "uncached-i d2entry".

Backup/Restore. There are no special considerations for backup and restore with regard to
uncached entries and attributes. Backup will successfully save your database contents including
uncached entries and attributes. Because of the way the server deals with changes to uncached
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entry and uncached attribute configuration, there is no problem with restoring a backup that was
taken with a different uncached entry configuration than is currently in place for the server. Any
entries encoded in amanner that isinconsistent with the current uncached entry or uncached
attribute configuration will be properly re-encoded whenever they are updated, or whenever the
re-encode entries task isinvoked.

Replication. Replication does not propagate information about which portions of entries may
have been cached or uncached, nor doesiit require that different replicas have the same uncached
attribute or uncached entry configuration.

LDIF Import/Export. When LDIF content is imported into the server, the uncached attribute
and uncached entry configuration is used to determine on a per-entry basis whether some or
all of the content for that entry should be written into the uncached- i d2ent ry database. The
determination is based on the current configuration and is completely independent of and
unaware of the configuration that may have been in place when the LDIF datawas initially
exported. Neither the LDIF import nor export tools provide any options that specifically target
only cached or only uncached content, but these tools do provide the ability to include or
exclude entries using search filters, or to include or exclude specific attributes.

Server Access Log. Server access log messages may include uncachedDat aAcessed=t r ue

in the result message for any operation in which it was necessary to access uncached data

in the course of processing the associated request. For add, delete, modify, or modify DN

result messages, uncachedbDat aAcessed=t r ue indicates that at least a portion of the new or
updated entry was written into the uncached- i d2ent ry database, or that at |east a portion of the
updated entry was formerly contained in the uncached- i d2ent ry database. For compare result
messages, it indicates that at |east a portion of the target entry was contained in the uncached-

i d2ent ry database and that data from the uncached portion of the entry was required to evaluate
the assertion. For search result messages, it indicates that one or more of the entries evaluated as
potential matches contained uncached data, and that data from the uncached portion of at least
one entry was needed in determining what data should be returned to the client.

Uncached Entry/Attribute Properties. The Directory Server provides three new advanced
properties on the Local DB Backend to control the caching mode for the uncached-i d2ent ry
database:

» uncached-id2entry-cache-mode. Specifies the cache mode that is used when accessing the
recordsin the uncached- i d2ent ry database. If the system has enough memory available
to fully cache the internal nodes for this database, then cache- keys- onl y isrecommended,
otherwise it is better to select no- cachi ng to minimize the amount of memory required
for interacting with the uncached- i d2ent ry database. For more information, see the Ping
Identity Directory Server Configuration Reference.

» uncached-attribute-criteria. Specifiesthe criteria used to identify attributes that are written
into the uncached- i d2ent ry database, rather than thei d2ent ry database. This property is
only used for entries in which the associated uncached- entry-cri t eri a does not indicate
that the entire entry should be uncached. The property appliesto all entry writes, including
add, soft delete, modify, and modify DN operations, as well as LDIF import and re-encode
processing. Any changes to the property take effect immediately for writes occurring after
the change is made. If no value is specified, then all attributes are written into thei d2ent ry
database.
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» uncached-entry-criteria. Specifies the criteria used to identify entries that are written into
theuncached- i d2ent ry database, rather than the i d2ent ry database. The property applies
to all entry writes, including add, soft delete, modify, and modify DN operations, aswell as
LDIF import and re-encode processing. Any changes to the property take effect immediately
for writes occurring after the change is made. If no value is specified, then all entries are
written into thei d2ent ry database.

To Configure Uncached Attributes and Entries

The following procedure assumes that the uncached- i d2ent ry- cache- node property is set to
the default value, cache- keys- onl y. For more information on the uncached- i d2ent ry cache
modes, see the Ping Identity Directory Server Configuration Reference.

1. Rundsconfi g to uncache entries that match the criteria. Here, the filter will uncache all
entries that have its location set to "austin” (i.e., | =austi n).

$ bin/dsconfig create-uncached-entry-criteria \
--criteria-nanme "Fully Uncached | =austin" --type filter-based \
--set enabled:true --set "filter:(l=austin)"

2. Rundsconfi g to uncache attributes that match the criteria(at t ri but e- t ype: j pegPhot o).
The--type sinpl e option indicates that the simple uncached attribute criteria be used to
specify the attribute-type that should be uncached, which in this exampleisj pegPhot o.

For those entries that are fully stored in the uncached- i d2ent ry database container, the
uncached attribute will be ignored.

$ bin/dsconfig create-uncached-attribute-criteria \
--criteria-name "Uncached j pegPhoto" --type sinple \
--set enabled:true --set attribute-type:jpegPhoto

3. Set the uncached properties for the user Root backend.

$ bin/dsconfig set-backend-prop \
- - backend- name user Root \
--set "uncached-entry-criteria:Fully Uncached | =austin" \
--set "uncached-attribute-criteria:Uncached jpegPhoto"

4. Runthere-encode-entri es tool toinitiate atask that causes alocal DB user Root backend
to re-encode al or a specified subset of the entries that it contains. The tool does not alter the
entries themselves but provides a useful mechanism for applying significant changes to the
way that entries are stored in the backend. The following command initiates a task that re-
encodes al fully-cached entriesin the user Root backend, rate-limited to no more than 100
entries per second.

$ bin/re-encode-entries --hostnanme directory. exanpl e.com--port 389 \
- - bi ndDN ui d=admi n, dc=exanpl e, dc=com - - bi ndPassword password \
- - backendl D user Root --ski pFul | yUncachedEntries \
--ski pPartial l yUncachedEntri es --ratePerSecond 100
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Chapter
6 Configuring the Server

The out-of-the-box, initial configuration settings for the Ping Identity Directory Server provide
an excellent starting point for most general-purpose Directory Server applications. However,
additional tuning might be necessary to meet the performance, hardware, operating system, and
memory requirements for your production environment.

The Directory Server storesits configuration settingsin an LDIF file, confi g/ config.1dif.
Rather than editing the file directly, the Directory Server provides command-line and GUI tools
that administrators can use to configure the server. The Directory Server also includes toolsto
create server groups, so that configuration changes can be applied to multiple servers at one
time.

This chapter presents the following topics:

Topics:

* Accessing the Directory Server Configuration

* About dsconfig Configuration Tool

» Using the Configuration API

« Configure the Server Using the Administrative Console
* Generating a Summary of Configuration Components
* About Root User, Administrator, and Global Administrators
* Managing Root Users Accounts

« Default Root Privileges

» Configuring Administrator Accounts

» Configuring a Global Administrator

e Configuring Server Groups

» Configuring Client Connection Policies

» Securing the Server with Lockdown Mode

«  Configuring Maximum Shutdown Time

*  Working with Referrals

« Configuring a Read-Only Server

» Configuring HTTP Access for the Directory Server

» Domain Name Service (DNS) Caching

* |IP Address Reverse Name Lookups

« Configuring Traffic Through a Load Balancer

* Working with the Referential Integrity Plug-in

*  Working with the Unique Attribute Plug-in

« Configuring Uniqueness Across Attribute Sets

»  Working with the Last Access Time Plug-In

* Working with the Pass Through Authentication Plug-In
* Supporting Unindexed Search Requests

e Sun/Oracle Compatibility
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Accessing the Directory Server Configuration

The Ping Identity Directory Server configuration can be accessed and maodified in the following
ways.

» Using the Administrative Console. The Ping Identity Directory Server provides an
Administrative Console for graphical server management and monitoring. The console
provides equivalent functionality asthe dsconfi g command for viewing or editing
configurations. All configuration changes using thistool are recorded in| ogs/ confi g-
audi t . | og, which also has the equivalent reversion commands should you need to back out
of a configuration.

» Using the dsconfig Command-Line Tool. Thedsconfi g tool is atext-based menu-
driven interface to the underlying configuration. The tool runs the configuration using three
operational modes: interactive command-line mode, non-interactive command-line mode,
and batch mode. All configuration changes made using thistool are recorded in| ogs/
config-audit.l og.

About dsconfig Configuration Tool

Thedsconfi g toal isthe text-based management tool used to configure the underlying Directory
Server configuration. The tool has three operational modes: interactive mode, non-interactive
mode, and batch mode.

Thedsconfi g tool aso offers an offline mode using the - - of f I i ne option, in which the server
does not have to be running to interact with the configuration. In most cases, the configuration
should be accessed with the server running in order for the server to give the user feedback
about the validity of the configuration.

Using dsconfig in Interactive Command-Line Mode

In interactive mode, the dsconf i g tool offers afiltering mechanism that only displays the
most common configuration elements. The user can specify that more expert level objects and
configuration properties be shown using the menu system.

Running dsconf i g in interactive command-line mode provides a user-friendly, menu-driven
interface for accessing and configuring the Ping Identity Directory Server. To start dsconfi g
in interactive command-line mode, simply invoke the dsconf i g script without any arguments.
Y ou will be prompted for connection and authentication information to the Directory Server,
and then amenu will be displayed of the available operation types.

In some cases, adefault value will be provided in square brackets. For example, [389] indicates
that the default value for that field is port 389. Y ou can press Enter to accept the default. To
skip the connection and authentication prompts, provide this information using the command-
line options of dsconfi g.
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To Configure the Server Using dsconfig Interactive Mode

1

Launch thedsconfi g tool in interactive command-line mode.

$ bin/dsconfig

Next, enter the LDAP connection parameters. Enter the Directory Server host name or IP
address, or press Enter to accept the default.

Enter the number corresponding to the type of LDAP connection (1 for LDAP, 2 for SSL, 3
for StartTLS) that you are using on the Directory Server, or press Enter to accept the default

(1).

Next, type the LDAP listener port number, or accept the default port. The default port isthe
port number of the server local to thetool.

Enter the user bind DN (default, cn=Di rect ory Manager ) and the bind DN password.

On the Directory Server Configuration Console main menu, type a number corresponding
to the configuration that you want to change. Note that the number can change between
releases or within the same release, depending on the options selected (for example, in cases
where more expert level objects and and properties are displayed).

In this example, select the number for Backend. Then, set the db- cache- per cent to 40%.
The optimal cache percentage depends on your system performance objectives and must be
tuned as determined through analysis. In many cases, the default value chosen by the set up
utility is sufficient.

On the Backend management menu, enter the number corresponding to view and edit an
existing backend.

Select the backend to work with. In this example, using the basic object menu, only one
backend that can be viewed in the directory, userRoot. Press Enter to accept the default.

From the Local DB Backend properties menu, type the number corresponding to the db-
cache- per cent property.

10.Enter the option to change the value, and then type the value for the db- cache- per cent

property. In this example, type 40 for "40 %".

11.Review the changes, and then typef to apply them.

Before you apply the change, the dsconf i g interactive command-line mode provides an
option to view the equivalent non-interactive command based on your menu selections. This
isuseful in building dsconfi g script files for configuring servers in non-interactive or batch
mode. If you want to view the equivalent dsconf i g non-interactive command, type d. For
more information, see Getting the Equivalent dsconfig Non-Interactive Mode Command.

12.In the Backend management menu, type g to quit the dsconf i g tool.
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To View dsconfig Advanced Properties

For most configuration settings, some properties are more likely to be modified than others.
Thedsconfi g interactive mode provides an option that hides or shows additional advanced
properties that administrators might want to configure.

1. Repeat steps 1-9 in the previous section using dsconf i g in Interactive Command-Line
Mode.

2. From the Local DB Backend properties menu, type a to display the advanced properties,
which toggles any hidden properties.

Using dsconfig Interactive Mode: Viewing Object Menus

Because some configuration objects are more likely to be modified than others, the Ping Identity
Directory Server provides four different object menus that hide or expose configuration objects
to the user. The purpose of object levelsisto simply present only those properties that an
administrator will likely use. The Object type is a convenience feature designed to unclutter
menu readability.

The following object menus are available:
» Basic. Only includes the components that are expected to be configured most frequently.

e Standard. Includes all componentsin the Basic menu plus other components that might
occasionally need to be altered in many environments.

e Advanced. Includes all componentsin the Basic and Standard menus plus other components
that might require configuration under special circumstances or that might be potentially
harmful if configured incorrectly.

* Expert. Includes all componentsin the Basic, Standard, and Advanced menus plus other
components that should almost never require configuration or that could seriously impact the
functionality of the server if not properly configured.

To Change the dsconfig Object Menu

1. Repeat steps 1-6 in the section using dsconf i g in To Install the Directory Server in
Interactive Mode.

2. OnthePing Identity Directory Server configuration main menu, type o (letter “0”) to
change the object level. By default, Basic objects are displayed.

3. Enter anumber corresponding to a object level of your choice: 1 for Basic, 2 for Standard, 3
for Advanced, 4 for Expert.

4. View the menu at the new object level. Additional configuration options for the Directory
Server components are displayed.
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Using dsconfig Interactive: Viewing Administrative Alerts

Thedsconfi g tool and the Administrative Console provide a useful feature that displays
notifications for certain operations that require further administrator action to complete the
process. If you change a certain backend configuration property, the admin action will appear
in two places during adsconf i g interactive session: when configuring the property and before
you apply the change. For example, if you change the db- di r ect ory property on the userRoot
backend (that is, specify the path to the filesystem path that holds the Oracle Berkeley DB Java
Edition backend files), you will see an admin action reminder during one of the steps (shown
below).

The admin action alert will also appear as afinal confirmation step. The alert allows you to
continue and apply the change or back out of the configuration if the resulting action cannot
be conducted at the present time. For example, after you type "t " to apply the db- di rect ory
property change, the admin aert message appears.

Enter choice [b]: f
One or nore configuration property changes require adm nistrative action or
confirmation/notification.

Those properties include:

* db-directory: Mdification requires that the Directory Server be stopped,
t he dat abase directory manual ly rel ocated, and then the Directory Server
restarted. While the Directory Server is stopped, the directory and files
pertaining to this backend in the ol d database directory nust be manual ly
moved or copied to the new | ocati on.

Conti nue? Choose 'no' to return to the previous step (yes / no) [yes]:

Currently, only asmall set of properties display an admin action alert appear in dsconfi g
interactive mode and the Administrative Console. For more information on the properties, see
the Ping Identity Directory Server Configuration Reference.

Using dsconfig in Non-Interactive Mode

Thedsconfi g non-interactive command-line mode provides a simple way to make arbitrary
changes to the Directory Server by invoking it from the command line. To use administrative
scripts to automate configuration changes, run the dsconf i g command in non-interactive mode,
which is convenient scripting applications. Note, however, that if you plan to make changes to
multiple configuration objects at the same time, then the batch mode might be more appropriate.

Y ou can use the dsconf i g tool to update a single configuration object using command-line
argumentsto provide all of the necessary information. The general format for the non-interactive
command lineis:

$ bin/dsconfig --no-pronpt {gl obal Args} {subcomand} {subcommandArgs}

The - - no- pronpt argument indicates that you want to use non-interactive mode. The { sub-
command} isused to indicate which general action to perform. The{gl obal Ar gs} argument
provides a set of arguments that specify how to connect and authenticate to the Directory
Server. Global arguments can be standard LDAP connection parameters or SASL connection
parameters depending on your setup. For example, using standard LDAP connections, you can
invoke the dsconf i g tool asfollows:
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$ bin/dsconfig --no-pronpt |ist-backends \

--host name server. exanpl e. com\

--port 389 \

- - bi ndDN ui d=adm n, dc=exanpl e, dc=com \
- - bi ndPasswor d password

If your system uses SASL GSSAPI (Kerberos), you can invoke dsconf i g asfollows:

$ bin/dsconfig --no-pronpt |ist-backends \

--sasl Opti on mech=GSSAPI \

--sasl Option aut hi d=adm n@xanpl e. com \
--sasl Option ticketcache=/tnp/krb5cc_1313 \
--sasl Option useticketcache=true

The{ subcommandAr gs} argument contains a set of arguments specific to the particular
subcommand that you wish to invoke. To aways display the advanced properties, use the - -
advanced command-line option.

Note: Global arguments can appear anywhere on the command line
L (including before the subcommand, and after or intermingled with
- subcommand-specific arguments). The subcommand-specific arguments can
appear anywhere after the subcommand.

To Configure the Server Using dsconfig Non-Interactive Mode

Usethe dsconfi g command in non-interactive mode to change the amount of memory used
for caching database contents and to specify common parent DNs that should be compacted
in the underlying database.

$ bl n/ dsconfi g set-backend-prop \
- backend- name user Root \
--set db-cache-percent: 40 \
--add "conpact - cormon- par ent - dn: ou=acct s, dc=exanpl e, dc=con!' \
--add "conpact - conmon- par ent - dn: ou=subs, dc=exanpl e, dc=cont

To View a List of dsconfig Properties

1

Usethedsconfi g command with thel i st - properti es option to view thelist of all
dsconf i g properties. Remember to add the LDAP connection parameters.

$ bin/dsconfig |ist-properties
Usethedsconfi g command with thel i st - properties option andthe- - conpl exity
<menu | evel > to view objects at and below the menu object level. You can also add the - -

i ncl udeDescri pti on argument that includes a synopsis and description of each property in
the output. Remember to add the L DAP connection parameters.

$ bin/dsconfig list-properties --conplexity advanced --incl udeDescription

If the server is offline, you can run the command with the - - of f I i ne option. Y ou do not
need to enter the LDAP connection parameters.

$ bin/dsconfig list-properties --offline --conplexity advanced --incl udeDescription
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Y ou can also view the <ser ver - r oot >/ docs/ confi g- properti es. t xt that containsthe
property information provided with the server.

Getting the Equivalent dsconfig Non-Interactive Mode Command

While the dsconf i g non-interactive command-line mode is convenient for scripting and
automating processes, obtaining the correct arguments and properties for each configuration
change can be quite time consuming.

To facilitate easy and quick configuration, you can use an option to display the equivalent non-
interactive command using dsconf i g interactive mode. The command displays the equivalent
dsconf i g command to recreate the configuration in a scripted configuration or to more quickly
enter any pending changes on the command line for another server instance.

Note: There are two other ways to get the equivalent dsconf i g command.
Oneway is by looking at the | ogs/ confi g-audi t. | og. It might be more
convenient to set the Directory Server up the way you want and then get
the dsconf i g arguments from the log. Another way is by configuring an
option using the Administrative Console. The console shows the equivalent
dsconfi g command prior to applying the change.

To Get the Equivalent dsconfig Non-Interactive Mode Command

1. Using dsconfi g in interactive mode, make changes to a configuration but do not apply the
changes (that is, do not enter "f").

2. Enter d to view the equivalent non-interactive command.

3. View the equivalent command (seen below), and then press Enter to continue. For example,
based on an example in the previous section, changes made to the db- cache- per cent returns
the following:

Command |line to apply pending changes to this Local DB Backend:

dsconfi g set-backend-prop --backend-nane userRoot --set db-cache-percent: 40

The command does not contain the LDAP connection parameters required for the tool to
connect to the host sinceiit is presumed that the command would be used to connect to a
different remote host.

Using dsconfig Batch Mode

The Ping Identity Directory Server provides adsconf i g batching mechanism that reads multiple
dsconfi g invocations from afile and executes them sequentially. The batch file provides
advantages over standard scripting by minimizing LDAP connections and JVM invocations that
normally occur with each dsconfi g call. Batch mode is the best method to use with setup scripts
when moving from a devel opment environment to test environment, or from atest environment
to aproduction environment. The - - no- pr onpt option is required with dsconf i g in batch mode.
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If adsconfi g command has amissing or incorrect argument, the command will fail and

abort the batch process without applying any changes to the Directory Server. Thedsconfi g
command supports a- - bat ch- cont i nue- on- er r or option which instructs dsconf i g to apply
al changes and skip any errors.

You can view thel ogs/ conf i g-audi t . | og fileto review the configuration changes made to the
Directory Server and use them in the batch file. The batch file can have blank lines for spacing
and lines starting with a pound sign (#) for comments. The batch file also supportsa"\" line
continuation character for long commands that require multiple lines.

The Directory Server aso provides adocs/ sun-ds- conpati bility. dsconfi g filefor
migrations from Sun/Oracle to Ping Identity Directory Server machines.

To Configure the Directory Server in dsconfig Batch Mode

1. Create atext file that lists each dsconf i g command with the complete set of properties that
you want to apply to the Directory Server. Theitemsin thisfile should be in the same format
as those accepted by the dsconf i g command. The batch file can have blank lines for spacing
and lines starting with a pound sign (#) for comments. The batch file also supportsa™\" line
continuation character for long commands that require multiple lines.

# Set the DB cache percent to 40
set - backend- prop --backend- nane user Root --set db-cache-percent: 40

# Di sable prine-nethod to none
set - backend- prop --backend- name userRoot --reset prinme-nethod

2. Usedsconfi g withthe--batch-fil e optionto read and execute the commands.

$ bin/dsconfig --hostnane hostl --port 1389 \
- - bi ndDN "ui d=admi n, dc=exanpl e, dc=coni \
- - bi ndPasswor d secret --no-pronpt \
--batch-file /path/to/config-batch.txt

Batch file 'config-batch.txt' contains 2 conmands:
Executing: set-backend-prop --port 1389 --bi ndDN "ui d=adm n, dc=exanpl e, dc=coni" \
--bi ndPassword ****** .._no-pronpt --backend-nane userRoot --set db-cache-percent: 40

Executing: set-backend-prop --port 1389 --bi ndDN "ui d=adm n, dc=exanpl e, dc=coni' \
--bi ndPassword ****** _._ngo-pronpt --backend-nane userRoot --reset prine-nethod

Using the Configuration API

PingData servers provide a Configuration API, which may be useful in situations where using
LDAP to update the server configuration is not possible. The API is consistent with the System
for Cross-domain Identity Management (SCIM) 2.0 protocol and uses JSON as atext exchange
format, so all request headers should allow the application/json content type.

The server includes a servlet extension that provides read and write access to the server’s
configuration over HTTP. The extension is enabled by default for new installations, and can be
enabled for existing deployments by simply adding the extension to one of the server’sHTTP
Connection Handlers, as follows:

$ bin/dsconfig set-connection-handl er-prop \
--handl er - name "HTTPS Connecti on Handl er" \
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--add http-servlet-extension: Configuration

The API is made available on the HTTPS Connection handler’ s host:port inthe/ confi g
context. Due to the potentially sensitive nature of the server’s configuration, the HTTPS
Connection Handler should be used for hosting the Configuration extension.

Authentication and Authorization with the Configuration API

Clients must use HTTP Basic authentication to authenticate to the Configuration API. If the
username value is not a DN, then it will be resolved to a DN value using the identity mapper
associated with the Configuration servlet. By default, the Configuration APl uses an identity
mapper that allows an entry’s UID value to be used as a username. To customize this behavior,
either customize the default identity mapper, or specify a different identity mapper using the
Configuration servlet'si dent i t y- mapper property. For example:

$ bin/dsconfig set-http-servlet-extension-prop \
--extensi on-nanme Configuration \
--set "identity-nmapper:Alternative Identity Mapper”

To access configuration information, users must have the appropriate privileges:

» To accessthe cn=confi g backend, users must have the bypass- acl privilege or be alowed
access to the configuration using an ACI.

» Toread configuration information, users must have the conf i g- r ead privilege.

* To update the configuration, users must have the confi g-wr it e privilege.

Relationship Between the Configuration APl and the dsconfig Tool

The Configuration APl isdesigned to mirror the dsconf i g tool, using the same names

for properties and object types. Property names are presented as hyphen case in

dsconfi g and as camel-case attributesin the API. In API requests that specify property

names, case is not important. Therefore, baseDN is the same as baseDn. Object types

are represented in hyphen case. API paths mirror what isin dsconf i g. For example,
thedsconfig |ist-connection-handl ers command is analogous to the API's/

confi g/ connecti on- handl er s path. Object types that appear in the schema URNs

adhereto at ype: subt ype syntax. For example, a Local DB Backend's schema URN is

ur n: unboundi d: schemas: conf i gurati on: 2. 0: backend: | ocal - db. Likethedsconfi g tool, all
configuration updates made through the API arerecorded in | ogs/ confi g-audi t . | og.

The API includes the filter, sort, and pagination query parameters described by the SCIM
specification. Specific attributes may be requested using the attributes query parameter,
whose value must be a comma-delimited list of properties to be returned, for example
attribut es=baseDN, descri pti on. Likewise, attributes may be excluded from responses by
specifying the excl udedAt t ri but es parameter.

Operations supported by the API are those typically found in REST APls:

HTTP Method Description Related dsconfig Example
GET Lists the properties of an object when used with a |get - backend- prop, | i st - backends,

path representing an object, such as/ confi g/ |get - gl obal - confi gurati on-prop
gl obal - configurationor/config/
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HTTP Method Description Related dsconfig Example
backends/ user Root . Can also list objects
when used with a path representing a parent
relation, such as / conf i g/ backends.

POST Creates a new instance of an object when used |cr eat e- backend
with a relation parent path, such as / conf i g/
backends.
PUT Replaces the existing properties of an object. A |set - backend- pr op, set - gl obal -

PUT operation is similar to a PATCH operation, |confi gur ati on-prop
except that the PATCH identifies the difference

between an existing target object and a supplied

source object. Only those properties in the source

object are modified in the target object. The

target object is specified using a path, such as /

confi g/ backends/ user Root .

PATCH Updates the properties of an existing object when |set - backend- pr op, set - gl obal -
used with a path representing an object, such as |confi gurati on- prop
/ confi g/ backends/ user Root .

DELETE Deletes an existing object when used with a path |del et e- backend
representing an object, such as/ confi g/
backends/ user Root .

The OPTIONS method can aso be used to determine the operations permitted for a particular
path.

Object names, such asuser Root in the Description column, must be URL -encoded for usein the
path segment of a URL. For example, 920 must be used in place of spaces, and %25 isused in
place of the percent (%) character. The URL for accessing the HTTP Connection Handler object
is.

/ confi g/ connecti on- handl er s/ htt p%20connect i on%20handl er

GET Example

Thefollowing isasample GET request for information about the user Root backend:

CET / confi g/ backends/ user Root
Host: exanpl e. com 5033
Accept: application/sci mtj son

The response:
{

"schemas": [
"urn: unboundi d: schemas: confi gurati on: 2. 0: backend: | ocal - db"

"id": "userRoot",
"meta": {
"resourceType": "Local DB Backend",
"l ocation": "http://1ocal host: 5033/ confi g/ backends/ user Root "

},
"backendl D': "user Root 2",

"backgroundPrinme": "false",
"backupFi | ePerm ssions": "700",
"baseDN': [

"dc=exanpl e2, dc=cont
1|5
"checkpoi nt OnCl oseCount": "2",
"cl eaner Thr eadWai t Ti me": "120000",
"conpressEntries": "fal se",
"continuePri meAfterCacheFull": "fal se",
"dbBackgroundSynclinterval ": "1 s",
"dbCachePercent": "10",
"dbCacheSi ze": "0 b",
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"dbCheckpoi nter Bytesl nterval ": "20 nb",
"dbCheckpoi nterHi ghPriority": "false",
"dbCheckpoi nt er Wakeupl nterval ": "1 nf,

"dbC eanOnExplicitGC': "fal se",
"dbd eanerM nUtilization": "75",
"dbConpact KeyPr ef i xes": "true",
"dbDi rectory": "db",

"dbDi rect or yPer mi ssi ons": "700",
"dbEvi ctorCritical Percentage": "0",
"dbEvi ctorLruOnl y": "fal se",

"dbEvi ct or NodesPer Scan": "10",
"dbFi | eCacheSi ze": "1000",

"dbl nport CachePercent”: "60",
"dbLogFi | eMax": "50 nmb",

"dbLoggi ngFi | eHandl erOn": "true",
"dbLoggi ngLevel ": " CONFI G',
"dbNunCl eaner Threads": "0",
"dbNunmlLockTabl es": "0",

"dbRunCl eaner": "true",
"dbTxnNoSync": "fal se",
"dbTxnWiteNoSync": "true",
"dbUseThr eadLocal Handl es": "true",

"deadl ockRetryLimt": "10",

"def aul t CacheMode": "cache-keys-and-val ues",
"def aul t TxnMaxLockTi neout": "10 s",

"def aul t TxnM nLockTi neout": "10 s",

"enabl ed": "false",

"expl odedl ndexEntryThr eshol d": "4000",
"export ThreadCount": "0",

"ext er nal TxnDef aul t BackendLockBehavi or": "acquire-before-retries",

"ext er nal TxnDef aul t MaxLockTi meout": "100 ns",
"ext er nal TxnDef aul t M nLockTi meout": "100 ns",
"ext ernal TxnDef aul t RetryAttenpts": "2",
"hashEntries": "fal se",

"id2childrenl ndexEntryLimt": "66",

“inmport TenpDi rectory": "inport-tnp",

"import ThreadCount": "16",

"indexEntryLimt": "4000",
"isPrivateBackend": "fal se",

"javad ass": "com unboundi d. directory. server. backends. j eb. Backend! npl ",

"jeProperty": [
"je.cleaner.adjustUilization=fal se",
"j e. nodeMaxEnt ri es=32"

1,
"nunRecent Changes": "50000",

"of fIi neProcessDat abaseOpenTi neout": "1 h",
"prineAlllndexes": "true",
“prinmeMet hod": [

"none"
1|5
“prinmeThreadCount": "2",
"primeTimeLimt": "0 nms",
"processFiltersWthUndefinedAttri buteTypes": "fal se",
"returnUnavai | abl eFor Unt rust edl ndex": "true",
"returnUnavai | abl eWhenDi sabl ed": "true",

"set Degr adedAl ert For Unt rust edl ndex": "true",
"set Degr adedAl ert WhenDi sabl ed": "true",
"subt r eeDel et eBat chSi ze": "5000",
"subtreeDel eteSi zeLimt": "5000",
"uncachedl d2ent ryCacheMode": "cache-keys-only",
"writabilityMde": "enabl ed"

}

GET List Example

Thefollowing isasample GET request for all local backends:

CGET / confi g/ backends/
Host: exanpl e. com 5033
Accept: application/sci mtj son

The response (which has been shortened):
{
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"schemas": [
"urn:ietf:parans:sci mapi: nmessages: 2. 0: Li st Response"

1.
"total Results": 24,
"Resources": [
{
"schemas": [
"urn: unboundi d: schemas: confi guration: 2. 0: backend: | di f"
1.
"id": "adm nRoot",
"meta": {
"resourceType": "LD F Backend",
"l ocation": "http://|ocal host: 5033/ confi g/ backends/ adm nRoot "

},
"backendl D': "adm nRoot ",
"backupFi | ePerm ssions": "700",
"baseDN': [
"cn=adm n data"
IE
"enabl ed": "true",
"isPrivateBackend": "true",
"javad ass": "com unboundi d. directory. server. backends. LDl FBackend",
"IdifFile": "config/adnm n-backend.|dif",
"returnUnavai | abl eWhenDi sabl ed": "true",

"set Degr adedAl ert WhenDi sabl ed": "fal se",
"witabilityMde": "enabl ed"

"schemas": [
"urn: unboundi d: schemas: confi gurati on: 2. 0: backend: trust - st ore"
P
"id": "ads-truststore",
"meta": {
"resourceType": "Trust Store Backend",
"l ocation": "http://1ocal host: 5033/ confi g/ backends/ ads-truststore"

"backendl D': "ads-truststore",
"backupFi | ePerm ssi ons": "700",
"baseDN': [

"cn=ads-truststore"
e
"enabl ed": "true",
"javaC ass": "com unboundi d. directory. server. backends. Trust St or eBackend",
"returnUnavai | abl ewhenDi sabl ed": "true",
"set Degr adedAl ert WhenDi sabl ed": "true",
"trustStoreFile": "config/server. keystore",
"trustStorePin": "FFFFkxxkn
"trust StoreType": "JKS",
"writabilityMde": "enabl ed"

"schemas": [
"urn: unboundi d: schemas: confi gurati on: 2. 0: backend: al ar ni

I,

"id": "alarns",
"meta": {
"resourceType": "Al arm Backend",
“location": "http://1ocal host: 5033/ confi g/ backends/ al arns"

}s

PATCH Example

Configuration can be modified using the HTTP PATCH method. The PATCH request body isa
JSON abject formatted according to the SCIM patch request. The Configuration API, supports
asubset of possible values for the path attribute, used to indicate the configuration attribute to
modify.

The configuration object's attributes can be modified in the following ways. These operations
are analogous to thedsconfi g nmodi fy-[ obj ect] options.

e An operation to set the single-valued descri pt i on attribute to a new value:
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{
"op" : "replace",
"path" : "description",
"val ue" : "A new backend."

}
is analogous to:

$ dsconfig set-backend- prop
- - backend- name user Root \
--set "description: A new backend"

An operation to add a new value to the multi-valued j ePr oper t y attribute:

"op" : "add",
"path" : "jeProperty",
"val ue" : "je.env.backgroundReadLi m t =0"

}
is analogous to:

$ dsconfig set-backend-prop --backend-nane user Root \
--add je-property:je.env. backgroundReadLi mit =0

An operation to remove a value from a multi-valued property. In this case, path specifies a
SCIM filter identifying the value to remove:

{

"op" : "renove",

"path" : "[jeProperty eq \"je.cleaner.adjustUtilization=false\"]"
}
is analogous to:

$ dsconfig set-backend-prop --backend-nane user Root \
--renove je-property:je.cleaner.adjustUilization=false

A second operation to remove a value from a multi-valued property, where the pat h specifies
both an attribute to modify, and a SCIM filter whose attribute is value:

{

"op" : "renove",

"path" : "jeProperty[value eq \"je.nodeMaxEntries=32\"]"
}
is analogous to:

$ dsconfig set-backend-prop --backend-nane user Root \
--renove je-property:je.nodeMaxEntri es=32

An option to remove one or more values of amulti-valued attribute. This has the effect of
restoring the attribute's value to its default value:

{

"op" : "renove",

"path" : "id2childrenl ndexEntryLimt"
is analogous to:

$ dsconfig set-backend-prop --backend-nane user Root \
--reset id2childrenl ndexEntryLimt
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The following isthe full example request. The API responds with the entire
modified configuration object, which may include a SCIM extension attribute
ur n: unboundi d: schemas: confi gurati on: nessages containing additional instructions:

PATCH / confi g/ backends/ user Root
Host: exanpl e. com 5033
Accept: application/sci mtj son

{
"schemas" : [ "urn:ietf:paranms:scimapi:nmessages: 2. 0: PatchOp" ],
"Operations" : [ {
"op" : "replace",
"path" : "description",
"val ue" : "A new backend."
boA
"op" : "add",
"path" : "jeProperty",
"val ue" : "je.env.backgroundReadLi mi t =0"
ba
"op" : "remove",
"path" : "[jeProperty eq \"je.cleaner.adjustUtilization=false\"]"
ba
"op" : "remove",
"path" : "jeProperty[value eq \"je.nodeMaxEntries=32\"]"
ba
"op" : "remove",
"path" : "id2childrenl ndexEntryLimt"
3
}
Example response:
"schemas": [
"urn: unboundi d: schemas: confi gurati on: 2. 0: backend: | ocal - db"
I,
"id": "userRoot2",
"meta": {

"resourceType": "Local DB Backend",
"location": "http://exanpl e.com 5033/ confi g/ backends/ user Root 2"

},
"backendl D': "user Root 2",

"backgroundPrinme": "false",
"backupFi | ePer m ssions": "700",
"baseDN': [

"dc=exanpl e2, dc=conf

e
"checkpoi nt OnCl oseCount": "2",
"cl eaner Thr eadWai t Ti ne": "120000",

"conpressEntries": "fal se",

"continuePri meAfterCacheFull": "fal se",
"dbBackgroundSyncl nterval ": "1 s",
"dbCachePercent": "10",

"dbCacheSi ze": "0 b",

"dbCheckpoi nterByteslnterval ": "20 nb",
"dbCheckpoi nterHi ghPriority": "false",
"dbCheckpoi nt er Wakeupl nterval ": "1 ni,

"dbCl eanOnExplicitGC': "fal se",
"dbd eanerM nUtilization": "75",
"dbConpact KeyPr ef i xes": "true",
"dbDirectory": "db",

"dbDi rect or yPer m ssi ons": "700",
"dbEvictorCritical Percentage": "0",
"dbEvi ctorLruOnly": "fal se",

"dbEvi ct or NodesPer Scan": "10",
"dbFi | eCacheSi ze": "1000",

"dbl nport CachePercent": "60",
"dbLogFi | eMax": "50 nmb",

"dbLoggi ngFi | eHandl erOn": "true",
"dbLoggi ngLevel ": " CONFI G',
"dbNunCl eaner Threads": "0",
"dbNumLockTabl es": "0",

"dbRunCl eaner": "true",
"dbTxnNoSync": "fal se",
"dbTxnWiteNoSync": "true",
"dbUseThr eadLocal Handl es": "true",
"deadl ockRetryLimt": "10",
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"def aul t CacheMode": "cache-keys-and-val ues",
"def aul t TxnMaxLockTi meout": "10 s",

"def aul t TxnM nLockTi meout": "10 s",
"description": "123", “"enabled": "false",

"expl odedl ndexEnt ryThr eshol d": "4000",
"export ThreadCount": "0",

"ext ernal TxnDef aul t BackendLockBehavi or": "acquire-before-retries",
"ext er nal TxnDef aul t MaxLockTi meout": "100 ns",

"ext er nal TxnDef aul t M nLockTi meout": "100 ns",

"external TxnDef aul t RetryAttenpts": "2",

"hashEntries": "fal se",

“inmport TenpDi rectory": "inport-tnp",

"import ThreadCount": "16",
"indexEntryLimt": "4000",
"isPrivateBackend": "false",

"javaC ass": "com unboundi d. directory. server. backends. j eb. Backendl npl "

"jeProperty": [ "\"je.env.backgroundReadLimt=0\""

"nunRecent Changes": "50000",
"of fli neProcessDat abaseQpenTi neout": "1 h",
"primeAlllndexes": "true",
"prinmeMet hod": [
"none"
]

“primeThreadCount": "2",

"prinmeTimeLimt": "0 nms",
"processFiltersWthUndefinedAttri buteTypes": "fal se",
"returnUnavai | abl eFor Unt rust edl ndex": "true",
"returnUnavai | abl ewhenDi sabl ed": "true",

"set Degr adedAl ert For Unt rust edl ndex": "true",

"set Degr adedAl ert WhenDi sabl ed": "true",

"subt r eeDel et eBat chSi ze": "5000",

"subtreeDel eteSi zeLimt": "5000",

"uncachedl d2ent ryCacheMbde": "cache-keys-only",
"witabilityMde": "enabl ed",

"urn: unboundi d: schemas: confi gurati on: nessages: 2. 0": {
"requi redActions": [

“property": "jeProperty",
"type": "conponentRestart",
"synopsis": "In order for this nodification to take effect,

the conmponent nust be restarted, either by disabling and
re-enabling it, or by restarting the server"

%.

“property”: "id2childrenlndexEntryLimt",

"type": "other",

"synopsis": "If this |limt is increased, then the contents
of the backend nust be exported to LDIF and re-inported to
allowthe newlinit to be used for any id2children keys
that had already hit the previous limt."

}
]
}
}

Configuration API Paths

The Configuration API is available under the /config path. A full listing of supported sub-paths

isavailable by accessing the base/ conf i g/ Resour ceTypes endpoint:

GET / confi g/ Resour ceTypes
Host: exanpl e. com 5033
Accept: application/sci mjson

Sample response (abbreviated):

"schemas": [
“urn:ietf:parans:sci mapi:nmessages: 2. 0: Li st Response”

1,
"total Results": 520,
"Resources": [

{
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"schemas": [
"urn:ietf:parans: sci mschemas: core: 2. 0: Resour ceType"
1.

"id": "dsee-conpat-access-control -handler"”,

"nane": "DSEE Conpat Access Control Handler",

"description": "The DSEE Conpat Access Control
Handl er provides an inplenentation that uses syntax
conpatible with the Sun Java System Directory Server
Enterprise Edition access control handler.",

"endpoi nt": "/access-control-handler",
"meta": {
"resourceType": "ResourceType",
"l ocation": "http://exanpl e.com 5033/ confi g/ Resour ceTypes/ dsee-conpat - access-
control -handl er"
}
.
"schemas": [
“urn:ietf:parans:sci mschemas: core: 2. 0: Resour ceType"
1P
"id": "access-control-handler",
"name": "Access Control Handler",
"description": "Access Control Handl ers manage the
application-w de access control. The server's access
control handler is defined through an extensible
interface, so that alternate inplenmentati ons can be created.
Only one access control handler may be active in the server
at any given tine.",
"endpoi nt": "/access-control -handl er",
"meta": {
"resourceType": "ResourceType",
"l ocation": "http://exanpl e.com 5033/ confi g/ ResourceTypes/access-control -
handl er"
}
}.
{

The response's endpoi nt elements enumerate all available sub-paths. The path/ conf i g/
access-cont r ol - handl er inthe example can be used to get alist of existing access control
handlers, and create new ones. A path containing an object name such as/ conf i g/ backends/

{ backendNane}, where { backendNane} corresponds to an existing backend (such asuser Root )
can be used to obtain an object’ s properties, update the properties, or delete the object.

Some paths reflect hierarchical relationships between objects. For example, properties of

alocal DB VLV index for the user Root backend are available using a path like/ confi g/
backends/ user Root / | ocal - db- i ndexes/ ui d. Some paths represent singleton objects, which
have properties but cannot be deleted nor created. These paths can be differentiated from others
by their singular, rather than plural, relation name (for example gl obal - confi gur at i on).

Sorting and Filtering Objects

The Configuration API supports SCIM parameters for filter, sorting, and pagination. Search
operations can specify a SCIM filter used to narrow the number of elements returned. See the
SCIM specification for the full set of operations for SCIM filters. Clients can aso specify sort
parameters, or paging parameters. Include or exclude attributes can be specified in both get and

list operations.

GET Parameter Description

filter Values can be simple SCIM filters such asi d eq "user Root " or compound filters
like met a. r esour ceType eq "Local DB Backend" and baseDn co
"dc=exnpl e, dc=cont.

sortBy Specifies a property value by which to sort.
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GET Parameter Description

sortOrder Specifies either ascendi ng or descendi ng alphabetical order.
startindex 1-based index of the first result to return.

count Indicates the number of results per page.

Updating Properties

The Configuration API supportsthe HTTP PUT method as an alternative to modifying objects
with HTTP PATCH. With PUT, the server computes the differences between the object in the
request with the current version in the server, and performs modifications where necessary. The
server will never remove attributes that are not specified in the request. The API responds with
the entire modified object.

Request:

PUT / confi g/ backends/ user Root
Host: exanpl e. com 5033
Accept: application/sci mjson

"description" : "A new description."
}
Response:
{

"schemas": [

"urn: unboundi d: schemas: confi gurati on: 2. 0: backend: | ocal - db"
1,
"id": "userRoot",
"meta": {
"resourceType": "Local DB Backend",
"location": "http://exanpl e.com 5033/ confi g/ backends/ user Root "

},
"backendl D': "user Root",

"backgroundPrinme": "false",
"backupFi | ePer m ssions": "700",
"baseDN': [

"dc=exanpl e, dc=conf'
"checkpoi nt OnCl oseCount": "2",
"cl eaner ThreadWai t Ti mre": "120000",
"conpressEntries": "fal se",
"continuePri meAfterCacheFull": "fal se",
"dbBackgroundSyncl nterval ": "1 s",
"dbCachePercent": "25",
"dbCacheSi ze": "0 b",
"dbCheckpoi nterByteslnterval ": "20 nb",
"dbCheckpoi nterHi ghPriority": "false",
"dbCheckpoi nt er Wakeupl nterval ": "30 s",
"dbCl eanOnExplicitGC': "fal se",
"dbd eanerM nUtilization": "75",
"dbConpact KeyPr ef i xes": "true",
"dbDirectory": "db",
"dbDi rect or yPer m ssi ons": "700",
"dbEvictorCritical Percentage": "5",
"dbEvi ctorLruOnly": "fal se",
"dbEvi ct or NodesPer Scan": "10",
"dbFi | eCacheSi ze": "1000",
"dbl nport CachePercent": "60",
"dbLogFi | eMax": "50 nmb",
"dbLoggi ngFi | eHandl erOn": "true",
"dbLoggi ngLevel ": " CONFI G',
"dbNunCl eaner Threads": "1",
"dbNumLockTabl es": "0",
"dbRunCl eaner": "true",
"dbTxnNoSync": "fal se",
"dbTxnWiteNoSync": "true",
"dbUseThr eadLocal Handl es": "true",
"deadl ockRetryLimt": "10",
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"def aul t CacheMbde":
"cache- keys- and- val ues",

"def aul t TxnMaxLockTi neout": "10 s",
"def aul t TxnM nLockTi neout": "10 s",
"description": "abc",

"enabl ed": "true",

"expl odedl ndexEntryThr eshol d": "4000",
"export ThreadCount": "0",

"ext er nal TxnDef aul t BackendLockBehavi or":
"acquire-before-retries”,

"ext er nal TxnDef aul t MaxLockTi meout": "100 ns",
"ext ernal TxnDef aul t M nLockTi meout": "100 ns",
"external TxnDef aul t RetryAttenpts”: "2",
"hashEntries": "true",

“inmport TenpDi rectory": "inport-tnp",

"import ThreadCount": " 16",
"indexEntryLimt": "4000",

"isPrivateBackend": "false",
"javaC ass": "com unboundi d. directory. server. backends. j eb. Backend! npl ",
"nunRecent Changes": "50000", "offlineProcessDatabaseQpenTi neout": "1 h",
"primeAlllndexes": "true",
"prinmeMet hod": [
"none"
I| o
“primeThreadCount": "2",
"prinmeTimeLimt": "0 nms",
"processFiltersWthUndefinedAttri buteTypes": "fal se",
"returnUnavai | abl eFor Unt rust edl ndex": "true",
"returnUnavai | abl ewhenDi sabl ed": "true",

"set Degr adedAl ert For Unt rust edl ndex": "true",
"set Degr adedAl ert WhenDi sabl ed": "true",

"subt r eeDel et eBat chSi ze": "5000",

"subtreeDel eteSi zeLimt": "100000",

"uncachedl d2ent ryCacheMbde": "cache-keys-only",
"witabilityMde": "enabl ed"

}

Administrative Actions

Updating a property may require an administrative action before the change can take

effect. If so, the server will return 200 Success, and any actions are returned in the

ur n: unboundi d: schemas: confi gurati on: messages: 2. 0 section of the JSON response that
represents the entire object that was created or modified.

For example, changing thej ePr operty of abackend will result in the following:

"urn: unboundi d: schemas: confi gurati on: nessages: 2. 0": {
"required-actions": [

"property": "baseContextPath",

"type": ""conmponentRRestart",

"synopsis": "In order for this nodification to take effect, the conponent
must be restarted, either by disabling and re-enabling it, or
by restarting the server"”

.
{
"property": {
"type": "other",
"synopsis": "If this limt is increased, then the
contents of the backend nust be exported to LD F
and re-inported to allowthe newlimt to be used
for any id2children keys that had already hit the
previous limt."
}
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Updating Servers and Server Groups

Servers can be configured as part of a server group, so that configuration changes that are
applied to asingle server, are then applied to all serversin agroup. When managing a server that
isamember of aserver group, creating or updating objects using the Configuration API requires
the appl yChangeTo query attribute. The behavior and acceptable values for this parameter are
identical to thedsconf i g parameter of the same name. A value of si ngl e- server Of server -

gr oup can be specified. For example:

http://1 ocal host: 8082/ confi g/ backends/ user Root ?appl yChangeTo=si ngl e- server

Configuration APl Responses

Clients of the API should examine the HTTP response code in order to determine the success or
failure of arequest. The following are response codes and their meanings:

Response Code

Description Response Body

200 Success

204 No Content

400 Bad
Request

401
Unauthorized

403 Forbidden

404 Not Found

409 Conflict

415
Unsupported
Media Type
500 Server
Error

The requested operation succeeded, with
the response body being the configuration
object that was created or modified. If further
actions are required, they are included in the
ur n: unboundi d: schemas: confi gurati on: messages: 2. 0
object.

List of objects, or object properties, administrative
actions.

The requested operation succeeded and no None.
further information has been provided, such as in

the case of a DELETE operation.

The request contents are incorrectly formatted or
a request is made for an invalid API version.

Error summary and optional message.

User authentication is required. Some user None.
agents such as browsers may respond by

prompting for credentials. If the request had

specified credentials in an Authorization header,

they are invalid.

The requested operation is forbidden either None.
because the user does not have sufficient
privileges or some other constraint such as an

object is edit-only and cannot be deleted.

The requested path does not refer to an existing
object or object relation.

Error summary and optional message.

The requested operation could not be performed
due to the current state of the configuration.

For example, an attempt was made to create

an object that already exists, or an attempt was
made to delete an object that is referred to by
another object.

Error summary and optional message.

The request is such that the Accept header does |None.
not indicate that JSON is an acceptable format for

aresponse.

The server encountered an unexpected error.
Please report server errors to customer support.

Error summary and optional message.

An application that uses the Configuration API should limit dependencies on particular text
appearing in error message content. These messages may change, and their presence may
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depend on server configuration. Use the HTTP return code and the context of the request to
create a client error message. The following is an example encoded error message:

"schemas": [
"urn:ietf:parans: sci mapi:nmessages: 2.0: Error"
]

st atus": 404,
"scinType": null,
"detail": "The Local DB Index does not exist."

}

Configure the Server Using the Administrative Console

The Ping Identity Directory Server provides a Administrative Console for server configuration
and monitoring that has the same functionality as that of the dsconfi g command. When logging
on to the Administrative Console, the console does not persistently store any credentials for
authenticating to the Directory Server but uses the credentials provided by the user when

logging in. When managing multiple directory server instances, the provided credentials must be
valid for each instance.

To Log onto the Administrative Console
To log into the console, enter afully qualified DN (for example,
cn=admi n2, cn=Admi ni strat ors, cn=Adni n Dat a). See Configuring a Global Administrator for
instructions.
1. Start the Directory Server.
$ bin/start-ds

2. Open abrowser to http://server-name:389/consol e/login.

3. Enter the root user DN and password, then click L ogin.
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bing
PingData Administrative Console

Server |daps://snapshot lab: 1636

Username directory manager|

Password

B 2015-2016 UnboundID Corp.

The console does not persistently store any credentials for accessing the Directory Server.
Instead, it uses the credentials provided by the user when logging into the console. When

managing multiple directory server instances, the provided credentials must be valid at each
instance.

To Configure the Server Using the Console

1. Loginto the Administrative Console. Click Configuration to open the Configuration menu,
and then click Backends.
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Pingldentity. PingData Administrative Console

£ snapshot.unboundid.lab:3389

Configuration ~

LDAP Schema
Status

HTTP Servlet Cross Origin Policies

Core

Client Connection Policies
Connection Handlers
Global Configuration
Locations

Plugin Root

Virtual Attributes

Werk Queue

Backends, Indexing, and Caching

Backends

Authentication and Password Management

Certificate Mappers
|dentity Mappers
Password Generators
Password Policies

Password Validators

Logging, Monitorin
Alarm Manager

Alert Handlers
Gauges

Gauge Data Sources
Log Publishers

Log Retention Policies

Log Rotation Policies

Security and Authc

Key Manager Provider:

Trust Manager Provide

Connection and O
Connection Criteria
Request Criteria
Result Criteria

Search Entry Criteria

Search Reference Crit

Replication

Replication Assurance

2. At thetop of the Administrative Console page, click Show Advanced Properties. Click

Backends. For this example, click user Root.
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Pingldentity. PingData Administrative Console

£ snapshotunboundid lab:3389  Configuration ~ =~ Backends

Edit Local DB Backend

The Local DB Backend uses the Berkeley DB Java Edition to store user-provided data in a local repositor

General Configuration

Backend ID * userRoot
Description

Enabled * Enabled

Base DN * Enter a value to add

dc=example,dc=com

Writability Mode * enabled ® -

Set Degraded Alert When Disabled Enabled

Return Unavailable When Disabled Enabled

Notification Manager v || L

Is Private Backend [] Enabled

3. Change or enter valuesin the user Root configuration. For this example, change the DB
Cache Percent valueto 40, and then click Save.
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Generating a Summary of Configuration Components

The Directory Server providesaconfi g-di ff tool that generates a summary of the
configuration in alocal or remote directory server instance. The tool is useful when comparing
configuration settings on the directory server instance when troubl eshooting issues or when
verifying configuration settings on newly-added servers to your network. Thetool can interact
with the local configuration regardless of whether the server is running or not.

Runtheconfig-diff --hel p optionto view other available tool options.

To Generate a Summary of Configuration Components

* Runtheconfig-diff tool to generate a summary of the configuration components on the
directory server instance. The following command runs a summary on alocal online server.

$ bin/config-diff

» Thefollowing example compares the current configuration of the local server to the baseline,
pre-installation configuration, ignoring any changes that could be made by the installer, and
writes the output to the conf i gur at i on- st eps. dsconfi g file. This provides a script that can
be used to configure a newly installed server identically to the local server:

$ bin/config-diff --sourceLocal \
--sourceBasel i ne \
--targetLocal \
--exclude differs-after-install \
--outputFile configuration-steps.dsconfig

About Root User, Administrator, and Global
Administrators

The Directory Server provides three different classes of administrator accounts: root user,
administrator, and global administrator. The root user isthe LDAP-equivalent of a UNIX super-
user account and inheritsits privileges from the default root user privilege set (see Default

Root Privileges). The root user "account” is an entry that is stored in the server’s configuration
under the cn=Root DNs, cn=confi g and bypasses access control evaluation, and can be created
manually, or with the dsconf i g tool. This account has full access to the entire set of dataiin

the Directory Information Tree (DIT) aswell as full access to the server configuration and its
operations. One important difference between other vendors' servers and the Directory Server’s
implementation is that the root user’ s rights are granted through a set of privileges. This allows
the Directory Server to have multiple root users on its system if desired; however, the normal
practice isto set up administrator user entries. Also, by default, the Root User has no resource
limits.

The administrator user can have afull set of root user privileges but often has a subset of
these privileges to limit the accessible functions that can be performed. The administrators
entries typically have limited access to the entire set of datain the directory information tree
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(DIT), which is controlled by access control instructions. These entries reside in the backend
configuration (for example, ui d=adni n, dc=exanpl e, dc=com) and are replicated between
serversin areplication topology. In some cases, administrator user accounts may be unavailable
when the server enters lockdown mode unless the administrator is given the lock-down mode

privilege.

A global administrator is primarily responsible for managing configuration server groups

and can be used to log in to the Administrative Console. A configuration server group isan
administration domain that allows you to synchronize configuration changes to one or all of

the serversin the group. For example, you can set up a group when configuring areplication
topology, where configuration changes to one server can be applied to all of the servers at one
time. Global Administrator(s) entries are stored in the cn=adni n dat a backend along with other
admin backend data and are always replicated between serversin areplication topology. These
users can be assigned privileges like other admin users but are typically used to manage the data
under cn=admi n dat a and cn=confi g.

Managing Root Users Accounts

The Ping Identity Directory Server provides a default root user, cn=Di rect ory Manager , that
is stored in the server's configuration file (for example, under cn=Root DNs, cn=confi g). The
root user isthe LDAP-equivalent of a UNIX super-user account and inherits its read-write
privileges from the default root privilege set. Root users can be created and updated with the
dsconfi g tool. Root user entries are stored in the server’s configuration. The following isa
sample command to create a new root user:

bi n/dsconfig create-root-dn-user --user-nanme "Joanne Smth" \
--set last-name:Smith \
--set first-nanme:Joanne \
--set user-id:jsmth \
--set 'emuil-address:jsmth@xanple.com \
--set nobil e-tel ephone- nunber: 8889997777 \
--set hone-tel ephone- nunber: 5556667777 \
--set work-tel ephone- nunber: 4445556666

To limit full access to all of the Directory Server, create separate administrator accounts with
limited privileges so that you can identify the administrator responsible for a particular change.
Having separate user accounts for each administrator also makes it possible to enable password
policy functionality (such as password expiration, password history, and requiring secure
authentication) for each administrator.

Default Root Privileges

The Ping Identity Directory Server contains a privilege subsystem that allows for amore fine-
grained control of privilege assignments. The following set of root privileges are available to
each root user DN:

Table 4: Default Root Privileges

Privilege Description

audit-data-security Allows the associated user to execute data security auditing tasks.
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Privilege

Description

backend-backup

Allows the user to perform backend backup operations.

backend-restore

Allows the user to perform backend restore operations.

bypass-acl Allows the user to bypass access control evaluation.
config-read Allows the user to read the server configuration.
config-write Allows the user to update the server configuration.

disconnect-client

Allows the user to terminate arbitrary client connections.

Idif-export

Allows the user to perform LDIF export operations.

Idif-import

Allows the user to perform LDIF import operations.

lockdown-mode

Allows the user to request a server lockdown.

manage-topology

Allows the user to modify topology setting.

metrics-read

Allows the user to read server metrics.

modify-acl

Allows the user to modify access control rules.

password-reset

Allows the user to reset user passwords but not their own. The user must also
have privileges granted by access control to write the user password to the
target entry.

permit-get-password-policy-state-
issues

Allows the user to access password policy state issues.

privilege-change

Allows the user to change the set of privileges for a specific user, or to change
the set of privileges automatically assigned to a root user.

server-restart

Allows the user to request a server restart.

server-shutdown

Allows the user to request a server shutdown.

soft-delete-read

Allows the user access to soft-deleted entries.

stream-values

Allows the user to perform a stream values extended operation that obtains all
entry DNs and/or all values for one or more attributes for a specified portion of
the DIT.

third-party-task

Allows the associated user to invoke tasks created by third-party developers.

unindexed-search

Allows the user to perform an unindexed search in the Oracle Berkeley DB
Java Edition backend.

update-schema

Allows the user to update the server schema.

use-admin-session

Allows the associated user to use an administrative session to request that
operations be processed using a dedicated pool of worker threads.

The Directory Server provides other privileges that are not assigned to the root user DN by
default but can be added using the | dapnodi fy tool (see Modifying Individual Root User
Privileges) for more information.

Table 5: Other Available Privileges

Privilege

Description

bypass-pw-policy

Allows the associated user bypass password policy rules and restrictions.

bypass-read-aci

Allows the associated user to bypass access control checks performed by the
server for bind, compare, and search operations. Access control evaluation
may still be enforced for other types of operations.

jmx-notify

Allows the associated user to subscribe to receive JMX natifications.

jmx-read

Allows the associated user to perform JMX read operations.
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Privilege Description

jmx-write Allows the associated user to perform JMX write operations.
permit-externally-processed- Allows the associated user accept externally processed authentication.
authentication

permit-proxied-mschapv2-details Allows the associated user to permit MS-CHAP V2 handshake protocol.
proxied-auth Allows the associated user to accept proxied authorization.

Configuring Administrator Accounts

An administrator account is any account in the user backend that is assigned one or more
privileges, or given access to read and write operations beyond that of anormal user entry.
The privilege mechanism is the same as that used for Root DN accounts and allows individual
privileges to be assigned to an administrator entry.

Typically, administrator user entries are controlled by access control evaluation to limit
access to the entire set of datain the Directory Information Tree (DIT). Fine-grained

read and write access can be granted using the access control definitions available via

theaci attribute. Administrator entries reside in the backend configuration (for example,

ui d=admi n, dc=exanpl e, dc=com) and are replicated between serversin areplication topology.

The following examples show how to configure administrator accounts. The first procedure
shows how to set up asingle, generic ui d=admi n, dc=exanpl e, dc=comaccount with limited
privileges. Note that if you generated sample data at install, you can view an example

ui d=admi n entry using | dapsear ch. The second example shows a more realistic example, where
the user is part of the Administrators group. Note that both examples are based on asimple DIT.
Actual deployment cases depends on your schema.

To Set Up a Single Administrator Account

1. Create an LDIF file with an example Administrator entry.

dn: ui d=admi n, dc=exanpl e, dc=com
obj ect Cl ass: person

obj ect Cl ass: inet O gPerson

obj ect Cl ass: organi zati onal Per son
obj ectCl ass: top

gi venNane: Admi n

uid: admn

cn: Admn User

sn: User

user Password: password

2. Then add the entry using the | dapnodi fy tool.

$ bin/l dapnodi fy --defaul tAdd --fil enane admn.|dif

3. Create another LDIF file to add the access control instruction (ACI) to the root suffix,
or base DN to give full access to the new administrator. The ACI grants full accessto all
user attributes, but not to operational attributes. If you want to grant access to operational
attributes as well as user attributes, use (targetattr = "*|| +") inthe access control
instruction.
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dn: dc=exanpl e, dc=com
changetype: nodify
add: aci
aci: (targetattr = "*")
(version 3.0; acl "Gant full access for the adm n user”
allow (all) userdn="Idap:///uid=adm n, dc=exanpl e, dc=cont';)

Then add the entry using the | dapnodi fy tool.

$ bin/l dapnodify --filenane admn.|ldif

Verify the additions using | dapsear ch. The first command searches for the entry that
contains ui d=Adni n and returnsit if the search is successful. The second command searches
for the base DN and returns only those operational attributes, including access control
instructions, associated with the entry.

$ bin/l| dapsearch --baseDN dc=exanpl e, dc=com " (ui d=admi n)"

$ bin/l| dapsearch --baseDN dc=exanpl e, dc=com - - sear chScope base "(objectclass=*)" "+"

Add specific privileges to the Admin account. In this example, add the passwor d- r eset
privilege to the admin account from the command line. After typing the privileges, press
CTRL-D to process the modify operation.

$ bin/ | dapnodi fy

dn: ui d=adm n, dc=exanpl e, dc=com
changetype: nodify

add: ds-privil ege-nane

ds-privil ege-nane: password-reset

Processi ng MODI FY request for uid=adm n, dc=exanpl e, dc=com
MODI FY operation successful for DN ui d=adm n, dc=exanpl e, dc=com

Assign a password policy for the Admin account. For example, create an "Admin Password
Policy", then add the password policy to the account.

$ bin/dsconfig create-password-policy \
--policy-nane "Adm n Password Policy" \
--set "description: Password policy for adm nistrators" \
--set password-attribute:userpassword \
--set "default-password-storage-schene: Sal ted 256-bit SHA-2" \
--set password-change-requires-current-password: true \
--set force-change-on-reset:true \
--set "max-password-age: 25w 5d" \
--set grace-login-count:3
- - no- pronpt

Apply the password policy to the account. In this example, the password policy is being
added from the command line. The following I dapmodi f y command should be executed with
abind DN that has sufficient rights, such asa Root DN.

$ bin/ Il dapnodi fy

dn: ui d=adm n, dc=exanpl e, dc=com

changetype: nodify

add: ds- pwp- passwor d- policy-dn

ds- pwp- passwor d- pol i cy-dn: cn=Adm n Password Pol i cy, cn=Password Pol i ci es, cn=config
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To Change the Administrator Password

Root users are governed by the Root Password Policy and by default, their passwords never
expire. However, if aroot user password must be changed, use the | dappasswor dnodi fy tool.

1

Open atext editor and create atext file containing the new password. In this example, name
thefiler oot user. t xt .

$ echo password > rootuser.txt

Use| dappasswor dnodi fy to change the root user’ s password.

$ bin/| dappasswordnodi fy --port 1389 --bindDN "cn=Directory Manager"\
- - bi ndPassword secret --newPasswordFile rootuser. txt

Remove the text file.

$ rmrootuser.txt

To Set Up an Administrator Group

The following example shows how to set up a group of administrators that have access rights
to the whole Directory Server. The example uses a static group using the G oupO Uni queNanres
object class.

1.

Create an LDIF file with an example Administrator group, and saveit asadmni n- group. | di f.

dn: ou=G oups, dc=exanpl e, dc=com
obj ect Cl ass: organi zati onal unit
obj ectC ass: top

ou: G oups

dn: cn=Dir Adm ns, ou=G oups, dc=exanpl e, dc=com

obj ect C ass: groupof uni quenanes

obj ectCl ass: top

uni queMenber: ui d=user. 0, ou=Peopl e, dc=exanpl e, dc=com
uni queMenber: ui d=user. 1, ou=Peopl e, dc=exanpl e, dc=com
cn: Dir Adnmins

ou: G oups

Then, add the entries using the | dapnodi f y tool.

$ bin/l dapnodi fy --defaul t Add --fil enane adm n-group.|dif

Create another LDIF file to add the access control instruction (ACI) to the root suffix, or base
DN to provide full access to the Directory Server to the new administrator. Save thefile as
adm n-aci .l dif.

dn: dc=exanpl e, dc=com
changetype: nodify

add: aci
aci: (target="Idap:///dc=exanpl e, dc=coni)
(targetattr !'= "aci")
(version 3.0; acl "allow all Adm n group”;
allow(all) groupdn = "ldap:///cn=Dir Adm ns, ou=G oups, dc=exanpl e, dc=con';)
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4. Then, add the ACI using the | daprodi fy tool:

$ bin/ldapmodify --filename adm n-aci.|dif

5. Verify the additions using | dapsear ch. The first command searches for the entry that
containscn=Di r Adni ns and returnsit if the search is successful. The second command
searches for the base DN and returns only those operational attributes, including access
control instructions, associated with the entry.

$ bin/l dapsearch --baseDN dc=exanpl e, dc=com "(cn=Dir Admi ns)"

$ bin/l| dapsearch --baseDN dc=exanpl e, dc=com - - sear chScope base \
"(objectclass=*)" "+"

6. Add specific privilegesto each Admin account using an LDIF file, saved as adni n-
priv.1dif.Inthisexample, add the passwor d-reset privilegeto theuser. 0 admin account
from the command line. Add the privilege using the | daprodi fy tool. Repeat the process for
the other administrators configured in the Admin group.
dn: ui d=user. 0, ou=Peopl e, dc=exanpl e, dc=com
changetype: nodify

add: ds-privil ege-nane
ds-privil ege-nane: password-reset

$ bin/ldapnodify --filename adm n-priv.ldif

Processi ng MODI FY request for uid=user.0, dc=exanpl e, dc=com
MODI FY operation successful for DN uid=user.0, dc=exanpl e, dc=com

7. Assign apassword policy for the Admin account using an LDIF file, saved as adni n- pwd-
policy. I di f. For example, create an "Admin Password Policy", then add the password
policy to the account. Apply the password policy to the account using the | dapnodi fy tool.
dn: ui d=user. 0, dc=exanpl e, dc=com
changetype: nodify

add: ds- pwp- passwor d- policy-dn
ds- pwp- passwor d- pol i cy-dn: cn=Adnmi n Password Pol i cy, cn=Password Pol i ci es, cn=config

$ bin/l dapnodify --fil enane adm n- pwd- policy.|dif

Configuring a Global Administrator

A global administrator is responsible for managing configuration server groups or can be used
to log in to the Administrative Console. A configuration server group is an administration
domain that allows you to synchronize configuration changes to one or all of the serversin the
group. For example, you can set up a group when configuring a replication topology, where
configuration changes to one server can be applied to all of the serversat atime.

Global Administrator(s) are stored in the cn=adni n data backend. These entries along with
other admin backend data are always replicated between servers in areplication topology.
Global Administrators can be assigned privileges like other admin users but are typically

used to manage the data under cn=adni n data and cn=conf i g. Y ou can create new global
administrators and remove existing global administrators using the dsf r amewor k tool. The
global administrator entries are located in the cn=Adni ni st r at or s, cn=adni n data branch.
Once you have set up aglobal admin, you can useit to log on to the Administrative Console.
For example, the Administrative Console accepts the root user DN (for example, cn=Directory
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Manager), the global admin ID (for example, admin2), or the full global admin DN (for
example, cn=admi n2, cn=Admi ni strat ors, cn=Adni n Dat a).

By default, the dsf r amewor k tool connects to any registered server interface when querying

for configuration and status-related information. To connect over SSL or StartTL S, the
dsframewor k set - server - properti es command can be used to set the pref erredSecurity
property (possible values: none, ssl , or starttl s). Thisfeature allows the administrator to have
control over which security protocol that the tool should use for such queries. To view the server
properties, usethe dsf r anewor k | i st - server - properti es command.

To Create a Global Administrator

1. Usedsframewor k to create a new global administrator.

$ bi n/dsframework create-adm n-user \
--user| D adm n2 --set password: secret

2. To verify the creation of the new administrator, usethel i st - adni n- user s subcommand
with dsf r amewor k.
$ bin/dsframework |ist-adm n-users

id: adm n2
id: admn

To Remove a Global Administrator

1. Usedsframewor k to delete an existing global administrator.

$ bin/dsframework del et e-adnmi n-user --userl D admi n2

2. To verify the deletion of the global administrator, usethel i st - adni n- user s option with
dsf r amewor k.

$ bin/dsframework |ist-adni n-users
id: admn

Configuring Server Groups

The Ping Identity Directory Server provides a mechanism for setting up administrative domains
that synchronize configuration changes among serversin a server group. After you have set up
aserver group, you can make an update on one server using dsconf i g, then you can apply the
change to the other serversin the group using the - - appl yChangeTo ser ver - gr oup option of
the dsconf i g hon-interactive command. If you want to apply the change to one server in the
group, usethe - - appl yChangeTo si ngl e- server option. When using dsconfi g in interactive
command-line mode, you will be asked if you want to apply the change to a single server or to
al serversin the server group.
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About the Server Group Example

Y ou can create an administrative server group using the dsf r amewor k tool. The general

process isto create a group, register each server, add each server to the group, and then set
aglobal configuration property to use the server group. If you are configuring areplication
topology, then you must configure the replicas to be in a server group as outlined in Replication

Configuration.

The following example procedure adds three Directory Server instances into the server group
labelled "group-one”. The commands are run on serverl.example.com.

Server Host Name LDAP Port
instance 1 serverl.example.com 1389
instance 2 server2.example.com 2389
instance 3 server3.example.com 3389

To Create a Server Group

1. Create agroup called “group-one” using dsf r amewor k.

$ bi n/dsfranmework create-group --groupName group-one \

--description "Server G oup One"

2. Register each directory server that you want to add to the server group. If you have set up
replication between a set of servers, these server entries will have already been created by the

dsrepl i cation enabl e command.

$ bin/dsframework register-server \

--server| D serverl. exanpl e. com 1389 \
--set hostnane: server 1. exanpl e.com \
--set | dapport: 1389 --set |dapEnabl ed:true

$ bin/dsframework register-server \

--server| D server2. exanpl e. com 2389 \
--set hostnane: server 2. exanpl e. com \
--set | dapport:2389 --set |dapEnabl ed:true

$ bin/dsframework register-server \

--server| D server 3. exanpl e. com 3389 \
--set hostnane: server 3. exanpl e. com \
--set | dapport: 3389 --set |dapEnabl ed:true

3. Add each directory server to the group.

$ bin/dsframewor k add-to-group \
--groupName group-one \

- -menber Nane server 1. exanpl e. com 1389

$ bin/dsfranmework add-to-group \
--groupName group-one \

- -menber Nane server 2. exanpl e. com 2389

$ bi n/ dsfranmework add-to-group \
--groupNanme group-one \

- -menber Nane server 3. exanpl e. com 3389

4. Set aglobal configuration property using the dsconf i g tool.
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$ bin/dsconfig set-global-configuration-prop \
--set configuration-server-group: group-one

5. Test the server group. In this example, enable the log publisher for each directory server in
the group, server-group, by using the - - appl yChangeTo ser ver - gr oup option.
$ bin/dsconfig set-Iog-publisher-prop \
--publisher-name "Fil e-Based Audit Logger" \

--set enabled:true \
- -appl yChangeTo server-group

6. View the property on thefirst directory server instance.

$ bin/dsconfig get-Iog-publisher-prop \
--publisher-name "Fil e-Based Audit Logger" \
--property enabl ed

Property : Val ue(s)

enabl ed :.true

7. Repeat the step 6 on the second and third directory server instance.

8. Test the server group by disabling the log publisher on the first directory server instance by
using the - - appl yChangeTo si ngl e- server.
$ bin/dsconfig set-Iog-publisher-prop \
--publisher-name "File-Based Audit Logger" \

--set enabl ed: di sabl ed \
- -appl yChangeTo si ngl e-server

9. View the property on the first directory server instance. The first directory server instance
should be disabled.

$ bin/dsconfig get-Iog-publisher-prop \
--publisher-name "File-Based Audit Logger" \
--property enabl ed

Property : Val ue(s)

enabl ed :-false

10.View the property on the second directory server instance. Repeat this step on the third
directory server instance to verify that the property is till enabled on that server.

$ bin/dsconfig get-1og-publisher-prop \
--publisher-name "Fil e-Based Audit Logger" \
--property enabl ed

Property : Val ue(s)

enabl ed :-true

Configuring Client Connection Policies

Client connection policies help distinguish what portions of the DIT the client can access. They
also enforce restrictions on what clients can do in the server. A client connection policy specifies
criteriafor membership based on information about the client connection, including client
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address, protocol, communication security, and authentication state and identity. The client
connection policy, however, does not control membership based on the type of request being
made.

Every client connection is associated with exactly one client connection policy at any given
time, which is assigned to the client when the connection is established. The choice of which
client connection policy to use will be reevaluated when the client attempts a bind to change its
authentication state or uses the StartTL S extended operation to convert an insecure connection
to a secure one. Any changes you make to the client connection policy do not apply to existing
connections. The changes only apply to hew connections.

Client connections are always unauthenticated when they are first established. If you plan to
configure a policy based on authentication, you must define at least one client connection policy
with criteria that match unauthenticated connections.

Once aclient has been assigned to a policy, you can determine what operations they can
perform. For example, your policy might allow only SASL bind operations. Client connection
policies are al so associated with one or more subtree views, which determine the portions of the
DIT aparticular client can access. For example, you might configure apolicy that prevents users
connecting over the extranet from accessing configuration information. The client connection
policy is evaluated in addition to access control, so even aroot user connecting over the extranet
would not have access to the configuration information.

Understanding the Client Connection Policy
Client connection policies are based on two things:

» Connection criteria. The connection criteria are used in many areas within the server. They
are used by the client connection policies, but they can also be used in other instances when
the server needs to perform matching based on connection-level properties, such asfiltered
logging. A single connection can match multiple connection criteria definitions.

» Evaluation order index. If multiple client connection policies are defined in the server, then
each of them must have a unique value for the evaluation-or der-index property. The client
connection policies are evaluated in order of ascending evaluation order index. If aclient
connection does not match the criteriafor any defined client connection policy, then that
connection will be terminated.

If the connection policy matches a connection, then the connection is assigned to that policy and
no further evaluation occurs. If, after evaluating all of the defined client connection policies, no
match is found, the connection is terminated.

When a Client Connection Policy is Assighed
A client connection policy can be associated with a client connection at the following times:

* When the connection isinitially established. This association occurs exactly once for each
client connection.
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» After completing processing for a StartTL S operation. This association occurs at most once
for aclient connection, because StartTL S cannot be used more than once on a particular
connection. You also may not stop using StartTL S while keeping the connection active.

» After completing processing for abind operation. This association occurs zero or more times
for aclient connection, because the bind request can be processed many times on a given
connection.

StartTLS and bind requests will be subject to whatever constraints are defined for the client
connection policy that is associated with the client connection at the time that the request
isreceived. Once they have completed, then subsequent operations will be subject to the
constraints of the new client connection policy assigned to that client connection. This policy
may or may not be the same client connection policy that was associated with the connection
before the operation was processed. That is, any policy changes do not apply to existing
connections and will be applicable when the client reconnects.

All other types of operations will be subject to whatever constraints are defined for the client
connection policy used by the client connection at the time that the request isreceived. The
client connection policy assigned to a connection never changes as a result of processing any
operation other than abind or StartTLS. So, the server will not re-evaluate the client connection
policy for the connection in the course of processing an operation. For example, the client
connection policy will never be re-evaluated for a search operation.

Restricting the Type of Search Filter Used by Clients

Y ou can restrict the types of search filters that a given client may be allowed to use to prevent
the use of potentially expensive filters, like range or substring searches. Y ou can use the

al l owed-filter-type property to provide alist of filter typesthat may be included in the
search requests from clients associated with the client connection policy. This setting will only
be used if search isincluded in the set of allowed operation types. This restriction will only

be applied to searches with a scope other than basej ect , such as searches with a scope of

si ngl eLevel , whol eSubt ree, Or subor di nat eSubt r ee.

The i ni mum subst ri ng- 1 engt h property can be used to specify the minimum number of non-
wildcard charactersin a substring filter. Any attempt to use a substring search with an element
containing fewer than this number of bytes will be rejected. For example, the server can be
configured to reject filterslike" (cn=a*)" and " (cn=ab*) ", but to allow " (cn=abcde*) . This
property setting will only be used if search isincluded in the set of allowed operation types

and at least one of sub-initi al , sub-any, or sub-fi nal isincluded in the set of allowed filter

types.
There are two primary benefits to enforcing a minimum substring length:

« Allowing very short substrings can require the server to perform more expensive processing.
The search requires alot more server effort to assemble a candidate entry list for short
substrings because the server has to examine alot more index keys.

» Allowing very short substrings makes it easier for a client to put together a series of requests
to retrieve all the data from the server (a process known as "trawling"). If amalicious
user wants to obtain all the datafrom the server, then it is easier to issue 26 requests
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like" (cn=a*)","(cn=b*)","(cn=c*)", ..., "(cn=z*)" thanif the user isrequired to do
something like " (cn=aaaaa*)", " (cn=aaaab*)", " (cn=aaaac*)", ..., "(cn=zzzzz*)".

Setting Resource Limits

Y our client connection policy can specify resource limits, helping to ensure that no single client
monopolizes server resources. Y ou can limit the total number of connections to a server from a
particular client or from clients that match specified criteria. Y ou can also limit the duration of
the connection.

A client connection policy may only be used to enforce additional restrictions on a client
connection. You can never useit to grant a client capabilities that it would not otherwise have.

Any change to any of these new configuration properties will only impact client connections that
are assigned to the client connection policy after the change is made. Any connection associated
with the client connection policy before the configuration change was made will continue to be
subject to the configuration that wasin place at the time it was associated with that policy.

Table 6: Resource Limiting Properties

Property Description

maximum-concurrent-connections Specifies the maximum number of client connections that can be associated
with that client connection policy at any given time. The default value of zero
indicates that no limit will be enforced.

If the server already has the maximum number of connections associated with
a client connection policy, then any attempt to associate another connection
with that policy (e.g., newly-established connections or an existing connection
that has done something to change its client connection policy, such as
perform a bind or StartTLS operation) will cause that connection to be
terminated.

terminate-connection Specifies that any client connection for which the client connection policy
is selected (whether it is a new connection or an existing connection that is
assigned to the client connection policy after performing a bind or StartTLS
operation) will be immediately terminated.

This property can be used to define criteria for connections that you do not
want to be allowed to communicate with the Directory Server.

maximum-connection-duration Specifies the maximum length of time that a connection associated with
the client connection policy can remain established to the Directory Server,
regardless of the amount of activity on that connection.

A value of "0 seconds" (default) indicates that no limit will be enforced. If a
connection associated with the client connection policy has been established
for longer than this time, then it will be terminated.

maximum-idle-connection-duration Specifies the maximum length of time that a connection associated with the
client connection policy can remain established with the Directory Server
without any requests in progress.

A value of "0 seconds" (default) indicates that no additional limit will be
enforced on top of whatever idle time limit might already be in effect for an
associated connection. If a nonzero value is provided, then the effective idle
time limit for any client connection will be the smaller of the maxi mum
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Property

Description

i dl e-connecti on-dur ati on from the client connection policy and the
idle time limit that would otherwise be in effect for that client.

This property can be used to apply a further restriction on top of any value that
may be enforced by the i dl e-ti me-1i m t global configuration property
(which defines a default idle time limit for client connections) or the ds-
rlimidle-time-limt operational attribute (which may be included in
a user entry to override the default idle time limit for that user).

maximum-operation-count-per-
connection

Specifies the maximum number of operations that a client associated with the
client connection policy will be allowed to request. A value of zero (default)
indicates that no limit will be enforced. If a client attempts to request more than
this number of operations on the same connection, then that connection will be
terminated.

maximum-concurrent-operations-per-
connection

Specifies the maximum number of operations that may be active at any
time from the same client. This limit is only applicable to clients that use
asynchronous operations with multiple outstanding requests at any given time.

A value of zero (default) indicates that no limit will be enforced.

If a client already has the maximum number of outstanding requests in
progress and issues a new request, then that request will be delayed and/or
rejected based on the value of the maxi mum concurr ent - oper ati on-
wai t-tinme-before-rejecting property.

maximum-concurrent-operation-wait-
time-before-rejecting

Specifies the maximum length of time that a client connection should allow
an outstanding operation to complete if the maximum number of concurrent
operations for a connection are already in progress when a new request is
received on that connection.

A value of “0 seconds” (default) indicates that any new requests received while
the maximum number of outstanding requests are already in progress for that
connection will be immediately rejected.

If an outstanding operation completes before this time expires, then the server
may be allowed to process that operation. If the time expires, the new request
will be rejected.

allowed-request-control

Specifies the OIDs of the request controls that clients associated with the client
connection policy will be allowed to use.

If any allowed-request-control OIDs are specified, then any request which
includes a control not in that set will be rejected. If no al | owed- r equest -
cont r ol values are specified (default), then any control whose OID is not
included in the set of denied-request-control values will be allowed.

denied-request-control

Specifies the OIDs of the request controls that clients associated with the
client connection policy will not be allowed to use. If there are any deni ed-
request - cont r ol values, then any request containing a control whose
OID is included in that set will be rejected.

If there are no deni ed- r equest - cont r ol values (default), then any
request control will be allowed if the al | owed- r equest - cont r ol
property is also empty, or only those controls whose OIDs are included in the
setof al | owed- r equest - cont r ol values will be allowed if at least one
al | owed- request - contr ol value is provided.

allowed-filter-type

Specifies the types of components which may be used in filters included
in search operations with a non-base scope that are requested by clients
associated with the client connection policy. Any non-base scoped search
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Property

Description

request whose filter contains a component not included in this set will be
rejected. The set of possible filter types include:

and

or

not

equality

sub-initial

sub-any

sub-final
greater-or-equal
less-or-equal
approximate-match

Oo0oooooboooooaog

extensible-match

By default, all filter types will be allowed. Also note that no restriction will be
placed on the types of filters which may be used in searches with a base
scope.

allow-unindexed-searches

Specifies whether clients associated with the client connection policy will be
allowed to request searches which cannot be efficiently processed using the
configured set of indexes. Note that clients will still be required to have the
uni ndexed- sear ch privilege, so this option will not grant the ability to
perform unindexed searches to clients that would not have otherwise had
that ability, but it may be used to prevent clients associated with the client
connection policy from requesting unindexed searches when they might have
otherwise been allowed to do so.

By default, this has a value of "true", indicating that any client associated with
the client connection policy that has the uni ndexed- sear ch privilege will
be allowed to request unindexed searches.

minimum-substring-length

Specifies the minimum number of bytes, which may be present in any sub-
Initial, subAny, or subFinal element of a substring search filter component in
a search with a non-baseObject scope. A value of one (which is the default)
indicates that no limit will be enforced. This property may be used to prevent
clients from issuing overly-vague substring searches that may require the
Installing the Directory Server to examine too many entries over the course of
processing the request.

maximum-search-size-limit

Specifies the maximum number of entries that may be returned from any
single search operation requested by a client associated with this client
connection policy. Note that this property only specifies a maximum limit and
will never increase any limit that may already be in effect for the client via the
si ze-|i m t global configuration property or the ds-rlimsize-linmt
operational attribute.

A value of zero (default) indicates that no additional limit will be enforced
on top of whatever size limit might already be in effect for an associated
connection.

If a nonzero value is provided, then the effective maximum size limit for any
search operation requested by the client will be the smaller of the size limit
from that search request, the maxi nunm sear ch-si ze- i m t from the
client connection policy, and the size limit that would otherwise be in effect for
that client.
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Defining the Operation Rate

Y ou can configure the maximum operation rate for individual client connections aswell as
collectively for all connections associated with a client connection policy. If the operation

rate limit is exceeded, the Directory Server may either reject the operation or terminate the
connection. Y ou can define multiple rate limit values, making it possible to fine tune limits for
both along term average operation rate and short term operation bursts. For example, you can
define alimit of one thousand operations per second and one million operations per day, which
works out to an average of |ess than twelve operations per second, but with bursts of up to one
thousand operations per second.

Rate limit strings should be specified as a maximum count followed by a slash and a duration.
The count portion must contain an integer, and may be followed by a multiplier of k (to indicate
that the integer should be interpreted as thousands), m (to indicate that the integer should be
interpreted as millions), or g (to indicate that the integer should be interpreted as billions). The
duration portion must contain atime unit of milliseconds (ms), seconds (s), minutes (m), hours
(h), days (d), or weeks (w), and may be preceded by an integer to specify a quantity for that unit.

For example, the following are valid rate limit strings:

0 1/s (no more than one operation over a one-second interval)
0 10K/5h (no more than ten thousand operations over afive-hour interval)
0 5m/2d (no more than five million operations over atwo-day interval)

Y ou can provide time units in many different formats. For example, a unit of seconds can be
signified using s, sec, sect, second, and seconds.

Client Connection Policy Deployment Example

In this exampl e scenario, we assume the following:

0 Two external LDAP clients are allowed to bind to the Directory Server.
0 Client 1 should be allowed to open only 1 connection to the server.
0 Client 2 should be allowed to open up to 5 connections to the server.

Defining the Connection Policies

We need to set a per-client connection policy limit on the number of connections that may

be associated with a particular client connection policy. We have to define at least two client
connection policies, one for each of the two clients. Each policy must have different connection
criteriafor selecting the policy with which a given client connection should be associated.

Because the criteriais based on authentication, we must create a third client connection policy
that applies to unauthenticated clients, because client connections are always unauthenticated
as soon as they are established and before they have sent a bind request. Plus, clients are not
reguired to send a bind request as their first operation.

Therefore, we define the following three client connection policies:
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Client 1 Connection Palicy, which only allows client 1, with an evaluation order index of 1.
Client 2 Connection Palicy, which only allows client 2, with an evaluation order index of 2.

Unauthenticated Connection Policy, which allows unauthenticated clients, with an
evaluation order index of 3.

We define simple connection criteria for the Client 1 Connection Policy and the Client 2
Connection Policy with the following properties:

O Theuser-aut h-type must not include none, so that it will only apply to authenticated client
connections.

O Thei ncl uded- user - base- dn should match the bind DN for the target user. This DN may be
full DN for the target user, or it may be the base DN for a branch that contains a number of
users that you want treated in the same way.

To create more generic criteria that match more than one user, you could list the DNs of each of
the users explicitly in thei ncl uded- user - base- dn property. If thereisagroup that contains all
of the pertinent users, then you could instead usethe[ al | | any| not - al | | not - any] - i ncl uded-
user - gr oup- dn property to apply to all members of that group. If the entries for al of the users
match a particular filter, then you could usethe[ al I | any| not - al I | not - any] - i ncl uded-
user-filter property to match them.

How the Policy is Evaluated

Whenever a connection is established, the server associates the connection with exactly

one client connection policy. The server does this by iterating over al of the defined client
connection policiesin ascending order of the evaluation order index. Policies with alower
evaluation order index value will be examined before those with a higher evaluation order index
value. Thefirst policy that the server finds whose criteria match the client connection will be
associated with that connection. If no client connection policy isfound with criteria matching
the connection, then the connection will be terminated.

So, in our example, when a new connection is established, the server first checks the connection
criteria associated with the Client 1 Connection Policy because it has the lowest evaluation
order index value. If it finds that the criteria do not match the new connection, the server then
checks the connection criteria associated with the Client 2 Connection Policy because it has the
second lowest evaluation order index. If these criteria do not match, the server finally checks the
connection criteria associated with the Unauthenticated Connection Policy, because it has the
third lowest evaluation order index. It finds a match, so the client connection is associated with
the Unauthenticated Connection Policy.

After the client performs a bind operation to authenticate to the server, then the client connection
policies will be re-evaluated. If client 2 performs the bind, then the Client 1 Connection Policy
will not match but the Client 2 Connection Policy will, so the connection will be re-associated
with that client connection policy. Whenever a connection is associated with a client connection
policy, the server will check to seeif the maximum number of client connections have already
been associated with that policy. If so, then the newly-associated connection will be terminated.

For example, Client 1 opens a new connection. Because it is a new connection not yet associated
with connection criteria, it is assigned to the Unauthenticated Connection Policy. Client 1 then
sends a bind request. The determination of whether the bind operation is allowed is made based
on the constraints defined in the Unauthenticated Connection Policy, becauseit is the client
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connection policy aready assigned to the client connection. Once the bind has completed,
then the server will reevaluate the client connection policy against the connection criteria
associated with Client 1 Connection Policy, because it has the lowest evaluation order index.
The associated connection criteria match, so processing stops and the client connectionis
assigned to the Client 1 Connection Policy.

Next, Client 2 opens a new connection. Because it is anew connection not yet associated

with connection criteria, it is assigned to the Unauthenticated Connection Policy. When

Client 2 sends a bind request, the operation is allowed based on the constraints defined in

the Unauthenticated Connection Policy. Once the bind is complete, the client connection is
evaluated against the connection criteria associated with Client 1 Connection Policy, because
it has the lowest evaluation order index. The associated connection criteria do not match,

so the client 2 connection is evaluated against the connection criteria associated with Client

2 Connection Palicy, because it has the next lowest evaluation order index. The associated
connection criteria match, so processing stops and the client connection is assigned to Client 2
Connection Policy.

Client 1 sends a search request. The Client 1 Connection Policy is used to determine whether the
search operation should be alowed, because thisis the client connection policy assigned to the
client connection for client 1. The connection is not reevaluated, before or after processing the
search operation.

To Configure a Client Connection Policy Using the Console
1. Open the Administrative Console. Provide a username and password, and then click L ogin.

2. Inthe Core Server section, click Client Connection Policies. If you do not see Client
Connection Poalicies on the menu, change the Object Typesfilter to Standard.

3. Click Add New to add anew policy.

4. Enter aPolicy ID. If you want to base your new client connection policy on an existing
policy, select it from the Template menu.

5. Configure the properties of the client connection policy. To enable the policy, select
Enabled.

6. Enter the order in which you want the new policy to be evaluated in the Evaluation Order
Index box, and then click Continue. A policy with alower index is evaluated before a policy
with ahigher index. The Directory Server uses the first evaluated policy that appliesto a
client connection.

7. Select the connection criteria that match the client connection for this policy. Click View
and edit to change the criteria Click Select New to add new criteria. Select the operations
alowed for clients that are members of this connection group. Use the Add and Remove
buttons to make operations available to clients. Specify the extended operations that clients
are alowed and denied to use.

8. Enter the type of authorization allowed and the SASL mechanisms that are allowed and
denied in response to client requests.
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0.

Check the Include Backend Subtree Views check box if you want to automatically include
the subtree views of backends configured in the Directory Server. Y ou can aso choose to
include and exclude specific base DNs using the appropriate fields.

10.0Once you have finished configuring the properties of your client connection policy, click

Confirm then Saveto review the dsconf i g command equivalent and save your changes.
Click Save Now to save your changes without first reviewing the dsconf i g output.

To Configure a Client Connection Policy Using dsconfig

Y ou can configure aclient connection policy using the dsconf i g tool in interactive mode
from the command line. Y ou can access the Client Connection Policy menu on the Standard
objects menu.

1.

Usethedsconfi g tool to create and configure a client connection policy. Specify the host
name, connection method, port number, and bind DN as described in previous procedures.

On the Directory Server main menu, change to the Standar d objects menu by entering o and
then entering the number for the Standard menu.

On the Directory Server main menu, enter the number associated with Client Connection
Palicy.

On the Client Connection Policy management menu, type the number corresponding to
Create a new connection policy.

Enter n to create a new client connection policy from scratch.
Next, enter a name for the new client connection policy.
On the Enabled Property menu, select true to enable the connection policy.

On the Evaluation-Order Property menu, type avalue between 0 and 2147483647 to set
the evaluation order for the policy. A client connection policy with alower evaluation-order
will be evaluated before one with a higher number. For this example, type 9999.

On the Client Connection Policy menu, review the configuration. If you want to make any
further modifications, enter the number corresponding to the property. Enter f to finish the
creation of the client connection policy.

Any changes that you make to the client connection policy do not apply to existing
connections. They will only apply to new connections.

Restricting Server Access Based on Client IP Address

Another common use case is to limit client access to the Directory Server. Two methods are
available:

Connection Handlers. Y ou can limit the IP addresses using the LDAP or LDAPS
connection handlers. The connection handlers provide an al | owed- cl i ent property and
adeni ed-cl i ent property. Theal | owed- cl i ent property specifiesthe set of allowable
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address masks that can establish connections to the handler. The deni ed-cl i ent property
specifies the set of address masks that are not allowed to establish connections to the handler.

Client Connection Policies. Y ou can take a more fine-grained approach by restricting
access by configuring a new Client Connection Policy, then create a new connection criteria
and associate it with the connection policy. Connection criteria define sets of criteriafor
grouping and describing client connections based on a number of properties, including the
protocol, client address, connection security, and authentication state for the connection.
Each client connection policy may be associated with zero or more Connection Criteria, and
server components may use Connection Criteria to indicate which connections should be
processed and what kind of processing should be performed (e.g., to select connections and/
or operations for filtered logging, or to classify connections for network groups).

To Restrict Server Access Using the Connection Handlers

Usedsconfi g to set theal | owed- cl i ent property for the LDAP connection handler. You
should specify the address mask for the range of allowable IP addresses that can establish
connections to the Directory Server. Y ou should also specify the loopback address, 127.0.0.1,
so that you will still be able to configure the server using the dsconf i g tool on the local host.

$ bin/dsconfig set-connection-handl er-prop \
--handl er-nanme "LDAP Connecti on Handl er" \
--set "allowed-client:10.6.1.*" \
--set allowed-client:127.0.0.1

To Restrict Server Access Using Client Connection Policies

1

Create a simple connection criteria. The following example usesthe dsconf i g tool in non-
interactive mode. It allows only the Directory Server’s IP address and loopback to have
access.

$ bin/dsconfig set-connection-criteria-prop \
--criteria-nanme all owed-ip-addrs \
--add included-client-address: 10.6.1.80 \
--add included-client-address: 127.0.0.1

Assign the criteriato the client connection policy. After you have run the following
command, access is denied to remote | P addresses. The Directory Server does not require a
restart.

$ bin/dsconfig set-client-connection-policy-prop \
--policy-name new policy \
--set connection-criteria:allowed-ip-addrs

Add aremote IP range to the criteria. For this example, add 10.6.1.*. Access from any
remote serversis alowed. The Directory Server does not require arestart.

$ bin/dsconfig set-connection-criteria-prop \
--criteria-nanme all owed-ip-addrs \
--add "included-client-address: 10.6.1.*"

To restore default behavior, you can remove the criteria from the connection policy. The
Directory Server does not require arestart. Remember to include the LDAP or LDAPS
connection parameters (e.g., hostname, port, bindDN, bindPassword) with the dsconfi g
command.

$ bin/dsconfig set-client-connection-policy-prop \
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--policy-nane newpolicy --renpve connection-criteria:allowed-ip-addrs

To Automatically Authenticate Clients that Have a Secure Communication
Channel

The Directory Server provides an option to automatically authenticate clients that have a secure
communication channel (either SSL or StartTLS) and presented their own certificate. This
option is disabled by default, but when enabled, the net effect will be asif the client issued a
SASL EXTERNAL bind request on that connection.

This option will beignored if the client connection is already authenticated (e.g., because it
isusing StartTLS but the client had already performed a bind before the Start TL S request). If
the bind attempt fails, then the connection will remain unauthenticated but usable. If the client
subsequently sends a bind request on the connection, then it will be processed as normal and any
automatic authentication will be destroyed.

* Run thefollowing dsconfi g command.

$ bin/dsconfig set-connection-handl er-prop \
--handl er-nane "LDAPS Connection Handl er" \
--set "auto-authenticate-using-client-certificate:true"

Securing the Server with Lockdown Mode

The Directory Server provides tools to enter and leave lockdown mode if the server requires

a security lockdown. In lockdown mode, only users with the | ockdown- node privilege can
perform operations, while those without the privilege are rejected. Root users have this privilege
by default; other administrators can be given this privilege.

The Directory Server can be manually placed into lockdown mode to perform some
administrative operation while ensuring that other client requests are not allowed to access any
datain the server. In addition, some configuration problems (particularly problems that could
lead to inadvertent exposure of sensitive information, like an access control rule that cannot be
properly parsed) cause the server to place itself in lockdown mode, so that an administrator can
manually correct the problem. Lockdown mode does not persist across restarts. The directory
server can be taken out of lockdown mode by using either the | eave- | ockdown- node tool or by
restarting the server. If administrators want to start a server in lockdown mode, they can use the
start-ds - -1 ockdownMbde option.

Any client request to the Directory Server in lockdown mode receives an "Unavailable"
response.

To Manually Enter Lockdown Mode

» Useent er-1 ockdown- node to begin alockdown mode.

$ bin/enter-| ockdown- node

98



Configuring the Server

To Leave Lockdown Mode

e Usel eave- | ockdown- node to end lockdown mode.

$ bin/l eave-| ockdown- node

To Start a Server in Lockdown Mode

e Usethe--I ockdownMode option with thest art - ds tool to start a server in lockdown mode.

$ bin/start-ds --lockdownhode

Configuring Maximum Shutdown Time

During shutdown, some database checkpointing and cleaning threads may remain active
even after the default time period on systems with very large or very busy database backends.
If checkpointing or cleaning is aborted prematurely, it could possible lead to significantly
longer startup times for the Directory Server. The Directory Server provides an option for
administrators to set the maximum time a shutdown process should take. When a shutdown
processisinitiated, the server begins stopping al of itsinternal components and waits up to 5
minutes for all threads to complete before exiting.

Administrators can use the dsconf i g tool to increase the maximum shutdown time to allow
database operations to compl ete.

To Configure the Maximum Shutdown Time

e Usethedsconfi g tool to increase the maximum shutdown time for your system. The
following command increases the maximum shutdown time from 5 minutes to 6 minutes.
The command allows time values of w (weeks), d (days), h (hours), m (minutes), s (seconds),
ms (milliseconds).

$ bin/dsconfig set-gl obal -configuration-prop --set "nmaxi mum shutdown-tine:6 ni

Remember to include the LDAP or LDAPS connection parameters (e.g., host name, port,
bindDN and bindDN password) with the dsconf i g command.

The maxi mum shut down- t i me property can aso be changed using the dsconfi g tool in
interactive mode. From the main menu, select Global Configuration, and then select the
option to display advanced properties.

Working with Referrals

A referral is aredirection mechanism that tells client applications that a requested entry or set
of entriesis not present on the Directory Server but can be accessed on another server. Referrals
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can be used when entries are located on another server. The Directory Server implements two
types of referrals depending on the requirement.

Referral on Update Plug-in. The Directory Server provides a Referral on Update Plug-in
to create any referrals for update requests (add, delete, modify, or modDN operations) on
read-only servers. For example, given two replicated directory server where one server is
amaster (read-write) and the other, aread-only server, you can configure areferral for any
client update reguests on the second directory server to point to the master server. If aclient
application sends an add request, for example, on the second directory server, the directory
server responds with areferral that indicates any updates should be made on the master
server. All read requests on the read-only server will be processed as normal.

Smart Referrals. The Directory Server supports smart referrals that map an entry or a
specific branch of aDIT to an LDAP URL. Any client requests (reads or writes) targeting
at or below the branch of the DIT will send areferral to the server designated in the LDAP
URL.

Specifying LDAP URLs

Referrals use LDAP URLSs to redirect a client application’ s request to another server. LDAP
URL s have a specific format, described in RFC 4516 and require that all special characters be
properly escaped and any spaces indicated as "%20". LDAP URLSs have the following syntax:

| dap[ s] : // host nane: port/base-dn?attri butes?scope?filter

where

Idap[ 5] indicates the type of LDAP connection to the Directory Server. If the Directory
Server connects over a standard, non-encrypted connection, then Idap is used; if it connects
over SSL, then Idapsis used. Note that any search request initiated by means of an LDAP
URL isanonymous by default, unless an LDAP client provides authentication.

hostname specifies the host name or | P address of the Directory Server.

port specifies the port number of the Directory Server. If no port number is provided, the
default LDAP port (389) or LDAPS port (636) is used.

base-dn specifies the distinguished name (DN) of an entry in the DIT. The Directory Server
uses the base DN as the starting point entry for its searches. If no base DN is provided, the
search begins at the root of the DIT.

attributes specifies those attributes for which the Directory Server should search and return.
Y ou can indicate more than one attribute by providing a comma-separated list of attributes. If
no attributes are provided, the search returns al attributes.

scope specifies the scope of the search, which could be one of the following: base (only
search the specified base DN entry), one (only search one level below the specified base
DN), sub (search the base entry and all entries below the specified base DN). If no scopeis
provided, the server performs a base search.

filter specifies the search filter to apply to entries within the scope of the search. If no filter is
provided, the server uses +.
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Creating Referrals

Y ou can create a smart referral by adding an entry with the referral and ext ensi bl eCbj ect
object classes or adding the object classes to a specific entry. The referral object class designates
the entry as areferral object. The ext ensi bl eCbj ect object class allows you to match the target
entry by matching any schema attribute. The following example shows how to set up a smart
referral if aportion of aDIT islocated on another server.

To Create a Referral

1. Create an LDIF file with an entry that containsther ef erral and ext ensi bl etbj ect object

classes.

dn: ou=Engi neeri ngTeand, ou=Peopl e, dc=exanpl e, dc=com

obj ectCl ass: top

obj ectC ass: referral

obj ect Cl ass: extensi bl e(j ect

ou: Engineering Teandl

ref: |dap://server2. exanpl e. com 6389/ ou=Engi neeri ngTeand, ou=Peopl e, dc=exanpl e, dc=com
On the first server, add the referral entry using the | daprodi fy command.

$ bin/ldapmodify --defaultAdd --fileNarme referral-entry.ldif

Verify the addition by searching for a user.

$ bin/l dapsearch --baseDN ou=Peopl e, dc=exanpl e, dc=com " (ui d=user. 4)"

Sear chRef erence(referral URLs={I| dap: // server 2. exanpl e. com 6389/
ou=Engi neeri ngTeanl, ou=Peopl e, dc=exanpl e, dc=con??sub?})

To Modify a Referral

Usel dapnodi fy with the manageDsAI T control to modify ther ef attribute on the referral
entry.

$ bin/ldapnodify --control nanageDSAI T

dn: ou=Engi neeri ngTeand, ou=Peopl e, dc=exanpl e, dc=com

changetype: nodify

repl ace: ref

ref: |dap://server3. exanpl e. conl ou=Engi neeri ngTeand, ou=Peopl e, dc=exanpl e, dc=com

To Delete a Referral

Usel dapdel et e with the manageDSAI T control to delete the referral entry.

$ bin/l dapdel ete \
--control manageDSAl T "ou=Engi neeri ngTeanl, ou=Peopl e, dc=exanpl e, dc=conf'
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Configuring a Read-Only Server

The Ping Identity Directory Server provides a means to configure a hub-like, read-only
directory server for legacy systemsthat require it. The read-only directory server participatesin
replication but cannot respond to any update requests from an external client. Y ou can configure
the Directory Server by setting the writability mode to internal-only, which makes the server
operate in read-only mode. Read-only mode directory servers can process update operations
from internal operations but reject any write requests from external clients. Because the
Directory Server cannot accept write requests, you can configure the server to send areferral,
which redirects a client's request to a master server. The client must perform the operation again
on the server named in the referral.

Note: For Implementers of Third Party Extensions. Many Server SDK
extensions use the I nt er nal Connect i on interface to process operations
in the server, rather than issuing LDAP requests over the network. If an
extension does so in response to an externa update request, then any

L Directory Server using that extension will effectively respond to external

- update requests, even though the Directory Server is configured to operate

in read-only mode, as described above. One possible workaround is to split
the extension into two extensions, one for reads and one for writes, then
disabling (or not deploying) the write-only extension when configuring a
Directory Server in read-only mode.

To Configure a Read-Only Server

1. Install two replicating directory servers. See Replication Configuration for various waysto
set up your servers.

2. Onthe second server, use the dsconf i g command to set the writability mode of the server to
internal-only.

$ bin/dsconfig set-gl obal -configuration-prop \
--set witability-node:internal-only

3. Onthe second server, usethe dsconfi g tool to create areferral that instructs the server to
redirect client write requests under dc=exanpl e, dc=comto serverl.example.com:1389. The
referral itself isdefined as aplugin of type Ref erral on Updat e. This command sets up the
server to process read operations but redirects all write operations under dc=exanpl e, dc=com
to another server.

$ bin/dsconfig create-plugin --plugin-name "Refer Updates" \
--type referral -on-update \
--set enabled:true \
--set referral -base-url:|dap://serverl. exanpl e.com 1389/ \
--set "base-dn: dc=exanpl e, dc=cont
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4. Totest thereferral, attempt to modify an entry and confirm that the server responds with the
result code of 10. The resulting message is available in the server's access | og.
$ bin/ldapmodify -p 2389 -D "cn=Directory Manager" -w password
dn: ui d=user. 12, ou=Peopl e, dc=exanpl e, dc=com
changet ype: nodi fy

repl ace: t el ephoneNunber
tel ephoneNunmber: +1 408 555 1155

[ 06/ Aug/ 2012: 15: 28: 21. 468 -0400] MODI FY

RESULT conn=86 op=1 nsgl D=1 requesterl| P="127.0.0.1"

dn="ui d=user. 12, ou=Peopl e, dc=exanpl e, dc=cont resul t Code=10
referral URLs="1| dap://server 1. exanpl e. com 1389/ ui d=user. 12
ou=Peopl e, dc=exanpl e, dc=con' eti nme=0. 223

Configuring HTTP Access for the Directory Server

Although most clients communicate with the Ping Identity Directory Server using LDAP, the
server also provides support for an HTTP connection handler that uses Java servletsto serve
content to clients over HTTP. PingData offers an extension that uses this HT TP connection
handler to add support for the System for Cross-domain Identity Management (SCIM) protocol.
Third-party developers can also use the Server SDK to write extensions that leverage thisHTTP
support.

The following sections describe how to configure HT TP servlet extensions and how to configure
an HTTP connection handler.

Configuring HTTP Servlet Extensions

To use the HTTP connection handler, you must first configure one or more servlet extensions.
Servlet extensions are responsible for obtaining Java servlets (using the Java Servlet 3.0
specification as described in JSR 315) and registering them to be invoked using one or more
context paths. If you plan to deploy the SCIM extension, then you should follow the instructions
in Chapter 24, "Managing the SCIM Servlet Extension.” For custom servlet extensions created
using the Server SDK, the process varies based on whether you are using a Java-based or
Groovy-scripted extension.

Web Application Servlet Extensions

A Web application may be deployed either asa WAR file that has been packaged according
to the standard layout and containing a web.xml deployment descriptor, or from a directory
containing the application’'s source components arranged in the standard layout.

When deploying a Web application from a directory, you may specify the location of the

web. xm deployment descriptor if it isnot in the standard location. Y ou may also specify the
directory used by the server for temporary files. At runtime the web application has access to the
server classes.
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Java-based Servlet Extensions

For Java-based extensions, first use the Server SDK to create and build the extension bundle as
described in the Server SDK documentation. Then, install it using the nanage- ext ensi on tool
asfollows:

$ bi n/ manage- ext ensi on --install/path/to/extension.zip

The Java-based extension may then be configured for use in the server using dsconfi g or the
Administrative Console. Create anew Third Party HTTP Servlet Extension, specifying the fully-
qualified name for the HTTPSer vI et Ext ensi on subclassin the ext ensi on- cl ass property, and
providing any appropriate arguments in the ext ensi on- ar gument property.

Note: Web Application and Servlet extensions run in a shared embedded
web application server environment. Incompatiblities or conflicts may
arise from use of different versions of commonly used jars or including
frameworks such as loggers, Spring components, JAX-RS implementations
[ or other resources which may require a dedicated Java Virtual Machine
(VM) environment. After introducing a custom extension, check the server
error log for an indication that the extension loaded successfully. The error
log may also contain debug information if the extension failed to load with
an initialization exception or did not complete initialization.

Groovy-Scripted Extensions

For Groovy-scripted extensions, place the necessary Groovy scripts in the appropriate directory
(based on the package for those scripts) below thel i b/ gr oovy- scri pt ed- ext ensi ons
directory. Then, create anew Groovy Scripted HTTP Servlet Extension, specifying the fully-
qualified Groovy class name for the scri pt - cl ass property, and providing any appropriate
argumentsinthescri pt - ar gunent property.

Configuring HTTP Operation Loggers

Servlet extensions may write error |og messages in the same way as any other kind of server
component, but interaction with HTTP clients will not be recorded in the server access log.
However, if aserviet extension performsinternal operations to interact with data held in the
directory server, then those operations may be captured in the access log. To capture information
about communication with HTTP clients, you must configure one or more HT TP operations
loggers.

By default, the server comes with asingle HT TP operation logger implementation, which uses
the standard W3C common log format. It records messages in aformat like the following:

127.0.0.1 - - [01/Jan/2012:00: 00: 00 -0600]"GET/ hell o HTTP/1.1" 200 113

The log message contains the following elements:
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» ThelP address of the client that issued the request.

» The RFC 1413 (ident) identity of the client. Because the ident protocol is not typically
provided by HTTP clients, the HTTP connection handler never requests this information.
Thisidentity will always be represented as a dash to indicate that information is not
available.

» The authenticated identity determined for the request by HT TP authentication, or a dash to
indicate that the request was not authenticated.

» Thetime that the request was received.

* Therequest issued by the client, including the HT TP method, path and optional query string,
and the HTTP protocol version used.

» Theinteger representation of the HTTP status code for the response to the client.
» The number of bytesincluded in the body of the response to the client.

To configure an HT TP operation logger to use this common log format, create a new instance of

aCommon Log File HTTP Operation Log Publisher object, specifying the path and name for the
active log file to be written and the rotation and retention policies that should be used to manage

thelog files. In general, properties for Common Log File HTTP Operation Log Publisher objects
have the same meaning and use as they do for other kinds of loggers.

Y ou can use the Server SDK to create custom Java-based or Groovy-scripted HT TP operation
loggers using the Third Party HTTP Operation Log Publisher and Groovy Scripted HTTP
Operation Log Publisher object types.

Example HTTP Log Publishers

When troubleshooting HTTP Connection Handler issues, administrators should first look at
the logs to determine any potential problems. The following section shows somedsconfi g
commands and their corresponding log files.

Default Configuration Example. Y ou can configure adefault detailed HTTP Log Publisher
with default log rotation and retention policies as follows:

$ bin/dsconfig cr eat e-1 og- publ i sher \
--publisher-name "HTTP Detail ed Access Logger" \
--type detail ed-http-operation \
--set enabl ed:true \
--set log-file:logs/http-detailed-access \
--set "rotation-policy:24 Hours Tinme Limt Rotation Policy" \
--set "rotation-policy:Size Limt Rotation Policy" \
--set "retention-policy:File Count Retention Policy" \
--set "retention-policy: Free Di sk Space Retention Policy" \
--set "retention-policy:Size Limt Retention Policy"

The corresponding log file provides access information below. The log message contains the
following elements:

0 Thetime that the request was received.

0 Therequest ID issued by the client, including the IP address, port, HTTP method, and URL.
O The authorization type, request content type, and status code.

O The response content length.
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O Theredirect URI.
O The response content type.

TheHTTPIlog fileis shown as follows:

[ 23/ Feb/ 2012: 01: 19: 45 - 0600] RESULT request | D=4300604 fron¥"10.5. 1. 10: 53269"
met hod="CET" url ="https://10.5.1.129: 443/ G nel / User s/ ui d=user. 402914, ou=Peopl e,
dc=gi nel " aut horizati onType="Basi ¢c" request Cont ent Type="application/json"

st at usCode=200 eti ne=4. 145 responseCont ent Lengt h=1530 redirect URI ="https://
x2270-11. exanpl e. | ab: 443/ G nel / User s/ ui d=user . 402914, ou=peopl e, dc=gi nel "
responseCont ent Type="appl i cati on/j son"

[ 23/ Feb/ 2012: 01: 19: 45 - 0600] RESULT request | D=4300605 fron¥"10.5. 1. 10: 53269"
met hod="PUT" url ="https://10.5.1.129: 443/ G nel / User s/ ui d=user . 207585, ou=peopl e,
dc=gi nel " aut horizati onType="Basi ¢c" request Cont ent Type="application/json"

st at usCode=200 eti ne=4.872 responseCont ent Lengt h=1532 redirect URI ="https://
x2270-11. exanpl e. | ab: 443/ G nel / User s/ ui d=user . 207585, ou=peopl e, dc=gi nel "
responseCont ent Type="appl i cati on/j son"

[ 23/ Feb/ 2012: 11: 31: 18 - 0600] RESULT request| D=4309872 fron¥"10.5.1.10:3

Configuration with Request/Response Header Names and Values. The following example
adds request/response header names and values, including the "Content-Type" request header,
which is normally suppressed by default.

$ bin/dsconfig set-1og-publisher-prop \
--publisher-name "HTTP Detail ed Access Logger" \
--set | o0g-request-headers: header - nanes- and- val ues \
--renove suppressed-request - header - nane: Cont ent - Type \
--set | og-response- headers: header - nanes- and- val ues

Thefollowing is alog example of aquery request by a SCIM Server using the property, sci m
quer y-r at e. The log message contains the basic log elements shown in the first example plus
the following additional information:

0 Therequest header for the host, http method, content type, connection, user agent.
0 The response header for the access-control credentials.

[23/ Cct/2012: 11: 39: 41- 0600] RESULT request | D=4665307 fron¥"10.5.0.20: 56044"
met hod="GET" url ="https://10.5.1.129: 443/ Bet h/ Users?attri but es=zuser Nane, title,
emai | s, urn: sci m schemas: ext ensi on: cust om 1. 0: descri pti ons, urn: sci m schemas:
ext ensi on: enterprise: 1. 0: manager, groups, urn: sci m schemas: ext ensi on: cust om 1. 0:
bl ob&fi |t er =user Name+eq+%22user. 18935%22" request Header ="Host: x2270-11. exanpl e.
| ab: 443" request Header =" Accept: application/json" request Header="Cont ent - Type:
application/json" request Header="Connecti on: keep-alive"

request Header =" User- Agent: Wnk Cient v1.1.2" authorizationType="Basic"
request Cont ent Type="appl i cati on/j son" statusCode=200 eti ne=140. 384
responseCont ent Lengt h=11778 r esponseHeader =" Access-Control - Al | ow Credenti al s:
true" responseCont ent Type="application/json"

Another log example shows an example user creation event. The client is curl.

[23/Cct/2016: 11: 50: 11- 0600] RESULT request | D=4802791 from="10. 8. 1. 229: 52357"

met hod="POST" url="https://10.2.1.113: 443/ Al eph/ Users/" request Header ="Host: x2270-
11. exanpl e. | ab" request Header =" Expect: 100-conti nue" request Header="Accept: applica-
tion/xm " request Header =" Cont ent - Type: application/xm " request Header =" User - Agent :
curl/7.21.4 (universal -appl e-darwi n11.0) libcurl/7.21.4 OpenSSL/0.9.8r zlib/1.2. 5"
aut hori zati onType="Basi c" request Cont ent Type="applicati on/xm " request Content -

Lengt h=1773 st at usCode=201 eti nme=11. 598 responseCont ent Lengt h=1472 redirec-

tURI ="https://x2270-11. exanpl e. | ab: 443/ Al eph/ User s/ b2cef 63c- 5e46- 11el- 974b-
60334bla0d7a" responseCont ent Type="application/xm "

Thefinal example shows a user deletion request. The client is the Sync Server.

[23/ Cct/2016: 11: 38: 06- 0600] RESULT request | D=4610261 from="10.5. 1. 114: 34558"

met hod="DELETE" url="https://10.2. 1. 113: 443/ Al eph/ User s/ b8547525- 24e0- 41ae- b66b-
0b441800de70" request Header ="Host: x2270-11. exanpl e. | ab: 443" request Header =" Accept :
application/json" request Header="Content - Type: application/json" requestHeader="Con-
nection: keep-alive" requestHeader="User-Agent: PingDataSync-6.0.0.0 (Build
20121022173845Z, Revi sion 11281)" authori zati onType="Basi c" request Cont ent Type="appli -
cation/json" statusCode=200 etine=10.615 responseCont ent Lengt h=0
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Configuring HTTP Connection Handlers

HTTP connection handlers are responsible for managing the communication with HTTP clients
and invoking servlets to process requests from those clients. They can also be used to host web
applications on the server. Each HTTP connection handler must be configured with one or more
HTTP serviet extensions and zero or more HT TP operation log publishers.

If the HTTP Connection Handler cannot be started (for example, if its associated HTTP Servlet
Extension fails to initialize), then this will not prevent the entire Directory Server from starting.
The Directory Server'sstart - ds tool will output any errors to the error log. This allows the
Directory Server to continue serving LDAP reguests even with a bad servlet extension.

The configuration properties available for use with an HTTP connection handler include:

 listen-addr ess. Specifies the address on which the connection handler will listen for requests
from clients. If not specified, then requests will be accepted on all addresses bound to the
system.

* listen-port. Specifies the port on which the connection handler will listen for requests from
clients. Required.

e use-sdl. Indicates whether the connection handler will use SSL/TL S to secure
communications with clients (whether it uses HTTPS rather than HTTP). If SSL is enabled,
then key- manager - provi der andt r ust - manager - pr ovi der values must also be specified.

» http-servlet-extension. Specifies the set of servlet extensions that will be enabled for use
with the connection handler. Y ou can have multiple HTTP connection handlers (listening on
different address/port combinations) with identical or different sets of servlet extensions. At
least one servlet extension must be configured.

» http-operation-log-publisher. Specifies the set of HTTP operation log publishers that
should be used with the connection handler. By default, no HTTP operation log publishers
will be used.

« key-manager-provider. Specifies the key manager provider that will be used to obtain the
certificate presented to clientsif SSL is enabled.

 trust-manager-provider. Specifies the trust manager provider that will be used to determine
whether to accept any client certificates presented to the server.

* num-request-handlers. Specifies the number of threads that should be used to process
regquests from HTTP clients. These threads are separate from the worker threads used to
process other kinds of requests. The default value of zero means the number of threads will
be automatically selected based on the number of CPUs available to the VM.

» web-application-extension. Specifies the Web applications to be hosted by the server.

To Configure an HTTP Connection Handler

An HTTP connection handler has two dependent configuration objects: one or more HTTP
servlet extensions and optionally, an HTTP log publisher. The HTTP servlet extension and
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log publisher must be configured prior to configuring the HT TP connection handler. The log
publisher is optional but in most cases, you want to configure one or more logs to troubleshoot
any issues with your HTTP connection.

1. Thefirst step isto configure your HTTP servlet extensions. The following example uses the
ExampleHTTPServletExtension in the Server SDK.

$ bin/dsconfig create-http-servlet-extension \
--extension-nanme "Hello Wirld Servlet" \
--type third-party \
--set "extension-
cl ass: com unboundi d. di rect ory. sdk. exanpl es. Exanpl eHTTPSer vl et Ext ensi on" \
--set "extension-argunent:path=/" \
--set "extension-argunent: nane=exanpl e-servl et"

2. Next, configure one or more HTTP log publishers. The following example configures two
log publishers: one for common access; the other, detailed access. Both log publishers use
the default configuration settings for log rotation and retention.

$ bin/dsconfig create-Ilog-publisher \
- - publ i sher-name "HTTP Common Access Logger" \
--type comon-1og-file-http-operation \
--set enabled:true \
--set log-file:logs/http-comon-access \
--set "rotation-policy:24 Hours Time Limt Rotation Policy" \
--set "rotation-policy:Size Limt Rotation Policy" \
--set "retention-policy:File Count Retention Policy" \
--set "retention-policy: Free Di sk Space Retention Policy"

$ bin/dsconfig create-|og-publisher \
--publisher-name "HTTP Detail ed Access Logger" \
--type detail ed-http-operation \
--set enabl ed:true \
--set log-file:logs/http-detail ed-access \
--set "rotation-policy:24 Hours Tinme Limt Rotation Policy" \
--set "rotation-policy:Size Limt Rotation Policy" \
--set "retention-policy:File Count Retention Policy" \
--set "retention-policy: Free Di sk Space Retention Policy"

3. Configure the HTTP connection handler by specifying the HTTP servlet extension and log
publishers. Note that some configuration properties can be later updated on the fly while
others, likel i st en- port, require that the HTTP Connection Handler be disabled, then re-
enabled for the change to take effect.

$ bin/dsconfig create-connection-handler \
--handl er-name "Hello Wrld HTTP Connecti on Handl er" \
--type http \
--set enabled:true \
--set listen-port: 8443 \
--set use-ssl:true \
--set "http-servlet-extension:Hello Wrld Servliet" \
--set "http-operation-|og-publisher: HTTP Conmon Access Logger" \
--set "http-operation-|og-publisher:HTTP Detail ed Access Logger" \
--set "key-nmanager - provi der: JKS" \
--set "trust-manager - provi der: JKS"

4. By default, the HTTP connection handler has an advanced monitor entry property, keep-
stat s, that is set to TRUE by default. Y ou can monitor the connection handler using the
| dapsear ch tool.

$ bin/l| dapsearch --baseDN "cn=nonitor" \
"(obj ect d ass=ds-http-connection-handl er-statistics-nonitor-entry)"
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To Configure an HTTP Connection Handler for Web Applications

1. Create the Web application servlet extension.

$ bin/dsconfig create-web-application-extension \
--extension-name "Hell o Web Application” \
--set "base-context-path:/hello-app" \
--set "docunent-root-directory:/opt/hell o-web-app"

By default, the HT TP connection handler has an advanced monitor entry property, keep-
st at s, that is set to TRUE by default. Y ou can monitor the connection handler using the
| dapsear ch tool.

$ bin/l dapsearch --baseDN "cn=nonitor" \
"(obj ect G ass=ds- http-connection-handl er-statistics-nmonitor-entry)"

Domain Name Service (DNS) Caching

If needed, two global configuration properties can be used to control the caching of hostname-
to-numeric | P address (DNS lookup) results returned from the name resolution services of the

underlying operating system. Usethe dsconf i g tool to configure these properties.

networ k-addr ess-cache-ttl — Sets the Java system property net wor kaddr ess. cache. tt,

and controls the length of time in seconds that a hostname-to-1P address mapping can be

cached. The default behavior isto keep resolution results for one hour (3600 seconds). This

setting appliesto the server and all extensions loaded by the server.

networ k-addr ess-outage-cache-enabled — Caches hosthame-to-1P address results in the
event of aDNS outage. Thisis set to true by default, meaning name resolution results

are cached. Unexpected service interruptions may occur during planned or unplanned
maintenance, network outages or an infrastructure attack. This cache may allow the server

to function during a DN'S outage with minimal impact. This cache is not available to server

extensions.

IP Address Reverse Name Lookups

PingData servers do not explicitly perform numeric | P address-to-hostname lookups. However,

address masks configured in Access Control Lists (ACIs), Connection Handlers, Connection

Criteria, and Certificate handshake processing may trigger implicit reverse name lookups. For
more information about how address masks are configured in the server, review the following

information for each server:

ACI dns: bind rules under Managing Access Control (Directory Server and Directory Proxy

Server)

ds- aut h- al | oned- addr ess: Adding Operational Attributes that Restrict Authentication
(Directory Server)
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» Connection Criteria: Restricting Server Access Based on Client IP Address (Directory Server
and Directory Proxy Server)

» Connection Handlers: restrict server access using Connection Handlers (Configuration
Reference Guide for all servers)

Configuring Traffic Through a Load Balancer

If a PingData server is sitting behind an intermediate HTTP server, such as aload balancer, a
reverse proxy, or a cache, then it will log incoming requests as originating with the intermediate
HTTP server instead of the client that actually sent the request. If the actua client's IP address
must be recorded to the trace log, enable X- For war ded- * handling in both the intermediate
HTTP server and PingData server. See the product documentation for the external device type.
For PingData servers:

* Edit the appropriate Connection Handler object (HTTPS or HTTP), and set use- f or war ded-

headers tOtrue.

* Whenuse-f or war ded- header s isset tot r ue, the server will use the client | P address and
port information in the X- For war ded- * headersinstead of the address and port of the entity
that's actually sending the request, the load balancer. This client address information will
show up in logs where one would normally expect it to show up, such asin the f r omfield of
the HTTP REQUEST and HTTP RESPONSE messages.

Working with the Referential Integrity Plug-in

Referential integrity is a plug-in mechanism that maintains the DN references between an entry
and a group member attribute. For example, if you have a group entry consisting of member
attributes specifying the DNs of printers, you can enable the referential integrity plug-in to
ensure that the group entry is automatically removed if a printer entry is removed from the
Directory Server.

The Referential Integrity Plug-in is disabled by default. When enabled, the plug-in performs
integrity updates on the specified attributes (for example, member or uniquemember) after a
delete, modify DN, or arename (i.e., subordinate modifyDN) operation is logged to the | ogs/
referint file. If an entry is deleted, the plug-in checks the log file and makes the corresponding
change to the associated group entry.

Three important points about the Referential Integrity Plug-in:
» All specified attributes that are configured for Referential Integrity must be indexed.

* Onreplicated servers, the Referential Integrity Plug-in configuration is not propagated to
other replicas; therefore, you must manually enable the plug-in on each replica.

» The plug-in settings must also be identical on all machines.

» Subtree delete operations are not allowed if the referential integrity plugin is enabled
and configured to operate in synchronous mode. It must be configured to operatein
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asynchronous mode (by specifying a nonzero update interval) if subtree delete operations
will be performed.

To Enable the Referential Integrity Plug-in

1. Determine the attributes needed for your system. By default, the menber and the
uni quenenber attributes are set for the plug-in.

2. Runthedsconfi g tool to enable the Referential Integrity Plug-in.

$ bin/dsconfig set-plugin-prop --plugin-name "Referential Integrity" \
--set enabl ed: true

Working with the Unique Attribute Plug-in

The Unique Attribute plug-in is used to enforce uniqueness constraints on the values of one or
more attributes across a portion of the Directory Server. The plug-in checks for uniqueness prior
to an add, modify, or modify DN request and will instruct the server to reject the request if a
constraint violation is found.

The plug-in is disabled by default as it can affect performance in heavy write load environments.
Oncethe plug-inis enabled, it does not check for attribute uniqueness on existing entries, but
only on new ADD, MODIFY, or MODDN operations. However, administrators can use the

i dentify-uni que-attribute-conflicts tool to ensure that no such conflicts exist in the data.

L Important: All attributes for which uniqueness should be enforced should
- be indexed for equality in al backends.

Attribute uniqueness can be enforced in replicated environments in which each replica contains
the complete set of data for which to provide uniqueness, regardless of whether clients
communicate directly with the server or interact with it through a Directory Proxy Server. In
such environments, all servers should have identical uniqueness configurations. Note that it

is not possible to completely prevent conflicts that arise from simultaneous writes on separate
replicas. However, such conflicts will be detected after the changes have been replicated and
will trigger administrative alert notifications.

For proxied environments that do not have the complete set of data on all servers (e.g.,
environments that use entry balancing or that store different portions of the DIT on different
servers), you can implement the Global Unigueness Attribute Plug-in on the Directory Proxy
Server, instead of enabling the attribute uniqueness plug-in on the Directory Server. For more
information, see the Ping Identity Directory Proxy Server Administration Guide.

To Enable the Unique Attribute Plug-in

1. Determine which attributes must be unique in your data.
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2. Runthedsconfi g tool to enable the plug-in. By default, the plug-in type
property is set to post synchr oni zat i onadd, post synchr oni zat i onmodi fy,
post synchroni zat i onnodi f ydn, pr eoper at i onadd, pr eoper at i onnodi fy, and
pr eoper ti onmodi f ydn. If you want to set one plug-in type, usethe - - set pl ugi n-
t ype: <oper at i on-t ype> option. For example, use - - set pl ugi n-t ype: pr eoper at i onadd
with the following command if you only want to check for attribute uniqueness prior to ADD
operation.

$ bin/dsconfig set-plugin-prop --plugin-nane "U D Unique Attribute" \
--set enabl ed: true

Configuring Unigueness Across Attribute Sets

Attribute uniqueness can be configured across a set of attributes using the mul ti pl e-
attribut e- behavi or property. Thenul ti pl e-attri but e- behavi or property can take the
following values:

e unigue-within-each-attribute - If multiple attributes are specified, then uniqueness will be
enforced for all values of each attribute, but the same value may appear in different attributes
(in the same entry or in different entries). For example, assume you have an existing entry
that has attributes, t el ephoneNurber =123- 456- 7890 and nobi | e=123- 456- 7891. If you set
the unigueness plugin to have - - set “nul ti pl e-at tri but e- behavi or : uni que- wi t hi n-
each-attri bute" and add:

O Anentry with at el ephoneNunber value that matchesthet el ephoneNunber attribute in
the existing entry, then the add request will fail.

O Anentry with anobi | e value that matches the nobi | e attribute in the existing entry, then
that too will fail.

O An entry with the samet el ephoneNurber and nobi | e attribute values (e.g.,
123-456-7893) but differ from the values in the existing entry, then the add request will
succeed.

* unigue-acr oss-all-attributes-including-in-same-entry - If multiple attributes are specified,
then uniqueness will be enforced across al of those attributes, so that if a value appearsin
one of those attributes, that value may not be present in any other of the listed attributes
in the same entry, nor in any of the listed attributes in other entries. For example, assume
you have an existing entry that has attributes, t el ephoneNunber =123- 456- 7890 and
nobi | e=123- 456- 7891. If you set the unigueness plugin to have - - set "nul ti pl e-
attri bute-behavi or: uni que-across-al | -attributes-incl udi ng-i n-sane-entry" and

add:

0O Anentry with at el ephoneNunber vaue (e.g., 123-456-7890) that matches the
t el ephoneNunber attribute in an existing entry, then the add request will fail.

0 An entry with anobi | e value that matches the nobi | e attribute in an existing entry, then
that too will fail.

0 Anentry with anobi | e value (e.g., 123-456-7890) that matches thet el ephoneNunber
attribute in an existing entry, then that will fail.

0O Anentry with at el ephoneNunber value (e.g., 123-456-7891) that matches the nobi | e
attribute in an existing entry, then that too will fail.
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0 Anentry with the samet el ephoneNunber and nobi | e attribute values (e.g.,
123-456-7893) but differ from the values in an existing entry, then the add request will
fail.

* unique-across-all-attributes-except-in-same-entry - If multiple attributes are
specified, then uniqueness will be enforced across all of those attributes, so that if a
value appears in one of those attributes, that value may not be present in any of the listed
attributes in other entries. However, the same value may appear in multiple attributes
in the same entry. For example, assume you have an existing entry that has attributes,
t el ephoneNunber =123- 456- 7890 and nobi | e=123- 456- 7891. |f you set the uniqueness
pluginto have--set "nultiple-attribute-behavior: uni que-across-all-attributes-
except -i n-same-ent ry" and add:

O Anentry with at el ephoneNunber value (e.g., 123-456-7890) that matches the
t el ephoneNunber attribute in an existing entry, then the add request will fail.

0 An entry with anobi | e value that matches the nobi | e attribute in the existing entry, then
that too will fail.

0 Anentry with anobi | e value (e.g., 123-456-7890) that matches thet el ephoneNunber
attribute in an existing entry, then that will fail.

0 Anentry with at el ephoneNunber value (e.g., 123-456-7891) that matches the nobi | e
attribute in an existing entry, then that will fail.

0O An entry with the samet el ephoneNunber and nobi | e attribute values (e.g.,
123-456-7893) but differ from the values in an existing entry, then the add request will
succeed.

To Enable Uniqueness Across Attribute Sets

» Usedsconfi g to configure the UID Unique Attribute plug-in to apply across multiple
attributes. Themul ti pl e-at tri but e- behavi or property isset to "uni que-wi t hi n- each-
attribute", whichindicates that uniqueness will be enforced for all values of each attribute
(e.g., t el ephoneNunber =123- 456- 7890 and nobi | e=123- 456- 7891), but the same value
(e.g., either 123-456-7890 or 123-456-7891) may appear in different attributes in the same
entry or in different entries.

$ dsconfig create-plugin \
--plug-in "Uni que tel ephoneNunber and nobile" \
--type "unique-attribute" \
--set "enabl ed:true" \
--set "type:tel ephoneNunber” \
--set "type:nmobile" \
--set "multiple-attribute-behavior:unique-wthin-each-attribute" \
- - no- pr onpt

Working with the Last Access Time Plug-In

The Last Access Time plug-in is used to record the timestamp of the last activity targeting an
entry. The plug-in updates the ds- 1 ast - access-t i me attribute of the entry when it is accessed
by an add, bind, compare, modify, modify DN, or search operation.

The plug-in can be used with the Directory Server Uncached Attribute Criteria, or any
application that needs to determine how recently an entry has been accessed. The plug-in al'so
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enables defining request criteriato limit the scope of tracking the last access time. The max-
search-resul t-entri es-to-updat e property also prevents mass updates of ds- | ast - access-
ti me when searches contain many results, but may not reflect end-user access. Consider the
following when using this plug-in:

The plugin should be enabled on all serversthat have the same configuration.

Anupdated ds- | ast - access-ti me attribute value is replicated like any other change to an
entry.

Theds- I ast - access- ti me attribute is not returned from a search, unlessincluded in the
attributes list explicitly, or given the "+" specification for operational attributes.

Theds-1 ast - access-ti nme value format isyyyyMwdHHmss. SSS' ', which provides
millisecond-level accuracy, such as20131207144135. 821Z.

Theds- I ast - access-t i ne atribute can be indexed with alocal database index. The
ordering index type is the most relevant, but may require a higher index entry limit
(default is 4000) to accommodate searches for entries that have not been accessed in
along period of time. The ordering index type, with a short time range or high index
entry limit, will result in indexed search results for requests such as (ds- | ast - access-
ti me>=20131207144135. 8212) .

Important: Deployments prior to version 4.5 using the last access time
plug-in should disable the plug-in before upgrading, and then re-enable the

0. plug-in once the update is complete. If servers are running different versions,
thel ast - access-ti me updates may occur with a higher frequency than
intended.

Working with the Pass Through Authentication Plug-In

The Pass Through Authentication plugin is used to delegate bind operations to remote LDAP
servers by forwarding simple bind requests to an external LDAP server, including Active
Directory. The plugin can be configured to attempt alocal bind, set or update alocal password,
and bypass local password policies to ensure remote passwords are migrated.

Consider the following when using this plugin:

The plugin should be enabled on all serversthat have the same configuration.

Remote servers accepting a forwarded bind request may require connection security, such as
asecure StartTLS or LDAPS TL'S connection.

Carefully consider how password changes and password resets are handled. Updating a
password in the Directory Server may result in divergent passwords between the local and
remote server. The Data Sync Server can be used to synchronize passwords between servers,
if needed.
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» The plugin only updates local passwordsif the forwarded simple bind is successful. Expired
passwords on aremote server may return an invalid credentials error causing the overall bind
operation to fail.

» Multiple remote servers can be specified. Theser ver - access- node property determinesiif
the servers are accessed in round-r obi n, f ai | over - on- unavai | abl e, Or f ai | over - on- any-
fai | ure modes. The default server access modeisr ound- r obi n.

e Theupdat e- 1 ocal - passwor d property indicates whether the local password value should
be updated to the value used in the bind request, in the event that the local bind fails but the
forwarded bind succeeds. A local entry must previously exist in order to update passwords.

e Theal | ow | ax- pass-t hr ough- aut hent i cat i on- passwor ds property indicates whether
updates to the local password value should accept passwords that do not meet local password
policy requirements.

* Theconnection-criteria property specifies aset of connection criteriathat must match the
client associated with the local bind request for the bind to be forwarded to the remote server.

e Therequest-criteria property specifiesaset of request criteria that must match the local
bind request or alocal target entry for the bind to be forwarded to the remote server.

* Thedn- map property specifies one or more DN mappings that can be used to transform bind
DNs before attempting to forward the bind to remote servers.

* Thesear ch-base- dn property is used when searching for aremote user entry using afilter
constructed from the pattern defined in the search-fil ter - pat t er n property. It isnot
possible to configure both a DN map and search filter pattern. If neither a DN map nor a
search filter pattern is defined, then user entries are expected to have the same DN in the
local server and the remote servers.

Supporting Unindexed Search Requests

By default, the Directory Server denies all unindexed search requests, except for those issued
by the bind DNs that have the uni ndexed- sear ch privilege. This default behavior keeps the
server from tying up worker threads on time-consuming, unindexed searches. However, you
can turn off the enforcement of the uni ndexed- sear ch privilege to allow any client to perform
an unindexed search. To do this, set the di sabl ed- pri vi | ege global configuration property to
uni ndexed- sear ch asfollows:

$ bin/dsconfig set-gl obal -configuration-prop \
--set disabl ed-privilege: uni ndexed- sear ch

If you choose to allow unindexed searches, you may want to cap the maximum number of
concurrent unindexed search requests using the maxi mum concur r ent - uni ndexed- sear ches
global configuration property. Y ou configure this property using dsconf i g asfollows:

$ bin/dsconfig set-gl obal -configuration-prop \
--set maxi mum concurrent - uni ndexed- sear ches: 2

Y ou can limit unindexed search privileges for particular clients using the allow-
unindexedsearches property of the Client Connection Policy. For more information about
configuring Client Connection Policies, see “Configuring Client Connection Policies’.
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Sun/Oracle Compatibility

For companies that are migrating from a Sun/Oracle server to the Ping Identity Directory
Server, the Ping ldentity Directory Server providesadsconfi g batch file, sun- ds-

conpati bility. dsconfi g, which describes the various components that can be configured to
make the server exhibit behavior closer to a Sun/Oracle configuration.

Administrators can use the sun- ds- conpat i bi | i ty. dsconfi g batch file to apply the Directory
Server’'s configuration with the necessary dsconf i g commands. Simply uncomment the
example commands listed in the file, and then run the dsconf i g command specifying the batch
file. Note that this batch file is not comprehensive and must be used together with the ni gr at e-
sun-ds- confi g tool, located in the bi n folder (or bat folder for Windows systems) during the
migration process. Both the tool and the batch file overlap in some areas but provide good initia
migration support from the Sun/Oracle server to an PingData server.

Another useful tool istheni gr at e- | dap- schena tool in the bi n folder (or bat folder for
Windows systems), which migrates schema information from an existing LDAP server onto this
instance. All attribute type and object class definitions that are contained in the source LDAP
server will be added to the targeted instance or written to a schemafile.

To Configure the Directory Server for Sun/Oracle Compatibility

1. From the Directory Server server root directory, open the sun- ds- conpat i bility. dsconfig
fileinthedocs folder. Y ou can use atext editor to view thefile.

2. Read thefile completely.

3. Apply any changes to the file by removing the comment symbol at any dsconfi g command
example, and then applying the dsconf i g command specifying the batch file.

$ bin/dsconfig --no-pronpt --bindDN "cn=Directory Manager" \
- - bi ndPassword "password" --batch-file /path/to/dsconfig/file

4. Runtheni grat e- I dap- schema tool to move the schema definitions on the source server to
the destination PingData server.
$ bin/m grate-|dap-schema

5. Next, runtheni gr at e- sun- ds- conf i g tool to see what differences exist in the PingData

configuration versus the Sun/Oracle configuration. On the Ping Identity Directory Server, run
the following command:

$ bin/m grate-sun-ds-config

6. Test the server instance for further settings that may not have been set with the batch file, the
m gr at e- | dap- schema tool, or the ni gr at e- sun- ds- confi g tool.
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7. If you notice continued variances in your configuration, contact your authorized support
provider.
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Chapter

Configuring Soft Deletes

The Ping Identity Directory Server (version 3.2.4 or later) supports a soft-del ete feature that
preserves a deleted entry's attribute and uniqueness characteristics to alow it to be undeleted or
permanently removed at alater date.

This chapter introduces the following topics:

Topics:

* About Soft Deletes

* General Tips on Soft Deletes

e Configuring Soft Deletes on the Server

» Searching for Soft Deletes

* Undeleting a Soft-Deleted Entry Using the Same RDN
* Undeleting a Soft-Deleted Entry Using a New RDN
* Modifying a Soft-Deleted Entry

» Hard Deleting a Soft-Deleted Entry

« Disabling Soft Deletes as a Global Configuration

» Configuring Soft Deletes by Connection Criteria

e Configuring Soft Deletes by Request Criteria

» Configuring Soft Delete Automatic Purging

* Summary of Soft and Hard Delete Processed

