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PingID is a cloud-based, adaptive multi-factor authentication (MFA) solution that is part of PingOne for Workforce, a
comprehensive cloud authentication authority.

The PingID documentation contains everything you need to know as an administrator and as an end user.

R Release Notes

* General

< All

B Get started with PingID (Admin)

* Introduction to PingID

* Overview of PingID authentication types

* PingID required domains, URLs, and ports
* The PingID dashboard

« Starting a PingOne trial 3

& Use PingID (Admin)

+ Configure the PingID service

+ Configure PingID authentication

* PingID policy

* Add your branding to PingID

* PingID Offline MFA

* PingID User Life Cycle Management

* PingID Reporting
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B Learn More
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Review release notes for features and improvements in PingID.

The PinglD general release notes summarize the changes in current and previous product updates.

PingID general release notes

Subscribe for automatic updates: B PingID general release notes RSS Feed

New features and improvements in PingID

June 2025
New features and improvements in PingID implemented in June 2025.

June 30

New version of PingID mobile app for Android - 3.3.2

PingID mobile app

Learn more in Mobile app 3.3.2 (June 30, 2025) Android

June 29

New version of PingID mobile app 3.3.0

Ping|D mobile app

* For iOS changes, learn more at Mobile app 3.3.0 (June 29, 2025) iOS
+ For Android changes, learn more in Mobile app 3.3.1 (June 29, 2025) Android

June 10

New version of PingID integration for Windows login (version 2.12)

PingID Integration for Windows login

Learn more at PingID integration for Windows login 2.12 (June 10, 2025).

June 3

New version of PingID integration for Windows login - passwordless (version 1.7)

PingID Integration for Windows login

For details, see PinglID integration for Windows login (passwordless) 1.7 (June 3, 2025).
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May 2025
New features and improvements in PingID implemented in May 2025.

May 8

New version of PingID integration for Mac login (version 1.3.4)

PingID Integration for Mac login

For details, see PinglID integration for Mac login 1.3.4 (May 8, 2025).

April 2025
New features and improvements in PingID implemented in April 2025.
April 3

New version of PingID mobile app 3.2.0

Ping|D mobile app

* For iOS changes, learn more in Mobile app 3.2.0 (April 3, 2025) iOS

+ For Android changes, learn more in Mobile app 3.2.0 (April 3, 2025) Android

March 2025
New features and improvements in PingID implemented in March 2025.

March 27
Format of phone numbers in Mexico

[

The format of Mexican phone numbers that was used prior to August 2019 (adding "1" before the area code) is no longer
supported.

March 10

New version of PingID mobile app 3.1.0

PingID mobile app

+ For iOS changes, learn more in Mobile app 3.1.0 (March 10, 2025) iOS

+ For Android changes, learn more in Mobile app 3.1.0 (March 10, 2025) Android
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February 2025
New features and improvements in PingID implemented in February 2025.

February 27

New version of PingID Integration Kit 2.28.

PingID Integration kit for PingFederate

A new version of PinglID Integration Kit 2.28 is released with a new version of PingID RADIUS PCV 3.1.0, and a new version of
PingID adapter 2.16.

Learn more in PingID Integration Kit 2.28 (February 27, 2025)

February 16

New version of PingID mobile app 3.0.1 (Android only)

PingI|D mobile app

Learn more in Mobile app 3.0.1 (February 16, 2025) Android

January 2025
New features and improvements in PingID implemented in January 2025.

January 28

New version of PingID mobile app 3.0

PingID mobile app

* For iOS changes, learn more in Mobile app 3.0 (January 28, 2025) iOS
* For Android changes, learn more in Mobile app 3.0 (January 28, 2025) Android

January 23

New version of PingID desktop app 1.8.0

PingID desktop app

For details see Desktop app 1.8.0 (January 23, 2025).
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January 7

Added informative instructions to Timed Out message for users with no paired FIDO devices

We've added instructions to the Timed Out message to help users who attempt to sign on when they don't have a FIDO2
biometrics device paired with their account. The Timed Out message now informs them that to authenticate, they must register a
FIDO device and respond to authentication requests within 15 seconds.

Added ability to authenticate with backup device directly from authentication Error and Time Out screens

We've added a link on the authentication Error and Time Out screens that enables users who don't have their paired device to
authenticate with their backup device directly from those screens. This option appears only if they have a backup device
configured for their account.

Added explanation for what to do if all user devices are blocked and user is unable to authenticate

If all of a user’s paired devices are blocked, there's now a message informing the user that they must contact their organization’s
administrator to unblock their device.

December 2024

New features and improvements in PingID implemented in December 2024.

December 16

Additional fields added to the PingID subscriptions report

To help admins identify transactions in PinglID that correlate with transactions in PingFederate, we've added the following fields to
the PingID subscriptions report:

* externaltransactionid

* externalsessionid

November 2024

New features and improvements in PingID implemented in November 2024.
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November 21

New version of PingID Mobile app 2.7.0

PingID mobile app

iOS changes

Android changes.

November 20

Authentication stalls with Safari on iOS 18 and later

STAGING-24864 PingID

On mobile devices running iOS 18.0 or later, if the authentication process started in Safari and the user then left the browser to
carry out MFA, there were cases where the authentication appeared to have stalled when the user returned to the browser. This
issue has been fixed.

November 10

PPM expiry period reduced to 15 minutes

Info

PingID

Release Notes

On November 3rd 2024, the grace period for expired PPM requests was reduced to 15 minutes. The grace period will be further
reduced in the future.

October 2024

New features and improvements in PingID implemented in October 2024.

October 27

New version of PingID Mobile app 2.6.0

Ping|D mobile app

For iOS changes, see Mobile app 2.6.0 (October 27, 2024) iOS.

For Android changes, see Mobile app 2.6.0 (October 27, 2024) Android.

September 2024

New features and improvements in PingID implemented in September 2024.
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September 29

PPM expiry validation fix

[ Info [ STAGING-24153 ] let4IDl \We've fixed a security vulnerability where, under certain conditions, the PPM Request validity

period was extended.

To minimize interruption to existing clients, there will be a 30-minute grace period for expired PPM requests, until November 1st,
when the grace period will be reduced to 15 minutes.

September 2

PingID API - error message for edituser

[Info [ STAGING-21611 ] PingID

For PingID environments that have been integrated into PingOne, you cannot use the edituser endpoint from the PingID API to
modify user details. The error message that is returned in such situations has been improved to clearly indicate why the action
cannot be carried out.

August 2024
New features and improvements in PingID implemented in August 2024.

August 26

Adding grace period when requiring users to upgrade to new version of PingID

When enabling version update notifications, we've added a 7-day grace period during which users are not notified of the
requirement to upgrade to the latest version of PingID mobile app. This is to provide enough time for the new version to be
added to the relevant app stores before users are notified of the requirement to upgrade to the latest version.

August 5

Improved FIDO2 (passkey) authentication when using Safari Browser

We've improved the authentication experience for users authenticating with a Passkey device through a Safari browser. It is no
longer necessary to trigger the authentication flow by clicking a Continue button. The flow is now triggered automatically. Learn
more in Configuring FIDO2 authentication for PingID.

Organization token subscription information included in PingID audit events
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The organization token field is now included in the PingID audit event information that is reported through the PingOne
subscription facility.

@ Note

* This field is only available when integrating with PingFederate.
* This field is not available for PingID Mobile app or PingID desktop app pairing events.

August 4

PingID browser cookie update - Google Chrome

Info PingID

In light of the announcement from Google that they are not continuing with their planned rollout of the Privacy Sandbox(,
PingID will stop using CHIPS (Cookies Having Independent Partitioned State) cookies for customers who have enabled support for
iFrames via customer support. The use of cookies has thus been restored to the approach used prior to the change made in
February 2024, described here (.

August 1

New version of PingID Mobile app 2.5.0

For iOS changes, see Mobile app 2.5.0 (August 1, 2024) iOS.

For Android changes, see Mobile app 2.5.0 (August 1, 2024) Android.

June 2024

New features and improvements in PingID implemented in June 2024.

June 25

New version of PingID Integration Kit 2.27.

PingID Integration kit for PingFederate

A new version of PingID Integration Kit 2.27 is released with a new version of PingID Adapter 2.15.0. For more information, see
PingID Integration Kit 2.27 (June 25, 2024).

June 20

New version of PingID integration for Windows login - passwordless (version 1.6.1)

For details, see PinglID integration for Windows login (passwordless) 1.6.1 (Jun 20, 2024).
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June 18

New version of PingID Mobile app 2.4.0

For iOS changes, see Mobile app 2.4.0 (June 18, 2024) iOS.
For Android changes, see Mobile app 2.4.0 (June 18, 2024) Android.

June 9

New version of PingID Mobile app 2.3.0

For iOS changes, see Mobile app 2.3.0 (June 9, 2024) iOS.

For Android changes, see Mobile app 2.3.0 (June 9, 2024) Android.

PingID general release notes (older releases)

New features and improvements in PingID implemented prior to 2024.

May 2024
New features and improvements in PingID implemented in May 2024.

May 30

New version of PingID integration for SSH (version 4.3.0)

PingID SSH integration

For details, see PingID SSH Integration 4.3.0 (May 30, 2024).

May 28
New version of PingID integration for Windows login - passwordless (version 1.6)

PingID Integration for Windows login

For details, see PinglID integration for Windows login (passwordless) 1.6 (May 28, 2024).

May 27

Aggregate passkey devices per user during authentication
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We've added the ability to aggregate all FIDO2 devices associated with a user’s account during authentication. This simplifies
authentication, as the user is presented with a single FIDO2 authentication method representing all of their paired FIDO2 devices,
rather than seeing each device listed separately. If the user chooses to authenticate with the aggregated FIDO2 authentication
method, the OS of the accessing device selects the most appropriate method for them to use to authenticate.

Learn more at Creating a FIDO policyJ in the PingOne Cloud Platform documentation.

May 5

New version of PingID Mobile app 2.2.0

PingID mobile app

For iOS changes, see Mobile app 2.2.0 (May 5, 2024) iOS.

For Android changes, see Mobile app 2.2.0 (May 5, 2024) Android.

April 2024
New features and improvements in PingID implemented in April 2024.
April 18

Integration of a PingID account with PingOne - support for FIDO2 authentication method

If you have a PingID account that has been integrated with PingOne, you can now update it to support the FIDO2 authentication
method. This allows you to benefit from the full range of options in the enhanced FIDO2 policy.

This feature is not yet supported for DaVinci productized flows.

Learn more: see Updating a PingID account to use PingOne FIDO2 policy for Passkey support and Configuring FIDO2
authentication for PingID.

April 2

New version of PingID Mobile app 2.1.0

PingI|D mobile app

For iOS changes, see Mobile app 2.1.0 (April 2, 2024) iOS.

For Android changes, see Mobile app 2.1.0 (April 2, 2024) Android.

March 2024

New features and improvements in PingID implemented in March 2024.
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March 26

Notification limit enforcement for number-matching failures

STAGING-22312

Failed number-matching attempts are now counted toward the push notification limit defined in the Limit Push Notification rule.

March 19

New version of PingID integration for Mac login (version 1.3.3)

PingID Integration for Mac login

For details, see PinglID integration for Mac login 1.3.3 (March 19, 2024).

March 4

New version of PingID mobile app for iOS (2.0.1)

PIM-6433 PingID mobile app

We've released an important fix for PingID mobile app iOS users. For details, For details, see iOS

March 3

Brand new version of PingIlD mobile app 2.0

PingID mobile app

We've totally revamped the PinglD mobile app to bring you a more secure, user-friendly, and feature-rich version. We've also
added PingOne Verification capabilities to the app. For details, see:

+i0S

* Android

February 2024
New features and improvements in PingID implemented in February 2024.

February 21

New version of PingID integration for Windows login (version 2.11)

PingID Integration for Windows login

For details, see PinglID integration for Windows login 2.11 (February 21, 2024).
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Allow users to manage their devices

The Client Integration page in the admin portal now includes an option called Enable Device Management for both the
integration with Windows login and the integration with Mac login. If you select this option, users can manage their devices from
their Devices page, and they can also register their device the first time they try to access a resource that requires authentication
("on-the-fly registration"). See Windows and Mac login.

February 6

New version of PingID integration for Windows login - passwordless (version 1.5.1)

New PingID Integration for Windows login

For details, see PinglID integration for Windows login (passwordless) 1.5.1 (February 6, 2024).

February 5

PinglID browser cookie update for Google Chrome

To comply with changes to Google Chrome's use of third-party cookies, we've implemented CHIPS (Cookies Having Independent
Partitioned State) functionality in PingID browser cookies.

« SameSite cookie attribute support: Partitioned cookies are applied for customers that enable support for PingID to run in
iframes, also known as SameSite cookies support.

« iframe support: iframe support cannot be enabled from the admin console. To enable iframe support in PingID, contact
your customer support representative.

January 2024

New features and improvements in PingID implemented in January 2024.

January 17

New version of PingID integration for Mac login (version 1.3.2)

PingID Integration for Mac login

For details, see PinglID integration for Mac login 1.3.2 (January 17, 2024).

December 2023

New features and improvements in PingID implemented in December 2023.
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December 6

New version of PingID integration for Mac login (version 1.3.1)

PingID Integration for Mac login

For details, see PinglID integration for Mac login 1.3.1 (December 6, 2023).

December 3

New version of PingID Mobile app 1.39

PingIlD mobile app

For iOS changes, see Mobile app 1.39 (December 3, 2023) iOS.

For Android changes, see Mobile app 1.39 (December 3, 2023) Android.

November 2023
New features and improvements in PingID implemented in November 2023.

November 21

New version of PingID integration for Windows login (version 2.10.2)

New PingID Integration for Windows login

For details, see PinglID integration for Windows login 2.10.2 (November 21, 2023).

October 2023
New features and improvements in PingID implemented in October 2023.

October 30

New version of PingID integration for Windows login - passwordless (version 1.5)

New PingID Integration for Windows login

For details, see PingID integration for Windows login (passwordless) 1.5 (October 30, 2023).

October 9

Number matching details in the user code screen

PingID Administration Guide
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We've updated the UX text in the Use Code screen to improve clarity so that if a user chooses to use an OTP (one-time passcode)
when authenticating, they retain the option to authenticate by number matching if required.

September 2023
New features and improvements in PingID implemented in September 2023.

September 26

New version of PingID Mobile app 1.38

PingID mobile app

For iOS changes, see Mobile app 1.38 (September 26, 2023) iOS.
For Android changes, see Mobile app 1.38 (September 26, 2023) Android.

September 19

New version of PingID Integration Kit 2.26.

PingID Integration kit for PingFederate

A new version of PingID Integration Kit 2.26 is released with a new version of PingID RADIUS PCV 3.0.4. For more information, see
PingID Integration Kit 2.26 (September 19, 2023).

Intermittent enforcement of SMS and voice limits

STAGING-19252 PinglD

We've fixed an issue that sometimes prevented the enforcement of SMS and voice limits.

September 18

New version of PingID integration for Windows login (version 2.10.1)

PingID Integration for Windows login

For details, see PingID integration for Windows login 2.10.1 (September 18, 2023).

Issue logging on to Windows login using a Security Key in AU region when offline

STAGING-17704 PingID

We've fixed an issue that was preventing Windows login users whose PingID regional data center is located in Australia (AU
region) from authenticating using a Security Key when offline. This issue is fixed for all users after they successfully authenticate
online at least once using their security key.
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September 14

Device IP address subscription information included in PingID audit events

The IP address of the accessing device is now included in the PingID audit event information that is reported through the PingOne
subscription facility.

VPN/SSH policy syntax updated

We've updated the name of the VPN/SSH policy in the admin portal to RADIUS PCV and SSH, for clarity. For details, see
Configuring a RADIUS PCV and SSH access policy

September 12

Limit Push Notification rule update

To improve clarity, we've updated the Ul for the Limit Push Notifications rule. We've also updated our documentation to explain
how the rule is implemented in more detail. For information see Configuring a limit push notifications rule.

August 2023
New features and improvements in PingID implemented in August 2023.

August 14

Issue scrolling down from Registration and Change Devices window

STAGING-19975 PinglD

We've fixed an issue that was preventing users from scrolling down from the Registration window or the Change Devices window,
when viewed from a web browser on a small screen.

August 2

New version of PingID Integration for Mac login (version 1.3.0)

PingID Integration for Mac login

For details, see PingID integration for Mac login 1.3.0 (August 2, 2023).

July 2023

New features and improvements in PingID implemented in July 2023.
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July 26

Security key authentication failure when adding new Google account on Android

STAGING-20031 PingID

There were cases where PingID authentication with a security key failed when the user was trying to add a new Google account to
their Android device. This issue has been fixed.

July 25

New version of PingID integration for Windows login - passwordless (version 1.4)

PingID Integration for Windows login

For details, see PingID integration for Windows login (passwordless) 1.4 (July 25, 2023).

July 18

SMS delivery code enhancement

To avoid SMS delivery issues associated with the use of Long Codes (LC) in some US territories, and to improve resiliency, Ping
Identity’s SMS service now uses short codes (SC) and Toll-Free Numbers (TFN) only.

July 17

Support ID added to general error messages

To help the Ping Identity support team to identify the relevant log entries and troubleshoot customer issues more effectively,
we've added a Support ID to all general error messages in PingID.

PingID user guide restructured

We've restructured the PingID user guide to reflect the user journey - pairing and then authenticating with PingID. We've also
streamlined the topic structure to focus on authentication methods, rather than platforms.

July 11

Support of FIDO2 security key device redirection with Windows RDP

Windows login now supports FIDO2 security keys redirection when using Windows 10 Remote Desktop Protocol (RDP) or later.
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June 2023

New features and improvements in PingID implemented in June 2023.

June 27

Number matching details added to the Use Code screen

We've added details of the number required to complete a number-matching flow to the One-time passcode (OTP) screen. This
can be helpful in the event that a user who is prompted to authenticate using number matching clicks the Use Code option
before completing authentication, as they are still able to view the relevant number and complete the number-matching flow.

June 22

New version of PingID Integration Kit 2.25.

PingID Integration kit for PingFederate

A new version of PingID Integration Kit 2.25 is released with a new version of PingID Adapter 2.14. For more information, see
PingID Integration Kit 2.25 (June 22, 2023).

June 15

New version of PingID Mobile app 1.37

PingI|D mobile app

For iOS changes, see Mobile app 1.37 (Jun 15, 2023) iOS.
For Android changes, see Mobile app 1.37 (June 15, 2023) Android.

June 8

Enhancements when connecting PingID and PingOne

We've enhanced the process of connecting an existing PingID organization to a new PingOne environment:

+ Before starting the process of connecting PingID and PingOne, PingID now performs a verification check to ensure that the
license for the relevant PingOne organization is valid, and is sufficient to support the number of PingID users.

If the license is not valid, or the number of users required exceeds the number of users permitted by the organization’s
PingOne license, the process is stopped. An audit message is included in the admin activity report in PingID. Customers
should contact their support representative to extend their license if required, and then restart the connecting process.

+ New audit events are included in the admin activity report in PingID to enable Administrators to review the
synchronization status and follow up in case of any possible failures.
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June 6

New version of PingID integration for Windows login (version 2.10)

PingID Integration for Windows login

For details, see PinglID integration for Windows login 2.10 (June 6, 2023).

PingID "Forgot your device?" backup authentication link unavailable

STAGING-16966 PingID

Fixed an issue that was causing the Forgot your device? link to disappear from the authenticating screen, even when at least one
authentication method was configured for backup authentication in the web portal, and the relevant rule action was configured
in PingID policy.

May 2023
New features and improvements in PingID implemented in May 2023.

May 30

PinglID User Guide standalone

We've moved the PingID User Guide out of the PingIlD Administration Guide so that it is easier for end users to access. You can
find it on the Read the Docs( page here(Z.You'll also find a link to it at the end of the PingID Administration Guide .

May 22

DVORAK keyboard layout support for YubiKey (OTP)

We've added support for the DVORAK keyboard layout when using Yubikey (OTP) devices. NOTE: The same keyboard layout used
to register your device must be used when authenticating with that device.

May 18

Support for ECC algorithm with WebAuthn APIs for Windows Hello

PingID now supports the ECC algorithm in TPM attestation, in addition to the RSA algorithm. NOTE: ECC public keys require
Windows 11 22H2 or later.
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May 3
New version of PingID Mobile app 1.36.1 (Android)

PingID mobile app

For details, see Mobile app 1.36.1 (May 3, 2023) Android.

May 2

New version of PingID desktop app 1.7.5

PingID desktop app

For details see Desktop app 1.7.5 (May 2, 2023).

April 2023

New features and improvements in PingID implemented in April 2023.

April 24

New version of PingID Mobile app 1.36

PingID mobile app

For iOS changes see Mobile app 1.36 (April 24, 2023) iOS.
For Android changes see Mobile app 1.36 (April 24, 2023) Android.

April 18

PingID Connector

PingID Administration Guide

We've enhanced the PingID Connector to enable the user to enter their One-time Passcode (OTP) when triggering Multi-factor
Authentication (MFA). It's now possible for the user to enter a TOTP/HOTP-generated OTP when starting authentication using the

Create Device Authentication endpoint.

Support for SMS and Voice calls to Kosovo

We've added Kosovo to the list of countries that support one-time passcode SMS and Voice calls.

Copyright © 2025 Ping Identity Corporation



PinglD Administration Guide Release Notes

April 4

PinglID policy Limit Push Notification rule issue

PID-13054 PingID

Fixed an issue that was preventing the Limit Push Notification rule from triggering in certain situations.
April 3

New version of PingID Mobile app 1.35

PingIlD mobile app

For iOS changes see Mobile app 1.35 (April 3, 2023) iOS.

For Android changes see Mobile app 1.35 (April 3, 2023) Android.

February 2023
New features and improvements in PingID implemented in February 2023.

February 28

Number matching authentication method

We've added the ability to authenticate by displaying a number on the user’s accessing device and prompting the user to select
the corresponding number in PingID mobile app.

This feature is supported on PingID mobile app 1.34 and later.

@ Note

If your policy includes number matching as the sole authentication method, users running PingID mobile app 1.33 or
earlier will not be able to authenticate.

Number matching can only be used for web-based authentication requests. It should not be used for CLI and text-based
authentication.

For information, see Configuring number matching authentication, Authenticating by number matching(, and PingID
Authentication APIZ,

February 21

Limit push notifications rule
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To reduce the likelihood of a user acknowledging a malicious push notification as part of an MFA fatigue attack, we've added a
new rule that enables you to limit the number of push notifications the user can receive within a given time period. This rule
appears under PinglID policy settings and is available for Web authentication only.

For information see:
+ Configuring a limit push notifications rule in the PingID Administration Guide.
« Limit push notifications rule in the PingID API Guide.

New version of PingID Integration Kit 2.24.

PingID Integration kit for PingFederate

A new version of PingID Integration Kit 2.24 is released with a new version of PingID RADIUS PCV 3.0.3. For more information, see
PingID Integration Kit 2.24 (February 21, 2023).

February 20

New version of PingID Mobile app 1.34

PingID mobile app

For iOS changes see Mobile app 1.34 (February 20, 2023) iOS.
For Android changes see Mobile app 1.34 (February 20, 2023) Android.

February 14

New version of PingID Integration for Mac login (version 1.2)

PingID Integration for Mac login

For details, see PinglID integration for Mac login 1.2 (February 14, 2023).

February 7

Versioning of PingID policies

Policy collections are now assigned a version number to prevent policies from being modified simultaneously by multiple
administrators. Each time the existing policies are modified, the version number is incremented. If the version number sent in an
API request does not match the current version number, an error is returned. For details, see the documentation for the Web
Authentication Policy APIZ.

PinglID language support
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PingID now supports the following additional languages:
+ Czech
+ Polish

* Hungarian

January 2023

New features and improvements in PingID implemented in January 2023.

January 31

New version of PingID Integration Kit 2.23.

PingID Integration kit for PingFederate

A new version of PinglID Integration Kit 2.23 is released with a new version of PingID RADIUS PCV 3.0.2. For more information, see
PingID Integration Kit 2.23 (January 31, 2023).

January 29

New version of PingID Mobile app 1.33

PingID mobile app

For iOS changes see Mobile app 1.33 (January 29, 2023) iOS.
For Android changes see Mobile app 1.33 (January 29, 2023) Android.

January 23

New version of PingID desktop app 1.7.4

PingID Desktop app

A new version of PingID desktop app 1.7.4 is released. For more information, see Desktop app 1.7.4 (January 23, 2023).

January 17

New version of PingID Integration Kit 2.22

PingID Integration kit for PingFederate

A new version of PingID Integration Kit 2.22 is released with a new version of PingID Adapter 2.13.2. For more information, see
PingID Integration Kit 2.22 (January 17, 2023).
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January 9

New version of PingID Mobile app 1.32

PingID mobile app

For iOS changes see Mobile app 1.32 (January 9, 2023) iOS.
For Android changes see Mobile app 1.32 (January 9, 2023) Android.

January 3

New version of PingID integration for Windows login (version 2.9)

PingID Integration for Windows login

For details, see PinglID integration for Windows login 2.9 (January 3, 2023).

New version of PingID Integration Kit 2.21

PingID Integration kit for PingFederate

A new version of PinglID Integration Kit 2.21 is released with a new version of PingID Adapter 2.13.1. For more information, see
PingID Integration Kit 2.21 (January 3, 2023).

New PingID connector flows

Following the release of the new PingID DaVinci connector, we've added the following out-of-the-box flows:
* PingID registration sub-flow
* PingID authentication sub-flow (&

For more information, see the PinglD connector(J documentation.

December 2022

New features and improvements in PingID implemented in December 2022.

December 15

PingID connector

The new PingID connector is available. This connector includes an increased set capabilities and is based on the PingOne API, and
replaces the previous PingID connector (now called PingID Legacy Connector). For information, see PingID connector .
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User Detailed Status Reports expanded

We've added the following new fields to theUser Detailed Status Report:

+ fidoBackupEligibility (boolean): Indicates whether the FIDO device (FIDO biometrics, or FIDO security key) supports
credentials backup to the cloud.

+ fidoBackupState (boolean): Indicates whether the FIDO device credentials are backed up to the cloud.
For devices that are already paired with PingID, these fields are updated on the fly.

December 14

PinglID Activity report FIDO2 metadata expanded

We've expanded the metadata that relates to FIDO2 biometrics devices and security keys in the PingID Activity report, and
improved the format in which it is presented.

December 13

New version of PingID Mobile app 1.31

Ping|D mobile app

For iOS changes see Mobile app 1.31 (December 13, 2022) iOS.
For Android changes see Mobile app 1.31 (December 13, 2022) Android.

Support of PinglD mobile app PIN code

PingID now supports the use of a PIN code on the PingID mobile app. Admins can require PIN codes for devices that do not have
a device PIN only, or for all devices. This feature is supported by PinglD mobile app 1.31 or later. For information, see Configuring
the PingID mobile app PIN.

Notify users of new PingID mobile app versions

PingID now enables you to notify your users that a new version of PinglD mobile app is available. You can make updates
mandatory, or optional, and specify the minimum version from which users are notified that an update is available. This feature is
supported by PingID mobile app 1.31 or later. For information, see Enabling PingID mobile app update notifications.
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November 2022

New features and improvements in PingID implemented in November 2022.

November 29

New version of PingID Integration for Mac login (version 1.1.2)

PingID Integration for Mac login

For details, see PinglID integration for Mac login 1.1.2 (November 29, 2022).

November 22

New version of PingID Integration Kit 2.20

PingID Integration kit for PingFederate

A new version of PinglD Integration Kit 2.20 is released with a new version of PingID Adapter 2.13. For more information, see
PingID Integration Kit 2.20 (November 22, 2022).

November 14

User Verification discouraged

To reduce friction to the user authentication flow, we've added the option to skip user verification. This feature is currently
available to web users only. It will be available to Windows login users in a future version of Windows login.

For details, see (Legacy) Configuring security key authentication.

November 13

Uploading / revoking OATH tokens with the PingID API

A new endpoint ( createorgtokens ) has been added to the PingID API to allow you to upload a list of OATH tokens that can then
be mapped to individual users.

There is also a new endpoint ( revokeorgtokens ) that can be used to revoke one or more OATH tokens that you previously
uploaded for use.

For details, see the new sections added under OATH token management (.
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November 3

New version of PingID RADIUS PCV 3.0.1

PingID Integration kit for PingFederate

Release Notes

A new version of PingID Integration Kit 2.19 is released with a new version of RADIUS PCV 3.0.1. For more information, see PingID

Integration Kit 2.19 (November 3, 2022).

New version of PingID integration for Windows login - passwordless (version 1.3)

PingID Integration for Windows login

For details, see PinglID integration for Windows login (passwordless) 1.3 (November 3, 2022).

October 2022
New features and improvements in PingID implemented in October

October 25

New version of PingID Mobile app 1.30

PingID mobile app

For iOS changes see Mobile app 1.30 (October 25, 2022) iOS.

For Android changes see Mobile app 1.30 (October 25, 2022) Android.

September 2022
New features and improvements in PingID implemented in September 2022.

September 29

Added a second voice provider to improve reliability

As part of the ongoing effort to improve the reliability of voice-based authentication, a second voice provider has been added for

PinglID.

September 15

New version of PingID Mobile app 1.29

PingID mobile app

For iOS changes see Mobile app 1.29 (September 15, 2022) iOS.

Copyright © 2025 Ping Identity Corporation




Release Notes PinglD Administration Guide

For Android changes see Mobile app 1.29 (September 15, 2022) Android.

September 13

SMS service resiliency for Canada

As part of the ongoing effort to improve the reliability of SMS-based authentication, a Canadian short code number is now being
used for all SMS messages sent within Canada.

August 2022
New features and improvements in PingID implemented in August 2022.

August 31

Enforce PingOne FIDO policy for PingID

You can now choose to enforce PingOne FIDO policy for PingID during authentication and registration flows.

@ Note

This feature is only available for organizations that are using a PingID environment that is integrated with PingOne or
created by PingOne.
Only the default PingOne FIDO policy is enforced. For information, see (Legacy) Configuring the FIDO2 security key
for PinglID. For information about PingOne FIDO policy, see the PingOne documentation on FIDO policies .

August 30

New version of PingID RADIUS PCV 3.0

PingID Integration kit for PingFederate

A new version of PinglID Integration Kit 2.18 is released with a new version of RADIUS PCV, which includes support for MS-CHAP
v2, as well as other enhancements. For more information, see PingID Integration Kit 2.18 (August 30, 2022).

August 22

New version of PingID Integration for Windows login (version 2.8.4)

PingID Integration for Windows login

For details, see PingID integration for Windows login 2.8.4 (August 22, 2022).
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August 2

Improved user experience for one-time passcode

You can now send a push notification to your users, when requesting a one-time passcode (OTP). When the user taps the
notification PingID mobile app opens automatically, and generates an OTP. For more information, see Configuring OTP push
notifications.

July 2022

New features and improvements in PingID implemented in July 2022.

July 31

PingID reports - bypass expiration, mobile log support ID, failure reason

+ PingID Admin Activity reports now include the expiration date of bypasses issued to users.
+ PingID Activity reports now include the support ID given to mobile device logs that were received.

« If you have created subscriptions to PingID events, the information returned now includes the reason for an
authentication failure.

July 28

New version of PingID Mobile app 1.28

PingID mobile app

For iOS changes see Mobile app 1.28 (July 28, 2022) iOS.
For Android changes see Mobile app 1.28 (July 28, 2022) Android.

July 17

QR Code duration

You can now define the number of hours for which the QR code used to register a user is valid. For details, see Configuring
pairing conditions.

PingID Enrollment page

(o]
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The legacy enrollment page is now deprecated. All customers that did not upgrade earlier have been automatically migrated to
the new enrollment page. All legacy settings specific to an organization’s legacy configuration are automatically applied to the new

enrollment page.

July 6

New version of PingID Integration for Mac login (version 1.1.1)

PingID Integration for Mac login

For details, see PingID integration for Mac login 1.1.1 (July 6, 2022).

June 2022

New features and improvements in PingID implemented in June 2022.

June 28

New version of PingID integration for Windows login - passwordless (version 1.2)

PingID Integration for Windows login

For details, see PinglID integration for Windows login (passwordless) 1.2 (June 28, 2022).

June 21

New version of PingID integration for Windows login (version 2.8.3)

PingID Integration for Windows login

For details, see PinglID integration for Windows login 2.8.3 (June 21, 2022).

June 15

New version of PingID integration for Windows login (version 2.8.2)

PingID Integration for Windows login

For details, see PinglID integration for Windows login 2.8.2 (June 15, 2022).

June 12

New version of PingID Mobile app 1.27

Ping|D mobile app

For iOS changes see Mobile app 1.27 (June 12, 2022) iOS.

For Android changes see Mobile app 1.27 (June 12, 2022) Android.
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May 2022

New features and improvements in PingID implemented in May 2022.

May 31

New version of PingID integration for Windows login (version 2.8)

PingID Integration for Windows login

For details, see PinglID integration for Windows login 2.8 (May 31, 2022).

New version of PingID Integration for Mac login (version 1.1)

PingID Integration for Mac login

For details, see PinglID integration for Mac login 1.1 (May 31, 2022).

May 23

New version of PingID Mobile app 1.26

PingI|D mobile app

For iOS changes see Mobile app 1.26 (May 23, 2022) iOS.
For Android changes see Mobile app 1.26 (May 23, 2022) Android.

May 2

New version of PingID Mobile app 1.25

PingID mobile app

For iOS changes see Mobile app 1.25 (May 2, 2022) iOS.

For Android changes see Mobile app 1.25 (May 2, 2022) Android.

April 2022

New features and improvements in PingID implemented in April 2022.

April 27

New version of PingID Integration Kit 2.17

PingID Integration kit for PingFederate

For details, see PinglID Integration Kit 2.17 (April 27, 2022).
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March 2022
New features and improvements in PingID implemented in March 2022.

March 23

New version of PingID Integration Kit 2.16

PingID Integration kit for PingFederate

We've released a new version of the PingID Integration Kit. For details, see PingID Integration Kit 2.16 (March 23, 2022).

March 10

Set a daily limit for SMS and voice-based pairing requests

It is now possible to include the number of daily SMS-based and voice-based pairing requests for a user in the limits that you set
with Daily Used SMS or Voice Limit and Daily Unused SMS or Voice Limit. When you enable this option, the number of pairing
requests is added to the number of authentication requests and the total cannot exceed the numbers that you set. See
Configuring SMS and voice authentication for PingID.

March 7

Maximum time period for recent authentication rules extended to 90 days

For the three time-related policy rules - recent authentication, recent authentication from office, recent authentication from
company network - the maximum period that can be defined has been extended from 30 to 90 days.

January 2022

January 25

New version of PingID integration for Windows login (version 2.7)

PingID Integration for Windows login

We've released a new version of PingID integration for Windows login. For details, see PingID integration for Windows login 2.7
(January 25, 2022).

January 11

Push/pull subscriptions now include device model and session ID data
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For push/pull subscriptions in PingOne for Enterprise, the data streamed now includes:
+ Device model

+ Session ID for authentication attempts. This ID can be used to combine information from the various events that are
included in the streamed data, such as policy and success/failure status.

For more information on subscriptions, see Subscriptions (.

December 2021
New features and improvements in PingID implemented in December 2021.

December 23

Authentication policies applied when accessing an application with a newly paired device

In situations where users without a paired device attempted to access an application, the successful pairing allowed them to
access the application without taking into account the authentication policies defined.

An option has now been added to require that the relevant authentication policies for the application be applied even in this
scenario. To enable this requirement, select the option in the Enrollment section of the PingID configuration page (Enforce Policy
evaluation after new device registration).

December 21

New version of PingID SSH Integration (version 4.2.0)

We've released a new version of the PingID SSH Integration. For details, see PingID SSH Integration 4.2.0 (December 21, 2021).

December 16

Added a second SMS provider to improve reliability

As part of the ongoing effort to improve the reliability of SMS-based authentication, a second SMS provider has been added for
PinglID.

December 9

Log in to your Windows machine without a password

PingID Integration for Windows login

Copyright © 2025 Ping Identity Corporation



https://docs.pingidentity.com/bundle/pingoneforenterprise/page/chq1564020494373.html
https://docs.pingidentity.com/bundle/pingoneforenterprise/page/chq1564020494373.html

Release Notes PingID Administration Guide

You can now log in to a Windows computer without having to enter a password, using the PingID mobile app. The authentication
relies on Certificate-Based Authentication, but the user experience is similar to the familiar authentication process with the PingID
mobile app.

For details, see Integrating PingID with Windows login (passwordless).

December 1
Sender ID for SMS messages sent to Polish mobile numbers shows PINGID

To reduce delivery problems, SMS messages sent to Polish mobile numbers now use PINGID as the sender ID.

November 30, 2021

Enhancements

PingID Integration for Mac login 1.0.3

For details, see PinglID integration for Mac login 1.0.3 (November 30, 2021).

November 22, 2021

Enhancements

PinglD API - offlinepairing: support for external authenticator apps

It is now possible to use the API's existing offlinepairing method to facilitate the migration of users registered with an
external authenticator app, so that users do not have to manually pair the authenticator app with PingID. For details, see
the API documentation for offlinepairing .

November 10, 2021
Enhancements
PinglD Integration Kit 2.15

For details, see PinglID Integration Kit 2.15 (November 10, 2021).

November 8, 2021

Enhancements

SMS service information & privacy policy

For our user's convenience, we've updated the SMS registration screen to include information about the SMS service as
well as links to our privacy policy and terms and condition.
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November 2, 2021

Enhancements

Web authentication policy API

You can now use the PinglD API to create and update policies for web authentication. For details, see Web Authentication
Policy APICZ.

October 18, 2021

Enhancements

Accessibility improvements

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PinglD registration and
authentication windows.

PinglD Integration Kit 2.14

For details, see PingID Integration Kit 2.14 (October 18, 2021).

October 13, 2021

Resolved issues

Ticket ID Description

STAGING-13693 When using the offlinepairing API method to pair a user
via a voice number that has an extension, there were cases
where a 400 server error or 500 server error was returned.
This issue has been resolved.

STAGING-13694 When Maximum Allowed Devices was set to 1, APl requests
to add a second device for the user returned error 20549
("user already exists"), rather than the correct message,
20562 ("user.exceeded.num.of.devices"). This issue has been
resolved.

September 30, 2021

Enhancements

Adding existing PinglD tenant to a new PingOne environment
When creating a PingOne environment, it is now possible to connect the new environment to an existing PingID tenant.

For more information, see Adding an existing PingID tenant to a new PingOne environment(Z.
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September 22, 2021
PingID integration for Windows login (version 2.5.2)

For details, see PinglID integration for Windows login 2.5.2 (September 22, 2021).

July 28, 2021
Enhancements

Using risk level in PingID policies

It is now possible to include the risk level calculated by PingOne Protect (or a supported third-party risk service) when you
define a PingID policy. MFA actions can be specified for each of the three risk levels - high, medium, and low. This feature
requires version 2.11 of the PingID adapter (included in PingID Integration Kit 2.13) and a separate license for the
integrated Risk service.

For more information, see Configuring a risk level rule (web policy).

PinglD Integration Kit 2.13

For details, see PingID Integration Kit 2.13 (July 28, 2021).

July 13, 2021
Enhancements

PinglID API - new parameter added for configuring expiration time of activation code

A new parameter, hoursUntilExpiration, has been added to the getactivationcode method to allow you to specify
the number of hours the activation code should remain valid. This optional parameter can take any integer value between
1 and 336 (two weeks). If the hoursUntilExpiration parameter is not used, the activation code is valid for 48 hours.

For details, see the documentation for getactivationcode U,

June 14, 2021

Resolved issues

Ticket ID Description

STAGING-12924 Due to changes made by Apple in recent versions of iOS /
macOS, users authenticating with a security key on iOS /
macOS are now presented with an additional dialog where
they must press Continue before authenticating with the key.
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June 7, 2021
Enhancements

PingID API - new parameters added for FIDO-based authentication

Two new parameters have been added to make it possible to override the default user information text that a device
displays on the account selection screen.

For details, see:
* PingID User Management API - WebAuthnStartPairing (FIDO biometrics)(J (new parameters: name, displayName )

* Authentication using browser redirect - PPM request for FIDO pairing with a hybrid UIJ (new parameters:
webauthnName , webauthnDisplayName )

+ Example - PingID FIDO security key&

June 1, 2021
Enhancements
Generation of PingID properties file

The maximum number of PinglID properties files that can be generated has been increased to five.

May 26, 2021

PingID desktop app (version 1.7.2)

For details, see Desktop app 1.7.2 (May 26, 2021).

May 11, 2021
PingID SSH Integration (version 4.1.1)

For details, see PingID SSH Integration 4.1.1 (May 11, 2021).

PingID desktop app release notes

Desktop app 1.8.0 (January 23, 2025)
New features and improvements in PingID desktop app 1.8.0

Desktop app user profiles

PingID desktop app
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We've added the ability to define user profiles on a single instance of PingID desktop app. Learn more in Managing PingID
desktop app profiles(J, in the PingID End User Guide.

Desktop app 1.7.5 (May 2, 2023)
New features and improvements in PingID desktop app 1.7.5.

Users can now install PingID desktop app

PingID desktop app

Users can now install the desktop app, without requiring admin permissions. For information, see Setting up PingID desktop
authentication on Windows (.

Security enhancements

PingID desktop app

We've made some security enhancements.

Desktop app 1.7.4 (January 23, 2023)
New features and improvements in PingID desktop app 1.7.4.

Define a specific installation path

PingID desktop app

You can now specify the folder path to which you want to install PingID desktop app. Browse to the required path in the Ul, or
add the specific command through the CLI. For information, see Setting up PingID desktop authentication on Windows Zand
Installing the desktop app using the Windows CLI.

Language support

PingID desktop app

PinglD desktop app now supports the following additional languages:
+ Czech
* Polish
* Hungarian

Security and reliability

PingID desktop app

Improvements to security, performance, and reliability.
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Issue unpairing PingID desktop app

[ PID-5165/PID-5166 ] PingID desktop app

We've fixed an issue related to unpairing PingID desktop app. For PingID desktop app users with a PIN code who want to unpair
PingID desktop app, it is now required to enter the PingID Desktop PIN in order to unpair PingID desktop app. Users that forget
their PIN code and want to unpair PingID must uninstall the app, reinstall the app, and then pair it again.

Desktop app 1.7.3 (February 22, 2022)

Enhancements

Java libraries update

We performed a Java dependencies update.

Security enhancement

We enhanced the security of PingID desktop app.

Desktop app 1.7.2 (May 26, 2021)

Resolved issues

Ticket ID Description

PID-8682, STAGING-9142 There were cases where users opened more than one instance of the PingID desktop app,
and this resulted in the unpairing of their devices. This issue has been resolved.

Desktop app 1.7.1 (April 2020)

Resolved issues

Ticket ID Description

PID-9267, PID-9533 This version of PingID desktop app resolves a security issue.

Desktop app 1.7.0 (February 2020)
Enhancements

This version of PingID desktop app includes an upgrade to the latest LTS Java version, in order to enhance performance and
security.
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Resolved issues

Ticket ID Description
PID-8979 Added graceful exit for users attempting to install PingID desktop app on a 32-bit Windows
machine.

Desktop app 1.5.4 (August 2019)
Resolved issues

The issues affecting PingID desktop app upgrade process have been resolved.

It is no longer recommended upgrading to Desktop app version 1.5.3. Users of version 1.5.3 can continue using it without any
service interruption.

See:
* The Admin guide:
o PingID desktop app authentication
o Installing the desktop app using the Windows CLI
* The User guide

o Setting up PingID desktop authentication on Windows

Desktop app 1.5.3 (August 2019)
Known issues

The PingID desktop app version 1.5.3 is no longer available for download due to fixes required for several upgrade scenarios.

Users who have installed version 1.5.3 and have not experienced service degradation following the upgrade, can continue using
it.

Desktop app 1.5.3 (July 2019)

Enhancements

The PingID desktop app has been extended to support the following new feature:

Roaming User Profiles

Support has been added for roaming user profiles. If a user’s profile is synchronised with any domain roaming folder, his
PinglD settings will be also synchronised. The feature may be enabled or not during installation.
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Desktop app 1.5.2 (October 2018)

Enhancements

The PingID desktop app has been extended to support the following new features:
Proxy Auto Configuration (PAC)

Admins now have the option to configure Proxy Auto Configuration (PAC) for the PingID desktop app, enabling you to
manage networks with multiple proxies.

Kerberos proxy authentication

Admins now have the option to configure Kerberos proxy authentication. This enables the PingID app to authenticate
using the Kerberos protocol, delegating the machine credentials for authentication to the organizational proxy.

Turkish language support

From v1.5.2 PingID desktop app supports the Turkish language.

Desktop app 1.5.1 (July 2018 - updated)

Enhancements

Desktop app documentation update

The documentation for Desktop app has been updated, and the admin and user actions have been placed in different
sections.

* Admin-related desktop app documentation.

* See the relevant locations in the PingID End User Guide (5, including The PingID mobile app for iOS and Android,
and PingID desktop app management.

The PingID desktop app has been extended to support the following:

PinglD preparation for future 64-bit application releases

PingID Desktop app v1.5.1 provides the platform for future 64-bit application releases.

Desktop app 1.5.0 (November 2017 - updated)

Enhancements

The PingID desktop app has been extended to support the following new features:
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PingID desktop app 1.5.0 proxy support

Admins now have the option to configure the PingID desktop app, so that it supports proxy for all enterprise internal
communication to the internet, on enterprise desktop and laptop machines.

« Scripts for PingID desktop app 1.5.0
o SetAutoUpdateMode:

m The SetAutoUpdateMode.1.5.8.bat script for Windows platforms has been updated. If admins wish
to update the desktop app's autoupdate status, they need to run the
SetAutoUpdateMode.1.5.0.bat script. The new SetAutoUpdateMode.1.5.0.bat script for Windows
is provided at https://github.com/pingidentity/pingid-desktop-application (5.

m There is no change to the SetAutoUpdateMode.bat script on Windows, for desktop app version 1.4
and lower.

m There is no change to the SetAutoUpdateMode.sh script for Apple Mac.
o SetProxyParams:

m The new SetProxyParams script is available from PingID desktop app 1.5.0, and is required in order
to configure the proxy feature for Windows or Apple Mac.

m The SetProxyParams scripts for both Windows and Apple Mac are provided at https://github.com/
pingidentity/pingid-desktop-application (5.

Desktop app interface improvements for PIN code

The desktop app interface has been enhanced to display improved instructions describing the valid PIN policy
requirement: 3 different nonsequential numbers for a 4-digit PIN, and 4 different nonsequential numbers for a 6-digit PIN.

Resolved issues

Ticket ID Description

PID-4792 A case was reported where the PingID Desktop app with the PIN code feature enabled hung
after several days of inactivity. This issue is now resolved.

PID-5089 In some cases, the PingID desktop app crashed when running on Windows 10 Creators
version (builds 1703 and 1709). This issue is now resolved.

PID-5486 There were cases where uninstalling the desktop app did not clear historical configuration
settings. This issue is now resolved.

Known issues and limitations

Autoupdate feature

Windows 10 Creators version and later: If autoupdate had been disabled in an earlier version of the PingID desktop app
version, the new SetAutoUpdateMode.1.5.8.bat script needs to be run after the PingID desktop app is upgraded to
version 1.5.0.

n Copyright © 2025 Ping Identity Corporation


https://github.com/pingidentity/pingid-desktop-application
https://github.com/pingidentity/pingid-desktop-application
https://github.com/pingidentity/pingid-desktop-application
https://github.com/pingidentity/pingid-desktop-application
https://github.com/pingidentity/pingid-desktop-application

PinglD Administration Guide Release Notes

Proxy configuration script SetProxyParams

@ Caution

After any execution of the SetProxyParams script, it is imperative to shut down and reopen the PingID desktop app.
Failure to do so will cause errors in the desktop app’s operation.

Validation of the proxy parameters in the SetProxyParams script

Windows platforms only: When running the SetProxyParams script, there is no port parameter entry validation, and the
configuration completes without warning, even in the case of an incorrect alphanumeric port parameter entry.

Unpairing the PingID desktop app when the PIN code setting is enabled

In Version 1.5, when the desktop app is configured to require a PIN code, the Help>Unpair(Windows) or PingID>Unpair
(Mac) menu options are displayed also after the user logged in to the app, although they should only be displayed before
the user has entered their PIN code. If a user wants to unpair the desktop app when logged in to the desktop app (after
entering the PIN code), they should do so only via the settings (gear icon) and not using the Help>Unpair or
PingID>Unpair menu options.

Unpairing from the Help>Unpair or PingID>Unpair menu is only meant for the case where the user has lost their PIN code and is
unable to log in. This action will also require admin to unpair the user’s desktop app from the server side, in order to permit the
user to pair again.

Desktop app 1.4.0 (April 20, 2017)
Enhancements

The PingID desktop app has been extended to support the following new feature:

PingID desktop app PIN code

Admins now have the option to configure the PingID desktop app, so that the OTP screen will be hidden behind either a 4-
digit or 6-digit PIN code. This elevates the security level and avoids cases of users leaving their workstation unlocked, and
other users accessing the PingID OTP.

Resolved issues

Ticket ID Description

PID-2451 The previous version of the desktop app returned a general "unknown error" message on
failure of desktop related activities to communicate with the PingID server. This has been
refined so that errors caused by network issues now return a "network error" message.

PID-4081 In some installations of the desktop app, part of the lower section of the app window was cut.
This was due to custom DPI or custom scaling. This has been resolved. Although there remain
few rare edge cases of a combination between small screen sizes and high resolution, where
a tiny lower part of the screen is still cut, all Ul controls are visible and the app is fully
fuctional.
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Ticket ID Description

PID-4199 and PID-4206 When a user was offline and trying to unpair the desktop app, the user did not receive the
correct warning that there is no connectivity and that the user may need to contact the admin
in order to complete the unpairing process. This has been resolved with a clear warning, and
the option buttons to either continue or cancel the unpair action.

Known issues and limitations

Desktop app window display is cut

In some rare cases of a combination between small screen sizes and high resolution, a small part of the lower section of
the desktop app window display is cut. Functionality is not affected.

Desktop app 1.3.53 (January 16, 2017)

Known issues and limitations
Misleading message on Mac using Google Chrome, when downloading the desktop app installer via the
Europe and Australia web portals

On completion of downloading the desktop app via the web using Google Chrome, Europe and Australian Mac users
receive the following warning message: This type of file can harm your computer. Do you want to keep
PingID.pkg anyway?

The reason is that the desktop app's certificate is signed for the North America data center, but downloaded via the Europe or
Australia data centers. This warning message may be ignored.

Desktop app 1.3.53 (December 2016)

Enhancements

Installer languages for Windows

The PingID desktop app installer for Windows now provides installation instructions in the following languages: English,
French, German, Italian, Japanese, Dutch, Portuguese (Portugal), Russian and Spanish.

Desktop app update capabilities

Admins can now have the flexibility to choose whether to push newer versions of the desktop app to their users using
company distribution mechanism, or to grant users with the freedom to decide if and when to update the app version.

End users, whose installation of the PingID desktop app permits them control of automatic updates, now have an easier on
demand menu toggle selection, which permits them to change the configuration to activate or deactivate automatic updates.

Enhanced support

A support ID reference number is added to sent logs and is displayed on the settings page of the app, for reference in
further communication with the support team.
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Resolved issues

Ticket ID Description

PID-2414 A zip file is created when activating the Send Logs option. On completion of the transmission,
the process should delete the local copy of the zip file. The deletion did not occur, and on
creation of a new zip file, users received the error message ZIP log file did not delete.
This has been resolved.

PID-2416 When a user selected the Remove Organization option and then Cancel, the Remove
Organization icon changed to red until the user performed another action before changing
back to gray. This has been resolved.

Known issues and limitations

The desktop app does not launch on Mac after custom fonts were installed
Some users who added custom fonts on their Mac were unable to launch the desktop app. Resolve the problem:
1. Open the Font Book application.
2. Select Menu - File - Restore Standard Fonts
3. Run the desktop app, which should now launch successfully.
4. Close the desktop app.
5. Reinstall the custom fonts.

6. Run the desktop app again. If it does not succeed, rerun steps 1-3 above.

Desktop app 1.2.42 (July 2016)

Enhancements

Supported languages

The PingID desktop app is now supporting the following languages: English, French (EU), French (Canadian), German,
Japanese, Chinese, Dutch, Italian, Korean, Portuguese, Russian, Spanish and Thai.

Desktop app update capabilities

The PingID desktop app provides the option to check for new available versions, automatic end user notifications of
available updates, and a semiautomatic update function.
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Resolved issues

Ticket ID Description

PID-1671 The uninstall process on the Windows platform has been fixed to remove all of the files from
the PingID desktop app installation.

PID-1788 The PingID desktop app on Mac had styling issues and locked movement. This is resolved with
an improved design.

PID-1953 The uninstall process on the Apple Mac platform has been fixed to remove all of the files from
the PingID desktop app installation.

PID-2179 The PingID desktop app was not starting up, as a result of a ghost process after a process
crash.

PID-2262 The memory consumption of the PingID desktop app running in the background over several
hours was growing. This has been resolved by tuning the JVM threshold to reduce memory
usage.

Known issues and limitations

PinglID desktop app on VMs running OS X

+ On VMs running OS X as a guest operating system, the PingID desktop application cannot run, and should not be
used in these VM environments.

Antivirus may block PingID desktop app installation without alerting

+ On a Windows 10 PC, running Avast antivirus, there was no response when launching the PingID desktop app
installer, and no alert.

« Temporarily disabling the antivrus permitted normal installation of the PingID desktop app.

* The antivirus was investigated: Its status indicated "Everything up to date". Deeper inspection revealed that
although the engine and database were up to date, there was a newer release of the program available.

« After updating the program, on launching the PingID installer, the antivirus alerted that it was running a 15 second
check for malware. Following its check, the PingID desktop app installation proceeded normally.

PingID integration for Windows login

PingID integration for Windows login 2.12 (June 10, 2025)

New features and improvements in PingID integration for Windows login.

Detection of additional credential providers

PingID Integration for Windows login

Copyright © 2025 Ping Identity Corporation



PingID Administration Guide Release Notes

During the installation of the integration with Windows login, PingID now detects existing credential providers that could be
incompatible and provides a warning to this effect.

Authentication grace period

PingID Integration for Windows login

When using the CLI-based installation of the integration with Windows login, you can now define a period following
authentication during which the user isn't asked to authenticate again if they lock their computer. Learn more in Installing the
PingID integration for Windows login using CLI.

Signing on with SAM Account Name

PinglD Integration for Windows login

When installing the PingID integration with Windows login with the Ul or CLI-based installation, you can now specify that only the
user's SAM Account Name is required for identification. Learn more in Installing the PingID integration for Windows login using
Ul wizard and Installing the PingID integration for Windows login using CLI.

Support for multiple connected FIDO2 devices

PingID Integration for Windows login

The PinglID integration with Windows login can now handle situations where multiple FIDO2 devices are connected
simultaneously.

RDP failure when both Windows login integration and passwordless Windows login integration are installed

TRIAGE-24837 PingID Integration for Windows login

When both the standard PingID integration with Windows login and the passwordless PingID integration with Windows login were
installed on the same computer, there were cases where attempts to establish an RDP connection with another computer failed.
This issue has been fixed.

Security enhancements

PingID Integration for Windows login

We've added a number of security enhancements.

PingID integration for Windows login 2.11 (February 21, 2024)

New features and improvements in PingID integration for Windows login.

ARM-based Windows PC Support

PinglD Integration for Windows login

We've added the option to install the Windows Login client on Windows PCs that are powered by ARM processors.
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Support for multiple security keys

PingID Integration for Windows login

When multiple security keys are connected to the same Windows machine, the user can now select the security key they want to
use to authenticate, without needing to remove other security keys that are connected.

Correction to Dutch translation

STAGING-18749 PingID Integration for Windows login

The Dutch version of the message displayed to the user when authenticating with a QR code was missing the translation of the
term Manual Auth. This issue has been fixed.

PingID integration for Windows login 2.10.2 (November 21, 2023)
New features and improvements in PingID integration for Windows login.

Security key devices not detected when an NFC reader is also present

STAGING-20908 PingID

In some circumstances, security key devices were not detected during authentication. This issue is now fixed.

PingID integration for Windows login 2.10.1 (September 18, 2023)

New features and improvements in PingID integration for Windows login.

Issue using smartcard reader

STAGING-20067 PingID

Fixed an issue that was preventing some users from using an NFC SmartCard reader with PingID Integration for Windows login
2.10.

PingID integration for Windows login 2.10 (June 6, 2023)
New features and improvements in PingID integration for Windows login.

NFC reader support

PinglD Integration for Windows login

Windows login now supports authentication using an NFC reader.

Windows login support of Windows locale settings

PingID Integration for Windows login
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PinglID Integration for Windows login can now use the user-defined language setting as its default language. If multiple users are
registered on the device, PingID can identify and use the language (user locale) associated with each individual user on the
machine. NOTE: If the user-defined language is not supported by Windows Login, the fallback language is English.

OAEP Padding as default

PingID Integration for Windows login

OAEP padding is now used as the default padding scheme with RSA encryption for offline authentication.

If you do not want to use OAEP padding for offline authentication, use the rsa_padding option when running the CLI installation.
For information, see Installing the PingID integration for Windows login using CLI.

Security enhancements

PingID Integration for Windows login

We've made various security enhancements.

Support for Windows 32-bit

Info PingID Integration for Windows login

PinglID Integration for Window login no longer supports Windows 32-bit Windows platforms.

Fixed an issue with Winlogon when FIPS-compliant algorithms enforced

PIM-4561 PingID Integration for Windows login

We've fixed an issue that was causing Winlogon to hang when requesting that users enter a PIN code. This issue affected for users
for which FIPS compliant algorithms were enforced on their Windows machine.

PingID integration for Windows login 2.9 (January 3, 2023)

Windows login proxy settings auto-detection and PAC file support

PingID Integration for Windows login

We've enhanced the Windows login proxy configuration options, to include auto-detection of proxy settings. We've also added
support for the use of Proxy Auto-Configuration (PAC) file.

For information, see Installing the PingID integration for Windows login.

Apply Windows login to specific accounts

PinglD Integration for Windows login

We've added the ability to select to which accounts you want to apply PingID (Microsoft, or Local). This is in addition to domain
accounts, which are included by default.

For information, see Installing the PingID integration for Windows login.
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User Verification discouraged support for security keys

PingID Integration for Windows login

To reduce friction to the user authentication flow, we've added the option to skip user verification for Windows login users.

Language support

PingID Integration for Windows login

We've added support for the following languages:
+ Czech
* Polish
* Hungarian

Specify username attribute

PinglD Integration for Windows login

We've added the option to specify the attribute you want to use to verify users with Active Directory. This feature resolves a
security issue. This feature resolves the security issue CVE-2022-23721Z.

Fixed an issue with Windows installer

PIM-3529 PingID Integration for Windows login

Fixed an issue that sometimes caused the window installer to fail during an upgrade.

Fixed an issue with Windows login security keys for RDP

PID-12640 PinglID Integration for Windows login

Fixed an issue that was causing the WL offline security keys to be deleted from the registry when signing on using RDP (Remote
Desktop).

PingID integration for Windows login 2.8.4 (August 22, 2022)

Windows login installer and /NORESTART parameter

STAGING-15722 PingID Integration for Windows login

Fixed an issue with the windows login CLI installation, that was affecting the /NORESTART parameter.

Windows login installer with proxy configured

PIM-3134 PingID Integration for Windows login

Fixed an issue that was preventing the Windows login installation from completing successfully when a proxy is configured.
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PingID integration for Windows login 2.8.3 (June 21, 2022)

Authentication request despite Recent Authentication rule in policy

STAGING-15722 PingID Integration for Windows login

In version 2.8, when Windows login was integrated with PingID directly (not through PingFederate), there were situations where
users would be asked to authenticate even though the defined Recent Authentication rule in the authentication policy should
have prevented an authentication prompt.

Windows login verifies PinglD properties file

PIM-3134 PingID Integration for Windows login

Beginning with version 2.8, you must use the restricted-permissions properties file that is generated when you click the Generate
button in the Integrate with Windows and Mac login section. You can no longer use the properties file that is generated when
you click the Generate button in the Integrate with PingFederate and other clients section. This resolves issues related to
CVE-2022-2371705.

Removed Windows login local privilege escalation

PIM-2897 PingID Integration for Windows login

Windows Login local privilege escalation to System account is now removed. This resolves issues related to CVE-2022-23719 (7,

Additions to the Authentication Browser

PIM-2898 PinglD Integration for Windows login

Offline HTML and JS files are now added to the Authentication Browser (similar to these employed by Authenticator Browser for
Online login flow) . This resolves issues related to CVE-2022-23717 .

Chromium upgrade

PID-9964 PingID Integration for Windows login

Chromium is now upgraded in Windows Login. This resolves issues related to CVE-2022-23718(Z.

Restricted access to the properties file in the registry

PID-3315 PingID Integration for Windows login

Fixed an issue related to restricting access to the properties file in the registry. This resolves issues related to CVE-2022-23725(7.
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PingID integration for Windows login 2.8.2 (June 15, 2022)

Fixed authentication issue for integration through PingFederate

STAGING-15655 PinglID Integration for Windows login

In version 2.8, when Windows login was integrated with PingID through PingFederate, there were situations where authentication
would fail.

PingID integration for Windows login 2.8 (May 31, 2022)

Security keys (offline) - improved implementation

PingID Integration for Windows login

An improved implementation has been introduced for the use of security keys while offline - they are now synced from the PingID
server. The installation program for the integration now includes options that allow you to indicate how PinglID should relate to
security keys that were added using the previous approach. For details, see Installing the PingID integration for Windows login
using CLI.

The new implementation also makes it possible to use security keys with user verification in offline mode (previously this was only
supported for online authentication).

Security enhancements

PingID Integration for Windows login

This version of the integration with Windows login includes fixes for five security-related issues.

PingID integration for Windows login 2.7 (January 25, 2022)

Enhancements

Use of OAEP padding for offline authentication

The command-line installation now includes an option to specify that OAEP padding should be used in the encryption for
offline authentication. For information on setting this option, see Installing the PingID integration for Windows login using
CLI.

Security keys with user verification

The existing support for security keys has been expanded to include security keys with user verification, such as keys with
fingerprint readers.
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Resolved issues

Ticket ID Description

PIM-2558 There were cases where the PinglD integration with Windows login stopped working after
removal of Office 365. This issue has been resolved.

PingID integration for Windows login 2.5.2 (September 22, 2021)

Enhancements

Bypass proxy for communication with PingFederate

The installation process for the Windows login integration now includes an option to have communication with
PingFederate bypass the proxy that you specified. For details, see Installing the PingID integration for Windows login
using Ul wizard and Installing the PingID integration for Windows login using CLI.

Security and reliability

Improvements to security and reliability

PingID integration for Windows login 2.5.1 (January 26, 2021)
Enhancements
Security and reliability

Improvements to security and reliability

Resolved issues

Ticket ID Description

PID-10719 Fixed an issue that was causing an extended delay when waiting for Windows login to enter
offline mode due to an unstable connection.

PID-10767 Fixed an issue that was preventing some proxies with basic authentication from working as
expected.
PID-10778 Fixed an issue in PingID integration for Windows login 2.5.0 that was preventing some users

signing in to Windows when the Windows Profiling Environment is enabled.
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PingID integration for Windows login 2.5 (October 19, 2020)

Enhancements

Security and reliability
Improvements to security and reliability

Resolved issues

Ticket ID Description

PID-9618 Fixed an issue when logging in to Windows in which leading or trailing spaces inserted in
Username field were not being truncated.

PID-10449 Fixed a spelling error in the Client ID attribute in the OIDC request object. This is relevant
when integrating PingID through PingFederate.

PingID integration for Windows login 2.4.2 (August 25, 2020)

Enhancements

PingID integration for Windows login through PingFederate

Streamline your organization’s Windows login experience with PingFederate’s cross organization authentication policies. You can
now configure PinglID credential provider to proxy through PingFederate before it accesses the PingID service, so your users can
benefit from PingFederate’s authentication capabilities. Example use cases include: username mapping from Window login to
your LDAP directory, creating group based policies (PingFederate and PingID) and integrating on-premise or third-party
authentication methods into the authentication flow.

For more information, see Integrating PingID with Windows login.

Enable co-existence (on the same machine) of PinglID credential provider and third party credential providers:

We've added the following capabilities:
+ Out-of-the-box MFA integration with McAfee Drive Encryption credential provider.

For more information see the thirdPartyCredentials parameter in Installing the PingID integration for Windows login
using CLI.

+ Support for third party credential providers.

You can now enable one or more credential providers (such as CiscoAnyConnect) to work in parallel with the PingID
credential provider (exclude them from being filtered out by PingID integration with Window Login). It is recommended
that you check PingID credential provider can operate successfully on a machine that includes all of your third party
credential providers, before you roll out PinglID Integration for Windows Login.

For more information see the CPWhitelist parameter in Installing the PingID integration for Windows login using CLI.
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Ability to configure HTTP request timeout value:

We've added the option to configure a HTTP request timeout value for PingID authentication with Windows login. The value can
be in the range of 1sec - 30 sec. The parameter can be defined when installing PingID integration for windows login through the
CLI.

We've also changed the default HTTP request timeout value from 30 sec to 10 sec.

Note: The value configured for HTTP timeout applies to heartbeat checks, and does not influence the timeout value of the
embedded browser requests.

For more information, see the HttpRequestTimeout parameter in Installing the PingID integration for Windows login using CLI.

Resolved issues

Ticket ID Description

PID-9402 Fixed an issue that was causing Windows login to attempt to access a dummy URL following
log in to Windows.

PID-9368 Fixed an issue that was causing the PingID credential provider to consider a domain user
account to be a Microsoft account in some cases.

PID-10111 Fixed an issue that was causing third party credential providers to be filtered out within a
remote desktop connection.

PID-9404/PID-9447 Fixed security issues.

PID-10292 Fixed an issue with the Proxy configuration settings that was causing a problem when
registering Security Keys for offline authentication.

PID-10258 Resolved an issue that was causing the service connection timeout to be longer than the
default timeout value in certain cases.

PingID integration for Windows login 2.3.1 (January 28, 2020)

Enhancements

PingID integration for Windows login v2.3.1 supports TLS 1.2

To align with industry best practices and standards for security and data integrity, Ping Identity added support for TLS 1.2 in
PinglD integration for Windows login v2.3.1. Over the coming months, PingID integration for Windows login client versions 2.3 and
lower (that support only TLS 1.1 and lower in the PingOne for Enterprise platform) will no longer allow MFA integration.

We advise all Admins to upgrade to the latest version as soon as possible.
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PingID integration for Windows login 2.3 (December 3, 2019)
Enhancements

PingID integration for Windows login supports use of FIDO security key for PingID offline MFA

FIDO2 and U2F compatible security keys can now be used to access Windows login when offline. The security key must be paired
specifically for offline MFA.
See the following topics:

* (Legacy) Configuring the FIDO2 security key for Ping|D

+ Installing the PingID integration for Windows login

* Using a security key (FIDO2) for authenticationZ in the PingID End User Guide.

Resolved issues

Ticket ID Description

PID-7935 Fixed Ul issues in the PingID Integration for Windows login installer.

PID-8807 Fixed an issue that was sometimes preventing users from logging into Windows Server via
RDP.

PingID integration for Windows login 2.2 (April 08, 2019)
Enhancements

PingID support for FIDO2 Security Keys extended to Windows login

FIDO2 and U2F compatible security keys enable relying parties to offer a strong cryptographic second factor option for end user
security, and to take advantage of the security benefits of FIDO2 technology. PingID now supports FIDO2 and U2F security keys
for authentication with Windows login.

See (Legacy) Configuring the FIDO2 security key for PingID, in the PingID Admin Guide and Using a security key (FIDO2) for
authenticationZ in the PingID User Guide.

Support for Windows Login authentication when using multiple domains

You can now enable support for multiple domains. When enabled, this feature allows users to log in to a domain that was not
specified during installation.
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Resolved issues

Ticket ID Description

PID-6263 Fixed an issue that was forcing case sensitive login when logging on to Windows login via RDP
using offline authentication flow.

PID-7639 Fixed an issue that was causing Windows login to count a single failed login attempt as two
failed login attempts.

Known issues and limitations

Authentication via security key not permitted for Window Login via RDP

It is not possible to authenticate with a security key when accessing Windows Login via Remote Desktop, due to current
limitations with FIDO2.

Trust domain relationship failure may prevent login to Windows

In the event of a trust domain relationships failure, in some cases, after successful second factor authentication, the user
may see an ERROR_TRUSTED_RELATIONSHIP_FAILURE error and may not be able to access their account.

Second factor authentication with PinglD for Windows Hello

Microsoft does not currently support the addition of second factor authentication when using the Windows Hello
biometric login flow.

« For PingID for Windows Login v2.2 integration and higher, if Windows Hello biometric authentication is enabled,
users can either:

° Log in using Windows Hello biometric authentication only.

o Authenticate with their username and password. When authenticating with username and password, PingID
can be used for second factor authentication.

+ PingID for Windows Login v2.1 and lower does not support authentication with Windows Hello when Windows
Hello is in biometrics mode.

PingID integration for Windows login 2.1 (January 31, 2019)
Enhancements

PingID Integrates with Microsoft Windows Server 2019

PinglID Integration has been tested and certified for correct operation under Microsoft Windows Server 2019.
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PingID integration for Windows login 2.1 (December 27, 2018)

Enhancements

Policy may be applied to Windows login and RDP

Windows Login and RDP integration may now be subject to policy settings. To configure policy for Windows Login/RDP, see
Enabling a Windows login and RDP authentication policy.

Turkish language support added

This completes system-wide Turkish support.

PingID integration for Windows login 2.0 (March 28, 2018)

Enhancements

PingID integration for Windows login for Workforce

Organizations can now further enhance security by extending MFA to end users logging into Windows desktops and laptops. This
includes a new client key limiting end users to authentication actions, and the ability to authenticate even when end user devices
are offline using the PingID mobile application.

FIPS mode support

PinglID integration for Windows now supports Windows running in FIPS mode.

Resolved issues

Ticket ID Description

PID-5277 A case was discovered where a remote user started a session and closed the window before
PinglD integration for Windows completed the MFA process. This resulted in the local user at
next login being presented with the MFA screen, displaying the point where the previous
remote user left off. The local user was then unable to end the process, close the window, or
progress in any way. This issue has been resolved.

Known issues and limitations
Admin message is not displayed on blocked screen when user is unpaired

When the bypassPolicy of PingID integration for Windows is configured to block user login, the admin message will not be
displayed to users who do not have any paired devices and who are attempting to perform offline MFA (when the connection with
the PingID server can't be verified at the time of login).
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Username is case sensitive in offline MFA

In cases of offline MFA for RDP using the NLA method, it is important to note that username submitted is case sensitive.

PingID integration for Windows login (January 2018)

Enhancements

Windows Login reduced permissions properties file

PingID now provides a PingID properties file with client keys that have reduced permissions for Windows Login users. If you'll be
distributing your properties file widely to Windows Login clients that are not within your control, use the Windows Login
properties file to limit user permissions to authentication actions only.

PingID integration for Windows login 1.3 (October 2017)

Enhancements
TLS support in PingID integration for Windows login

PinglD integration for Windows login now supports TLS 1.0, TLS 1.1 and TLS 1.2, as well as support upgrade from older versions.

Resolved issues

Ticket ID Description

PID-5184 A case was discovered where disabling TLS 1.0 prevented PingID integration for Windows
login from reaching the PinglD service. This has been resolved.

PID-5192 A rare case was discovered where a user was prompted for Ping|D MFA when logging in to a
server on which PingID integration for Windows login is installed, and was prompted again for

PingID MFA when RDPing from that server to a different server on which PingID integration
for Windows login is not installed. This is now resolved.

PingID integration for Windows login 1.2 (September 2017)

Resolved issues

Ticket ID Description
PID-5297 A case was discovered where the PingID Windows login was configured to bypass the local

login, and it also allowed users of a group lacking local login permissions to complete a local
login. This issue is now resolved.
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PingID integration for Windows login 1.0 (August 2016)
Enhancements

PingID secures local and remote access to Windows servers

PinglD integration for Windows login has been released as a generally available feature. It provides a step up authentication to
users logging into Windows server machines with the familiar PingID flow. This includes on the fly pairing, PingID’s wide range of
authentication methods, and co-branding as with the standard SSO MFA flow.

PingID formally supports and has been verified only with Windows password Credential Provider (CP) as the 1st factor
authentication. PinglD integration for Windows login is intended only for implementations of Windows machines performing as
servers, due to offline limitations. If you wish to extend its use for other default Windows CPs or to client machines as well, please
contact your PingID rep.

Known issues and limitations

PIN code is not supported on Windows 10

Windows 10 does not support PIN code authentication. Refer to the following thread in the Microsoft community: https://
social.msdn.microsoft.com/Forums/en-US/1b960a8a-7e21-4d64-875a-a73cfc716bd6/ngc-credential-provider-on-windows-10-
crashes-inside-setstringvalue-when-wrapped?forum=windowssecurity

Possible delay loading the browser for MFA, after Windows login

After rebooting the server, there may be a 10 to 15 second delay loading the embedded browser for 2nd factor authentication,
after Windows login. This symptom is due to the startup launch of services, and is more prevalent on Windows 7 than on later
Windows versions.

PingID integration for Windows login (passwordless)

PingID integration for Windows login (passwordless) 1.7 (June 3, 2025)
New features and improvements in PingID integration for Windows login.

Number matching support

PingID integration for Windows login

Windows login passwordless authentication now includes support for number matching using the PinglD mobile app. This
requires PinglD mobile app 2.4 or later.

Push notification limits for Windows login passwordless

PingID integration for Windows login

A push notification limit is now applied automatically to Windows login passwordless authentication flows. After three failed or
canceled sign-on attempts, the user is temporarily blocked for 2 minutes.
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Enhancements to security, performance, and reliability

PingID integration for Windows login

We've made various enhancements to security, performance, and reliability.

Issue signing on when using local admin rights

TRIAGE-23924 PingID integration for Windows login

We've fixed an issue that was preventing administrators from signing on using Windows login passwordless authentication when
signing on to a machine using local administrator rights.

Authentication canceled when clicking outside the authentication window

TRIAGE-23422 PinglID integration for Windows login

We've fixed an issue that was causing the authentication process to be canceled when clicking outside of the authentication
window during authentication.

PingID integration for Windows login (passwordless) 1.6.1 (Jun 20, 2024)
New features and improvements in PingID integration for Windows login.

Issue using WebAuthn within a browser on Windows 10 and Windows 11 machines

STAGING-23313 PingID Integration for Windows login

We've fixed an issue that was preventing users from pairing or authenticating WebAuthn credentials from a browser, when using
a Window 10 or Windows 11 machine that has Windows login passwordless 1.5.1 or 1.6 installed.

PingID integration for Windows login (passwordless) 1.6 (May 28, 2024)
New features and improvements in PingID integration for Windows login.

Scan manual authentication QR code using native phone camera

PingID Integration for Windows login

It's now possible to scan the manual authentication QR code from the user’s native device camera. When the user scans the
manual authentication QR code with their device camera, PingID mobile app opens automatically, displaying the manual
authentication key. This option is in addition to the existing option to scan the QR code from within the app.

This option requires PingIlD mobile app 2.3 or later, and is disabled by default. For information about how to enable it, see
Installing passwordless Windows Login integration on client computers.

FIDO2 support

PingID Integration for Windows login
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PingID Windows login passwordless provides FIDO2 support for PingID environments that are integrated with PingOne. Learn
more: Updating a PingID account to use PingOne FIDO2 policy for Passkey support.

Support for additional languages and text using Portable Object (PO) translations

PingID Integration for Windows login

PingID Windows login passwordless now supports Portable Object (PO) translations for localized user interfaces. PO translations
must be compiled into .mo files and stored in the locale folder within the application’s bin directory, usually found at C:\Program
Files\Ping Identity\PingID\Windows Passwordless\bin\locale.

Security and performance enhancements

PinglD Integration for Windows login

This version of PingID integration for Windows login passwordless authentication includes improvements and fixes for security
and performance-related issues.

Issue accessing resources on a shared network using passwordless authentication

STAGING-21497 PingID Integration for Windows login

We've fixed an issue that was preventing users from using passwordless authentication to access a shared resource or network
share.

PingID integration for Windows login (passwordless) 1.5.1 (February 6, 2024)
New features and improvements in PingID integration for Windows login (passwordless).

Support for Local Security Authority (LSA)

PingID Integration for Windows login

The integration for passwordless Windows login now includes support for Local Security Authority (LSA).

PingID integration for Windows login (passwordless) 1.5 (October 30, 2023)
New features and improvements in PingID integration for Windows login.

Default to Primary behavior support for compatible devices

PingID Integration for Windows login

Windows Login Passwordless client now supports the Default to Primary option. The user is now only prompted to select a
device if their primary device is not compatible with the Windows Login Passwordless client.

Automatic native language detection

PingID Integration for Windows login
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Windows Login Passwordless client automatically detects and switches to the language that is configured on the user's Windows
machine.

CTAP library upgrade

PingID Integration for Windows login

To enhance the performance of FIDO security keys within the Windows Login Passwordless client, we've upgraded the Client to
Authenticator Protocol (CTAP) library. The CTPA library now complies with the latest FIDO2 (v2.1) specifications.

Support for multiple security keys

PingID Integration for Windows login

When multiple security keys are connected to the same Windows machine, the user can now select the security key they want to
use to authenticate, without needing to remove other security keys that are connected to the same Windows machine.

ARM-based Windows PC Support

PingID Integration for Windows login

We've added the option to install the Windows Login Passwordless client on Windows PCs that are powered by ARM processors.

Security and performance enhancements

PingID Integration for Windows login

This version of PingID integration for Windows login passwordless authentication includes improvements and fixes for security
and performance-related issues.

PingID integration for Windows login (passwordless) 1.4 (July 25, 2023)

New features and improvements in PingID integration for Windows login.

New events in Windows Event viewer

PingID Integration for Windows login

We've added some Windows login passwordless-related events to the Windows Event viewer.

The new events provide administrators with user event information including online and offline authentication, failed login
attempts, and RDP authentication attempts.

For information, see Troubleshooting passwordless Windows login

Windows login passwordless RDP support

PinglD Integration for Windows login

The Windows login passwordless remote desktop (RDP) sign-on process has been improved and now requires only one
authentication request.
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OAEP Padding as default

PingID Integration for Windows login

OAEP padding is now used as the default padding scheme with RSA encryption for offline authentication.

If you do not want to use OAEP padding for offline authentication, use the rsa_padding option when running the CLI installation.
For information, see Installing passwordless Windows Login integration on client computers (CLI).

NFC reader support

PingID Integration for Windows login

Windows login passwordless now supports authentication using an NFC reader.

User Verification discouraged support for security keys

PingID Integration for Windows login

We've added the option to skip user verification for Windows login passwordless users. This requires the relevant flag to be added
as an optional parameter during installation.

@ Note

Some YubiKey devices require user verification, and will not allow the user to authenticate if the user verification
discouraged flag is enabled.

For information, see Installing passwordless Windows Login integration on client computers (CLI)

Security and performance enhancements

PingID Integration for Windows login

This version of PingID integration for Windows login passwordless authentication includes improvements and fixes for security
and performance-related issues.

Security key sign on issue

STAGING-19029 PingID Integration for Windows login

We've fixed an issue that was preventing users from signing on with a security key when the computer language was set to a non-
English language.

Offline authentication issue

STAGING-19029 PinglID Integration for Windows login

We've fixed an issue that was preventing users from attempting to sign on while offline, if their first offline authentication attempt
failed.
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PingID integration for Windows login (passwordless) 1.3 (November 3, 2022)
New features and improvements in PingID integration for Windows login passwordless authentication.

Support for ECC key pairs

PinglD Integration for Windows login

To improve the performance of the Windows login passwordless client, we've added support for ECC key pairs for passwordless
authentication. For more information see Command-line installation Installing passwordless Windows Login integration on client
computers (CLI).

Language support

PingID Integration for Windows login

We've added support for the following languages:
+ Czech
+ Polish
* Hungarian

Security and performance enhancements

PingID Integration for Windows login

This version of the integration with Windows login for passwordless authentication includes improvements and fixes for security
and performance-related issues.

PingID integration for Windows login (passwordless) 1.2 (June 28, 2022)
New features and improvements in PingID integration for Windows login passwordless authentication.

Passwordless login with FIDO2 security keys

PingID Integration for Windows login

+ Beginning with this release, it is possible to carry out passwordless Windows login in conjunction with a FIDO2 security
key. (If you set the Resident Key option to Required for such keys, users will not neeed TPM on their computer in order to
use passwordless login.)

+ A mechanism has been added to make it easier to change the level of detail recorded in the log files. For details, see
Troubleshooting passwordless Windows login.

* The release also includes a number of security enhancements and performance improvements.
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PingID integration for Windows login (passwordless) 1.0 (December 9, 2021)

PinglD integration for Windows login passwordless authentication.

Initial version.

PingID integration for Mac login

PingID integration for Mac login 1.3.4 (May 8, 2025)
May 8

Submit button on Manual Authentication screen

PIM-7335

The Submit button on the Manual Authentication screen was mislabeled. This issue has been fixed.

Recent authentication rule ignored

TRIAGE-26595

There were situations where users were being asked to authenticate with PingID on each login even though the policy was set to
"Approve" if the last authentication was less than twelve hours ago. This issue has been fixed.

PingID integration for Mac login 1.3.3 (March 19, 2024)
Manual Authentication options in Ul-based installation

The MFA behavior when users could not communicate with the PingID server did not always match the option that was selected
in the Manual Authentication window of the Ul-based installation of the integration with Mac login. This issue has been fixed.

PingID integration for Mac login 1.3.2 (January 17, 2024)

Width of unlock screen on macOS 14.1 (Sonoma)

STAGING-21669

On version 14.1 of macOS, the unlock screen was displayed as a narrow window rather than taking up the full width. This issue
has been fixed.
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Security, performance, and reliability

Improvements to security, performance, and reliability.

PingID integration for Mac login 1.3.1 (December 6, 2023)

Installation - skip domain validation

By default, domain validation is carried out if you specify an organization domain during installation. There is now an option to
skip domain validation (available in both Ul and CLI installation). For details, see Installing PingID integration for Mac login using
Ul wizard.

Black screen after device locked with screensaver active

STAGING-19800

On certain versions of macQS, after the device was locked with a screensaver active, there were cases where a black screen was
displayed rather than the login screen. This issue has been fixed.

Security, performance, and reliability

Improvements to security, performance, and reliability.

PingID integration for Mac login 1.3.0 (August 2, 2023)

New installation options - attribute mapping, exclude local users

When installing the integration with Mac login, you can now specify that an Active Directory attribute should be used for
identifying users. You can also specify that PingID authentication should not be used for local user logins. For details, see
Installing PinglID integration for Mac login using Ul wizard and Mac login command line reference.

No authentication prompt after CLI installation

STAGING-19298 PingID

There were cases where users were not getting an authentication prompt when logging back in to their Mac after carrying out a
command-line installation of the integration that included use of the --domainPostfix parameter. This issue has been fixed.
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Login failure after providing organization domain in Ul installation

STAGING-19762

There were cases where users could not log in after carrying out a Ul installation of the integration that included specification of
an organization domain. This issue has been fixed.

PingID integration for Mac login 1.2 (February 14, 2023)

Use of OAEP padding for offline authentication

(o]

OAEP padding is now used by default in the encryption for offline authentication. If you do not want to use OAEP padding for
offline authentication, use the --rsa_padding option when running the command-line installation. For details, see Mac login
command line reference.

Installation verifies PingID properties file

Beginning with version 1.2 of the integration, you must use the restricted-permissions properties file that is generated when you

click the Generate button in the Integrate with Windows and Mac login section. You can no longer use the properties file that is

generated when you click the Generate button in the Integrate with PingFederate and other clients section. This resolves issues
related to CVE-2022-23717 0.

PingID integration for Mac login 1.1.2 (November 29, 2022)

WiFi selection icon on lock screen

PingID Integration for Mac login

To prevent situations where a user cannot log in because their computer is not currently connected to the Internet, the lock
screen now contains a WiFi icon that can be clicked to select a network.

Language support

PingID Integration for Mac login

We've added support for the following languages:
+ Czech
+ Polish

* Hungarian
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Login failure after screen lock

PIM-3884 PingID Integration for Mac login

Fixed an issue that was causing login attempts to fail after the screen was locked.

PingID integration for Mac login 1.1.1 (July 6, 2022)

Support for Monterey

PingID Integration for Mac login

The integration with Mac login can now be used on Monterey (versions 12.4 and above).

Integration users who have upgraded to Monterey

Info PingID Integration for Mac login

If users who installed the integration with Mac login on a previous version of macOS encounter problems with PingID after
upgrading to Monterey (version 12.4 or above), they should run the script that is included in this release of the integration to fix
the problem. The script, RestoreAfterUpgrade.sh, isincluded in the .dmg file that is provided.

PingID integration for Mac login 1.1 (May 31, 2022)

Multi-factor authentication for lock screen

PingID Integration for Mac login

After you install the PinglID integration for Mac login, multi-factor authentications is now required not just for the initial login, but
also for logging in when the lock screen is displayed.

Use of OAEP padding for offline authentication

PingID Integration for Mac login

There is now an option to specify that OAEP padding should be used in the encryption for offline authentication. For information
on setting this option, see Installing the PingID integration for Mac login.

Versions of macOS supported

Info PingID Integration for Mac login

Beginning with this release, the PingID integration with Mac login is not supported on macOS 10.13 (High Sierra) and 10.14
(Mojave).
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PingID integration for Mac login 1.0.3 (November 30, 2021)

Resolved issues

Ticket ID Description
STAGING-13381 If a user closed the PingID authenticator window before
authentication was completed, they were not returned to the

initial Mac login screen as would be expected. This issue has
been resolved.

PingID integration for Mac login 1.0.2 (February 09, 2021)
Enhancements

Four new CLI options are available:

Option Description

ignoreConnectionErrors The installer attempts to address the PingID authenticator heartbeat to confirm
connectivity. The installer will continue the installation even if no response was
received.

silent Upon completion of the instal, the installer will prompt with a Log out now?

message box.

very-silent Upon completion of the instal, the installer will automatically log out.
timeout Defines HTTP request timeout value. Permisible values are in the range 1000-30000
ms.

Run the CLI using --help for a full options list. Also, see the CLI Reference Mac login command line reference

PingID integration for Mac login 1.0.1 (October 27, 2020)
Resolved issue

Adding the organization domain in the CLI could result in the user name differing from the previously enrolled user name causing
a pairing issue. i.e. johndoe@domain (CLI) is not the same as johndoe (enrolled).

The command-line installer does not explicitly ask for organization domain anymore.
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PingID integration for Mac login 1.0 (September 02, 2020) (updated)

Enhancements

PingID support for Mac login

PinglID Integration for Mac login has been released as a generally available feature. The Mac login agent implements an extra
security layer by enforcing MFA to the login flow. Admins can install the Mac login agent using a GUI or a CLI.

For configuration details, see: PinglID integration for Mac login
See also, the PingID end user guide: PingID authentication for Mac loginZ

Known issues and limitations

The Big Sur OS is not supported.

PingIlD MFA Adapter for AD FS

PingID MFA Adapter for AD FS 1.4 (March 29, 2021)

Enhancements

Version 1.4 of the PingID MFA Adapter for AD FS has been released, and includes the following enhancements:
« Official support for AD FS 5.0.

* The adapter management interface in MMC now allows you to specify a PinglD-specific proxy.

« For situations where the users belong to a domain that is not reflected in the login information provided, the adapter
management interface in MMC now allows you to provide the relevant domain name.

See Configuring advanced settings.

PingID MFA Adapter for AD FS 1.3.2 (February 24, 2020)

Enhancements

PingID MFA Adapter for AD FS v1.3.2 supports TLS 1.2

To align with industry best practices and standards for security and data integrity, Ping Identity added support for TLS 1.2 in AD FS
v1.3.2. Over the coming months, PingID MFA Adapter for AD FS client versions v1.2 and lower (that support only TLS 1.1 and lower
in the PingOne for Enterprise platform), will no longer allow MFA integration.

We advise all Admins to upgrade to the latest version as soon as possible.
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Resolved issues

Ticket ID Description

PID-9323 Fixed an issue that was causing failures in PingID authentication flows when using Internet
Explorer and Microsoft Edge browsers.

PingID MFA Adapter for AD FS 1.3.1 (January 28, 2020)

Enhancements

PingID MFA Adapter for AD FS v1.3.1 supports TLS 1.2

To align with industry best practices and standards for security and data integrity, Ping Identity added support for TLS 1.2 in AD FS
v1.3.1. Over the coming months, PingID MFA Adapter for AD FS client versions v1.3 and lower (that support only TLS 1.1 and lower
in the PingOne for Enterprise platform), will no longer allow MFA integration.

We advise all Admins to upgrade to the latest version as soon as possible.

PingID MFA Adapter for AD FS 1.3 (December 19, 2019)

Enhancements

AD FS Adapter for PingID V1.3 - Support for Chrome SameSite cookie behavior change

Support for Chrome SameSite cookie behavior change has been implemented.For all Ping products SameSite support details, see
SameSite cookie support in Ping Identity products (2.

PingID MFA Adapter for AD FS 1.2 (July 2, 2019)
PingID MFA Adapter for AD FS v1.2

A new version of the PingID MFA Adapter for AD FS is available that resolves PID-8233.

Resolved issues

Ticket ID Description
PID-8233 Resolved an issue that was causing intermittent authentication failures in AD FS adapter v1.1
and older.
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PinglD MFA Adapter for AD FS 1.1 (November 19, 2018)

Enhancements

PingIlD MFA Adapter for AD FS v1.1

A new version of the PingID MFA Adapter for AD FS is available that provides the following enhancements:
+ Support for multiple claim types

You can now choose the claim type you want to send from AD FS to the PinglD MFA Adapter (UPN or Windows Account
Name) when installing PingID MFA Adapter for AD FS (see Installing PingID MFA Adapter for AD FS).

+ Support for multi-domain environments

PingIlD MFA Adapter for AD FS can now query user data originating from multiple Active Directory domains, based on the
user claim presented to the PingID MFA Adapter during authentication.

Resolved issues

Ticket ID Description

PID-7242 Resolved an issue that was preventing log entries related to the PingIlD MFA Adapter for AD FS
from printing to the event viewer.

PID-7081 Resolved an issue that was preventing admins from applying PingID group-based policy
during authentication with AD FS.

PID-7080 Resolved an issue that was preventing modification of the username attribute mapping.

PingID MFA Adapter for AD FS 1.0 (September 20, 2018)

Enhancements

PingID Adapter for AD FS

The new PingID MFA Adapter for AD FS v1.0 is available for general release. This adapter allows you to secure your sign-in process
using Microsoft AD FS by integrating with PingID MFA and its strong authentication capabilities.This integration allows AD FS
customers to utilize PingID MFA with all PingID authentication methods (including Swipe, Fingerprint, SMS, Voice, YubiKey, Email,
Desktop app) and to apply PingID policies to AD FS MFA authentication

PingID SSH integration
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PingID SSH Integration 4.3.0 (May 30, 2024)

Proxies that require username and password

PingID SSH integration

Support for proxy servers has been expanded so that you can now use the PingID integration with SSH also for proxy servers that
require username/password authentication.

PingID SSH Integration 4.2.0 (December 21, 2021)

Enhancements

Obfuscation of use_base64_key field in PingID properties file

When installing the SSH integration from source files, there is now an option to specify that the use_base64_key field in the
PingID properties file should be obfuscated, rather than leaving it as a plain text file. To use this option, include the --with-
obfuscation switch when running the configuration utility. For details, see Installing PingID SSH using source files.

Offline MFA

There is now an option to enable offline MFA for situations where the PingID MFA service is unavailable. For details, see Enabling
offline MFA in SSH integration.

Support for additional releases

The PinglID integration with SSH can now be installed on Debian 10 and Ubuntu 16.04, 18.04, and 20.04.

PingID SSH Integration 4.1.1 (May 11, 2021)

Resolved issues

Ticket ID Description
PID-11293 When using the PingID SSH integration, there were cases

where an error was reported ("Request signature is not
valid"). This issue has been resolved.
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PingID SSH Integration 4.1.0 (December 29, 2020)

Enhancements

New functionality for SSH Version 4.1.0

Extended collection of client IP addresses: We now collect client IP addresses during PAM configuration.

Known Limitations

1. A tarball build might not work on systems running on i386 processors.
2.0n FreeBSD, the su command does not work when using the native clang compiler to build PingID from a pingid tarball.
3. There will be no further binary PinglD packages for CentOS version 6 and RHEL version 6.

(RHEL version 6 and CentQOS version 6 reached End of Life on November 30th, 2020.)

PingID SSH Integration (December 03, 2020)

Enhancements

For PinglID SSH version 4.0.16+

Support added for binary package PingID SSH integration into SUSE (SLES and OpenSUSE).
For supported versions, see PingID SSH support information.

For installation details, see Installing PingID SSH binary package.

PingID SSH Integration 4.0.16 (October 27, 2020)

Enhancements

Performance Enhancement

PingID SSH now supports session "stickiness" across data centers (active/active support).

Additional operating systems support

+ HP-UX source package installation is now supported. See Installation example for HP-UX.

* RHEL binary package insallation is now supported. See Installing PingID SSH binary package.
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PingID SSH Integration 4.0.14+ (July 23, 2020)
Upgrade Recommendation - Verify proxy certification

If you are upgrading to SSH v.4.0.14+ we strongly recommend that you add the following line to the configuration file:

proxy_verify_cert = true

PingID SSH Integration 4.0.15 (July 02, 2020)

Enhancements
For PinglID SSH Version 4.0.15:

AIX 7.x is now supported.

Resolved Issues

Ticket ID Description

PID-8229 Fixed an issue where the su command (when configured to
use the pam_pingid module) hangs on FreeBSD 12.

PingID SSH Integration 4.0.14 (April 30, 2020)
Enhancements
For PingID SSH Version 4.0.14:

+ Implement package management for YUM

+ Allow admins to configure self-signed certificate for proxy

* Support for CentOS 8.0

Resolved Issues

Ticket ID Description
PID-9304 A possible heap overflow was found that could allow a

Remote Code Execution attack (CVE-2020-10654) against
PinglD-enrolled servers. The issue has been corrected.
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PingID SSH Integration 4.0.13 (October 03, 2019)

Enhancements
For PinglID SSH Version 4.0.13:

+ PingID SSH PAM module now works with CentOS 7 & RHEL 7

Additional configuration option ( --enable-selinux ) was added to allow PingID agent to function correctly on CentOS 7 &
RHEL 7 where SELinux is enforced. See Integration with RHEL-based distributions incorporating extended SELinux
restrictions.

PingID SSH Integration 4.0.12 (July 01, 2019)
Enhancements
For PingID SSH Version 4.0.12:
+ Support for Ubuntu 18.04
* Removed dependency on libcurl in pre-built packages (for Ubuntu and Debian)

* Support for openssl-1.1.x

Resolved issues

Ticket ID Description
PID-8118 The following issue has been corrected: Wrong file format for PingIlD SSH download: SSH
integration zip file for PingID (pingid-ssh.zip) downloaded from https://

www.pingidentity.com/content/ping/en/resources/downloads/pingid.htmI failed to unzip
on Linux. The problem was found and corrected in the distribution of version 4.0.11.

PingID SDK release notes

These release notes summarize the changes in current and previous PinglD SDK updates.
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PingID SDK (March 28, 2022)

Enhancements

SDK activity reports - SafetyNet attestation certificate expiration

The report PinglD SDK Admin Activity of the Last 7 Days now includes a daily entry that indicates the expiration date of the
SafetyNet attestation certificate. The report displays one such message for each SDK-based application that has the SafetyNet
integrity requirement enabled.

PingID SDK (May 31, 2021)
Enhancements

Customization and trust of email domains via PingID SDK APIs

PingID SDK has been extended to support use of your organization’s own trusted email domains and email addresses, using the
PingID SDK APIs. This reinforces trust from the customer and also from the receiving servers. The APIs provide a further option to
configure DKIM and SPF verification for outbound emails.

@ Note

As part of this feature upgrade, email template IDs have changed. Template locales are modified so that every
occurrence of an underscore ("_") character is replaced with a hyphen ("-").

To reduce confusion, the creation of unusable or invalid templates is no longer allowed. Some invalid templates have
been deleted. This includes:

+ Templates that don't contain the required ${otp} parameter, either in the subject or in the email body.
« Templates that are missing "from" or "reply-to" addresses, or have an invalid address.

In the PingID SDK developer’s guide, see:
» Trusted email domains™
« Trusted email addresses
* Email templates™@

« Authenticate with email &
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PingID SDK (April 11, 2021)
Enhancements

PingID SDK settings file download
The admin web portal Ul has been streamlined: The PingID SDK settings file download has been moved from the Setup - PingID

- Client Integration screen to the Setup - PingID SDK settings screen. See Distributing the PingID SDK settings file and
application ID.

PingID SDK Package 1.14.6 (March 31, 2021)

The PingID SDK 1.14.6 package is released with the following components:

PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.6.4 Unchanged
Android
PingID Mobile SDK for 1.6.1 Unchanged
i0S
PingID Mobile SDK for 1.4.1 Legacy
i0S
PingID SDK Server 1.4 Unchanged
sample code
PingFederate PingID PingFederate PingID PingFederate PingID 1.8.2 Updated
SDK Integration Kit SDK IDP Adapter 1.8.2  SDK IDP Adapter
1.12
*PingID SDK CIBA 1.1.2 Updated

Authenticator

PingFederate PingID 1.1 Unchanged
SDK IDP Selector

**PingFederate 1.0.0.50 Unchanged
Authenticator API

PingFederate PingID 1.2.2 Unchanged
SDK Connector

* The PingID SDK CIBA Authenticator is part of the PingFederate PinglD SDK IDP Adapter jar.

o Important: If the current PingFederate Authentication API version is above 1.0.0.50, you should not replace this jar
file.
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Enhancements

PingID SDK has been extended with the following features:

Configuring timeouts for authentication requests

You can now configure the amount of time that an authentication request lasts before timing out. You can use this feature to
customize the authentication experience to your user’s needs, and reduce the number of users that experience a push
notification timeout on authentication attempts.

You can configure:

+ Device Timeout : The amount of time in seconds that a new authentication request notification must reach a user's
mobile device, before timing out.

+ Total Timeout : The total amount of time in seconds that a new authentication request will last, before timing out. This
includes the time for Device Timeout, plus the time that the user has to respond to the authentication request.

In the admin guide, see Updating a PingID SDK app’s configuration.

API support for configuring timeouts for authentication requests

In addition to the timeout configuration settings in the admin Ul, the PingID SDK Application Attributes API has been extended, so
that customers can configure the amount of time that an authentication request lasts before timing out.

In the PingID SDK developer’s guide, see Application Attributes API(Z,

Resolved issues

Ticket ID Description
PIDC-2513 In an installation using PingFederate with PingID SDK, a user entered an OTP and received a

generic error message, instead of a message indicating that the OTP session expired. This has
been resolved.

PingID SDK Package 1.14.5 (February 21, 2021)

The PingID SDK 1.14.5 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.6.4 Updated
Android
PingID Mobile SDK for 1.6.1 Unchanged
ioS
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PingID SDK Module Submodule Version Status
component

PingID Mobile SDK for 1.4.1 Legacy

ioS
PingID SDK Server 1.4 Unchanged

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.8.1 Unchanged
SDK Integration Kit SDK IDP Adapter 1.8.1  SDKIDP Adapter
1.1

*PingID SDK CIBA 1.1.1 Unchanged

Authenticator

PingFederate PingID 1.1 Unchanged
SDK IDP Selector

**PingFederate 1.0.0.50 Unchanged
Authenticator API

PingFederate PingID 1.2.2 Unchanged
SDK Connector

* The PingID SDK CIBA Authenticator is part of the PingFederate PingID SDK IDP Adapter jar.

o Important: If the current PingFederate Authenticator API version is above 1.0.0.50, you should not replace this jar
file.

Resolved issues

Ticket ID Description

STAGING-12150 During the SafetyNet root detection check on Android devices, an app failed for some users.
This is resolved in PingID Mobile SDK for Android 1.6.4.

PingID SDK Package 1.14.4 (January 26, 2021)

The PingID SDK 1.14.4 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.6.3 Unchanged
Android
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PingID SDK Module Submodule
component

PingID Mobile SDK for
ioS

PingID Mobile SDK for
i0S

PingID SDK Server
sample code

PingFederate PingID PingFederate PingID PingFederate PingID
SDK Integration Kit SDK IDP Adapter 1.8.1 SDK IDP Adapter

1.1
*PingID SDK CIBA

Authenticator

PingFederate PingID
SDK IDP Selector

**PingFederate
Authenticator API

PingFederate PingID
SDK Connector

Version

1.6.1

1.4.1

1.4

1.8.1

1.1.1

1.0.0.50

1.2.2

Status

Unchanged

Legacy

Unchanged

Updated

Updated

Unchanged

Unchanged

Unchanged

* The PingID SDK CIBA Authenticator is part of the PingFederate PingID SDK IDP Adapter jar.

o Important: If the current PingFederate Authenticator API version is above 1.0.0.50, you should not replace this jar

file.

Enhancements

PingID SDK has been extended with the following features:

CIBA authenticator support for dynamic application ID

The PingID SDK CIBA authenticator now supports a configuration for dynamic application IDs. This feature enables a single CIBA
authenticator to work with multiple applications. See Configuring the CIBA Authenticator for PingID SDK.
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PingID SDK (January 5, 2021)

Enhancements

Mobile Authentication Framework

An open-source code project that provides an example of how to use the PingFederate Authentication API's browserless OAuth
flow in iOS and Android projects. It supports selected MFA flows and provides the current state of a flow, as an end-user steps
through a PingFederate authentication policy. The native iOS and Android code allows end-user interactions with the API, such as
credential prompts, to be handled by an external mobile application.

The Mobile Authentication Framework package is available for download at:
+ i0S: https://github.com/pingidentity/mobile-authentication-framework-ios

* Android: https://github.com/pingidentity/mobile-authentication-framework-android &

PingID SDK Package 1.14.3 (December 30, 2020) - Updated

The PingID SDK 1.14.3 package is released with the following components:

PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.6.3 Updated
Android
PingID Mobile SDK for 1.6.1 Updated
i0S
PingID Mobile SDK for 1.4.1 Legacy
i0S
PingID SDK Server 1.4 Unchanged

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.8 Unchanged
SDK Integration Kit SDK IDP Adapter 1.8 SDK IDP Adapter
1.10

*PingID SDK CIBA 1.1 Unchanged

Authenticator

PingFederate PingID 1.1 Unchanged
SDK IDP Selector

**PingFederate 1.0.0.50 Unchanged
Authenticator API
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PingID SDK Module Submodule Version Status
component

PingFederate PingID 1.2.2 Unchanged
SDK Connector

* The PingID SDK CIBA Authenticator is part of the PingFederate PinglD SDK IDP Adapter jar.

o Important: If the current PingFederate Authenticator API version is above 1.0.0.50, you should not replace this jar
file.

@ Note

PingID Mobile SDK security updates
The PingID SDK 1.14.3 package includes security updates for the PinglD Mobile SDK. For jailbroken detection of
iOS devices and root detection of Android devices, we recommend using the latest PingID Mobile SDK versions
included in this package.

Applications using PingID Mobile SDK for iOS versions before 1.6.1 for authentication are regarded as missing the
required data to determine whether the device is jailbroken. Those requests proceed according to the FALLBACK
RESPONSE configuration.

Resolved issues

Ticket ID Description
PIMC-886 Security fixes in the jailbroken detection mechanism.
PIMC-900 During the SafetyNet root detection check on Android devices, an app crashed for some

users. This is resolved in PingID Mobile SDK for Android 1.6.3.

PinglID SDK (December 29, 2020)

Enhancements

PingID SDK has been extended with the following features:

API support for PingID SDK application management

In addition to the existing PingID SDK application management in the admin Ul, PingID SDK has been extended with the
Application APl and Application Attributes API, that enable customers to develop their own services for PinglD SDK application
management. Customers can now programatically create and maintain PinglD SDK application configurations, and automate and
streamline bulk creation and maintenance of application configurations.

In the PingID SDK developer's guide, see:

« Application APICS
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« Application Attributes APICS

Known issues and limitations

iOS push credential configuration is only supported using the admin console

iOS push credentials cannot be configured using the PingID SDK Application API, and must be configured using the admin
console.

PingID SDK Package 1.14.2 (December 2, 2020)

The PingID SDK 1.14.2 package is released with the following components:

PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.6.2 Updated
Android
PingID Mobile SDK for 1.6 Unchanged
ioS
PingID Mobile SDK for 1.4.1 Legacy
ioS
PingID SDK Server 1.4 Unchanged

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.8 Unchanged
SDK Integration Kit SDK IDP Adapter 1.8 SDK IDP Adapter
1.10

*PingID SDK CIBA 1.1 Unchanged

Authenticator

PingFederate PingID 1.1 Unchanged
SDK IDP Selector

**PingFederate 1.0.0.50 Unchanged
Authenticator API

PingFederate PingID 1.2.2 Updated
SDK Connector

+ The PingID SDK CIBA Authenticator is part of the PingFederate PingID SDK IDP Adapter jar.

o Important: If the current PingFederate Authenticator API version is above 1.0.0.50, you should not replace this jar
file.
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Resolved issues

Ticket ID Description

PIMC-874 When receiving a push notification, a toast appeared with category data.This has been
resolved, so that the toast no longer appears.

|0-5984 PingFederate PingID SDK Connector 1.2.2 ( October 2020): Fixed an issue that caused the
provisioning engine to see email1 and Email 1 as different devices. This could cause an error

when the provisioning engine tried to add a new device instead of updating the existing
device.

PingID SDK (November 26, 2020)

Enhancements

PinglID SDK activity report

The PingID SDK activity report has been extended with new message details. When the mobile device is not reachable to receive a
push notification, the report’'s message field reflects the reason:

Mobile device state PingID SDK activity report message
Mobile device in flight mode Device Couldn't Be Reached [device name]. Device Offline.
Mobile device is pushless Device Couldn’t Be Reached [device name]. Push Disabled.

PinglID SDK Package 1.14.1 (November 18, 2020)

The PingID SDK 1.14.1 package is released with the following components:

PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.6.1 Updated
Android
PingID Mobile SDK for 1.6 Unchanged
i0S
PingID Mobile SDK for 1.4.1 Legacy
i0S
PingID SDK Server 1.4 Unchanged

sample code
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PingID SDK Module Submodule Version Status
component
PingFederate PingID PingFederate PingID PingFederate PingID 1.8 Unchanged
SDK Integration Kit SDK IDP Adapter 1.8 SDK IDP Adapter
1.9

*PingID SDK CIBA 1.1 Unchanged

Authenticator

PingFederate PingID 1.1 Unchanged
SDK IDP Selector

**PingFederate 1.0.0.50 Unchanged
Authenticator API

PingFederate PingID 1.2.1 Unchanged
SDK Connector

* The PingID SDK CIBA Authenticator is part of the PingFederate PingID SDK IDP Adapter jar.

o Important: If the current PingFederate Authenticator API version is above 1.0.0.50, you should not replace this jar
file.

Resolved issues

Ticket ID Description

PIMC-867 Fixed a configuration that might cause an issue in Android mobile device pairing.

PingID SDK Package 1.14 (November 4, 2020) - Updated

@ Note

The PingID SDK 1.14 package was removed from the download site due to a technical issue, and will be available soon.
(November 9, 2020)

The PingID SDK 1.14 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.6 Updated
Android
PingID Mobile SDK for 1.6 Updated
i0S
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PingID SDK Module Submodule Version Status
component

PingID Mobile SDK for 1.4.1 Legacy

ioS
PingID SDK Server 1.4 Unchanged

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.8 Unchanged
SDK Integration Kit SDK IDP Adapter 1.8 SDK IDP Adapter
1.9

*PingID SDK CIBA 1.1 Unchanged

Authenticator

PingFederate PingID 1.1 Unchanged
SDK IDP Selector

**PingFederate 1.0.0.50 Unchanged
Authenticator API

PingFederate PingID 1.2.1 Unchanged
SDK Connector
* The PingID SDK CIBA Authenticator is part of the PingFederate PingID SDK IDP Adapter jar.

o Important: If the current PingFederate Authenticator API version is above 1.0.0.50, you should not replace this jar
file.

Enhancements

PingID SDK has been extended with the following features:

Android

PingID Mobile SDK for Android v1.6 (PingID SDK package 1.14):
« Support for Android 11 (API level 30)
The PingID Mobile SDK for Android was built with the latest gradle (6.1.1) and gradle plugin (3.6.1).

Due to support for Android 11 (API level 30), the dependencies versions have changed. See the gradle.properties and b
uild.gradle filesin the Moderno sample project and application levels for the latest dependency versions and changes.

- Debug logs level

The debug level has been removed from the logfile output configuration in the SDK's Android library. From this version
onwards, debug level information no longer appears in local logfiles.

+ Moderno sample app (Android)
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The Moderno sample app now supports Android 11. In Android 11, whenever an app requests a permission related to
location, the user-facing permissions dialog has an option called Only this time. If the user selects this option, the app is
granted a temporary one-time permission.

The Moderno app follows best practices related to permissions for Android developers, and checks the permission
before trying to access information that's guarded by that permission.

ioS
The PingID Mobile SDK for iOS v1.6 (PingID SDK package 1.14) now supports iOS 14.

Resolved issues

Ticket ID Description
PIMC-725 Fixed a bug where the PinglD Mobile SDK for Android was returning a NullPointerException.
PIMC-793 Fixed a bug in PingID Mobile SDK for iOS, for a process returning EXC_BAD_ACCESS (SIGSEGV),

when attempting to access invalid memory, or attempting to access memory in a manner not
allowed by the memory's protection level.

Deprecated features

Android

+ Android 4.x is no longer supported.

* PingID Mobile SDK for Android v1.6 (PingID SDK package 1.14) no longer uses the cryptographic functionality of Bouncy
Castle, and now uses the native Android cryptographics.

See Google's Android developers blog for more information: https://android-developers.googleblog.com/2018/03/
cryptography-changes-in-android-p.htm|

ioS

+i0S 8.x is no longer supported.

* PingID Mobile SDK for iOS v1.6 (PingID SDK package 1.14) is the last version supporting iOS 9.x.

PinglID SDK Package 1.13 (October 28, 2020)

The PingID SDK 1.13 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.5 Unchanged
Android
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PingID SDK
Component

PingID SDK Server
sample code

PingFederate PingID
SDK Integration Kit
1.9

Module Submodule
PingID Mobile SDK for
i0S

PingID Mobile SDK for
i0S

PingFederate PingID PingFederate PingID
SDK IDP Adapter 1.8 SDK IDP Adapter

*PingID SDK CIBA
Authenticator

PingFederate PingID
SDK IDP Selector

**PingFederate
Authenticator API

PingFederate PingID
SDK Connector

Version

1.5

1.4.1

1.4

1.8

1.1

1.0.0.50

1.21

PinglD Administration Guide

Status

Unchanged

Legacy

Unchanged

Updated

Updated

Unchanged

Updated

Unchanged

* The PingID SDK CIBA Authenticator is part of the PingFederate PingID SDK IDP Adapter jar.

o Important: If the current PingFederate Authenticator API version is above 1.0.0.50, you should not replace this jar

file.

Enhancements

PingID SDK has been extended with the following features:

PingID SDK Integration Kit 1.9 (PingID SDK 1.13 package) for PingFederate

Mobile device access support for PingFederate Authentication API

+ PingID SDK's integration with the PingFederate Authentication API for end-user interactions now supports mobile device
access flows. See Integration with the PingFederate Authentication APILZ in the PinglD SDK documentation.

* PingID SDK adapter core contract attributes( have been extended with new values for pingid.sdk.status and related
values for pingid.sdk.status.reason, for integration with the PingFederate Authentication API. New values for

pingid.sdk.status:

° com.pingidentity.pingidsdk.device_paired
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° com.pingidentity.pingidsdk.device_access_allowed

Push notification categories

+ Categories can be defined, so that any type of notification can be sent according to a category.

« Similar to iOS push notification categories, from PingID SDK adapter for PingFederate 1.8 onwards, the 'category' attribute
is sent in the push payload. This attribute can be used for creating different types of push notifications, as defined in the
adapter.

* The PingID SDK Authentication APIJ has been extended with a new parameter:
° pushCategory

* Dynamic parameter support(Z has been extended with a new parameter:
° pingIdSdkCategory

* PingID SDK CIBA Authenticator 1.1 (included in PingID SDK adapter for PingFederate 1.8), now supports push notification
categories. See Configuring the CIBA Authenticator for PinglD SDK.

Resolved issues

Ticket ID Description

PIDC-1869 A user opened a mobile browser on an iOS device and received a push notification to approve
access. In some cases, when returning to the browser, the user received an error message.
This has been resolved.

PinglID SDK (October 19, 2020)
Enhancements

PingID SDK has been extended with the following features:

PinglID SDK support for custom Syniverse account

PingID SDK has been extended to allow customers to use a custom Syniverse account instead of Ping Identity’s account or
customer’s custom Twilio account, providing the following benefits:

+ Avoid manual back-to-back billing (Ping-Customer)

« Cost leverage for customers with massive SMS and Voice usage

« Fallback to Ping Identity’s Twilio account, or customers own custom Twilio account
A new PingID SDK Syniverse configuration section was added in the Administration Guide.

See Configuring a Syniverse account for PingID SDK.
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PingID SDK support for custom Twilio account

PingID SDK's existing support for custom Twilio accounts has been extended to allow customers to use a custom Syniverse
account instead of Ping Identity’s account as fallback, in cases of Twilio delivery failure.

See Configuring a Twilio account for PingID SDK.

PingID SDK Admin Activity Report

The PingID SDK Admin Activity Report has been extended, so that SMS and Voice event messages include information about the
organization’s SMS and Voice provider.

Deprecated features

The following PingID SDK API parameters are now deprecated.

If encountered, these parameters are ignored (as support for backward compatibility):
+ Offline devices (voice) pairing APILZ: vendor parameter.

« Authenticate with Voice(J: voiceVendor parameter.

PingID SDK Package 1.12 (July 28, 2020)

The PinglD SDK 1.12 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.5 Unchanged
Android
PingID Mobile SDK for 1.5 Unchanged
ioS

PingID SDK Server 1.4 Unchanged

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.7 Updated
SDK Integration Kit SDK IDP Adapter 1.7 SDK IDP Adapter
1.8

PingFederate PingID 1.1 Unchanged

SDK IDP Selector

PingFederate 1.0.0.48 New
Authenticator API

PingFederate PingID 1.2.1 Unchanged
SDK Connector
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Enhancements

PingID SDK has been extended with the following features:

Support for PingFederate Authentication API

PingID SDK now enables customers to integrate with the PingFederate Authentication API for end-user interactions, with the
following features:

+ Step-up authentication
* Transaction approval
For more information see:

+ PingID Administration Guide: Installing the PingID SDK Integration Kit for PingFederate and Configuring the PingID SDK
adapter for PingFederate.

* PingID SDK Developer Guide: Integration with the PingFederate Authentication APIZ,

Dynamic parameter support

Dynamic parameter support(J has been extended with the following new parameters:
* pingIdSdkSmsMessage
* pingIdSdkSmsSender
* pingIdSdkLocale
* pingIdSdkEmailConfigurationType
* pingIdSdkEmailParameters
* pingIdSdkVoiceMessage
* pingIdSdkVoice

Known issues and limitations

QR code authentication

QR code based authentication is not supported for the PingFederate Authentication API.

PingID SDK (July 7, 2020)
Enhancements

PingID SDK audit event subscriptions

PingID SDK has been extended to support audit event subscriptions for queue, delivery, bounce, and complaint email event
details of user authentication and pairing via email.
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If you are already subscribed for PingID SDK events, you'll automatically receive these email event details.

If you are not subscribed, you can create a subscription of type PingID SDK. See Add a Push subscriptionZ in the PingOne
documentation.

Authentication APIZ

The Authentication APl has been extended with the new approvedDeviceState parameter. approvedDeviceState provides the
state of an approved untrusted device, in scenarios where an authentication request from the untrusted mobile app is approved
by the user using a different, trusted device.

RegistrationToken APITS

The RegistrationToken API has been extended with:
* The GET RegistrationToken operation, to retrieve the registration token resource.

* The new status parameter, that provides the registration token status value that is returned from the call.

Resolved issues

Ticket ID Description

PIDC-2122 Fixed a case where data that included special characters such as emojis and symbols caused
the response validation to fail.

PingID SDK (June 15, 2020)

Enhancements

Email events in the PingID SDK Activity Report

The PingID SDK Activity Report has been extended to present queue, delivery, bounce, and complaint email event details for user
authentication and pairing email events. See the Running the PingID activity report section in the admin documentation, for
information on how to run the report, and the report's output.

Resolved issues

Ticket ID Description

PIDC-1986 A case was discovered where some Australian phone numbers were rejected in SMS pairing.
This issue is now resolved.
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PingID SDK (April 16, 2020)

Enhancements

Australian users to receive SMS/Voice call from Australian phone numbers

Release Notes

Users from Australia will now receive their authentication SMS/Voice calls from Australian phone numbers. (Previously, they were
sent from US phone numbers.)

Contact your Ping representatives to add local numbers for additional countries.

PinglID SDK Package 1.11 (April 1, 2020)

The PingID SDK 1.11 package is released with the following components:

PingID SDK
Component

PingID Mobile SDK

PingID SDK Server
sample code

PingFederate PingID

SDK Integration Kit
1.7

Enhancements

Module
PingID Mobile SDK for
Android

PingID Mobile SDK for
ioS

PingFederate PingID
SDK IDP Adapter 1.6

PingFederate PingID
SDK Connector

Submodule

PingFederate PingID
SDK IDP Adapter

PingFederate PingID
SDK IDP Selector

PingID SDK has been extended with the following features:

Android

PingID Mobile SDK for Android v1.5 (PingID SDK package 1.11):

+ Support for Android API level 29

The SDK was built with the latest gradle (6.1.1) and gradle plugin (3.6.1).
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Due to support for Android API level 29, the dependencies versions have changed. See the gradle.properties and
build.gradle filesin the Moderno sample project and application levels for the latest dependency versions and changes.

* Moderno sample app (Android)

For ease of use, we have moved the SDK constants from the AppPreferences.java file to the application level build.gra
dle under the buildTypes section.

i0S

PingID Mobile SDK for iOS v1.5 (PingID SDK package 1.11):

Support for Xcode 11 and XCFrameworks.

@ Note

There are minor differences in the IDE setup, depending on the version of PingID Mobile SDK for iOS. See Getting
started > iOS implementationZ in the developer documentation.
PingID SDK supports the following software versions:

* For versions of PingID SDK up to version 1.4.x:
o Xcode versions 8 to 10.x

° jOS 8+
« For versions of PingID SDK from 1.5 and later:
o Xcode 11+
° jOS 8+
Resolved issues
Ticket ID Description
PIMC-554 An issue was identified in the Android Moderno sample app, where the strings for the title
and body were taken from the code itself, and not from the push payload. This is now
resolved.
PIMC-685 Fixed a bug that could cause an iOS 13+ app to crash, when running in the background.
PIMC-724 An issue was identified in a specific flow when a pairing failed, files were deleted from the Fil

es folder in the Android application package. This is now resolved.

PingID SDK Package 1.10.1 (December 31, 2019)

The PingID SDK 1.10.1 package is released with the following components:
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PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.4.2 Updated
Android
PingID Mobile SDK for 1.4.1 Unchanged
ioS
PingID SDK Server 1.4 Unchanged
sample code
PingFederate PingID PingFederate PingID PingFederate PingID 1.6 Unchanged
SDK Integration Kit SDK IDP Adapter 1.6 SDK IDP Adapter
1.7
PingFederate PingID 1.1 Unchanged

SDK IDP Selector

PingFederate PingID 1.2.1 Unchanged
SDK Connector
Resolved issues
Ticket ID Description
PIMC-667 Fixed a bug that could cause an Android app running in the background to crash.

PingID SDK Package 1.10 (December 24, 2019)

The PingID SDK 1.10 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.4.1 Unchanged
Android
PingID Mobile SDK for 1.4.1 Unchanged
i0S

PingID SDK Server 1.4 Unchanged

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.6 Updated
SDK Integration Kit SDK IDP Adapter 1.6 SDK IDP Adapter
1.7
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PingID SDK Module Submodule Version Status
component

PingFederate PingID 1.1 Unchanged
SDK IDP Selector

PingFederate PingID 1.2.1 Unchanged
SDK Connector

Enhancements

PingID SDK has been extended with the following features:

PinglID SDK Integration Kit 1.7 (PingID SDK 1.10 package) for PingFederate

CIBA authenticator support

PingID SDK now allows customers to use a Client Initiated Backchannel Authentication (CIBA) Authenticator for the purpose of
authenticating users via an out-of-band authentication method on mobile devices. See Configuring the CIBA Authenticator for
PingID SDK.

PingID SDK Package 1.9.1 (December 23, 2019)

The PingID SDK 1.9.1 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.4.1 Updated
Android
PingID Mobile SDK for 1.4.1 Unchanged
ioS

PingID SDK Server 1.4 Unchanged

sample code

PingFederate PingID PingFederate PingID PingFederate PinglID 1.5 Unchanged
SDK Integration Kit SDK IDP Adapter 1.5 SDK IDP Adapter
1.6

PingFederate PingID 1.1 Unchanged

SDK IDP Selector

PingFederate PingID 1.2.1 Unchanged
SDK Connector
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Resolved issues

Ticket ID Description

PIMC-655 In the PingID Mobile SDK for Android, the PingIdPushHelper was not reachable from the
developer's code due to ProGuard rules. This is now resolved.

PingID SDK (December 11, 2019)

Enhancements

Configure OTP authentication timeout

PingID SDK has been extended with the option to configure the maximum duration of the lifetime of SMS, Voice and Email
passcode values for authentication requests, to enhance user experience according to your needs. The OTP lifetime duration can
be configured globally with one duration value for SMS, Voice and Email methods per application, or can be configured
individually with different values for each of the SMS, Voice and Email authentication methods.

The OTP lifetime may be configured from a minimum of one minute up to a maximum of 30 minutes. If not configured, the OTP
lifetime defaults to the maximum 30 minutes. See Updating a PingID SDK app’s configuration NOTE: All retries for a particular
OTP must occur during the configured OTP lifetime. For existing applications where admins have not configured the OTP lifetime
duration, all retries for a particular OTP must occur in the default 30 minutes.

PingID SDK Package 1.9 (November 25, 2019)

The PingID SDK 1.9 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.4 Unchanged
Android
PingID Mobile SDK for 1.4.1 Updated
i0S

PingID SDK Server 1.4 Unchanged

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.5 Unchanged
SDK Integration Kit SDK IDP Adapter 1.5 SDK IDP Adapter
1.6

PingFederate PingID 1.1 Unchanged

SDK IDP Selector
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PingID SDK Module Submodule Version Status
component
PingFederate PingID 1.2.1 Unchanged
SDK Connector

Resolved issues

Ticket ID Description
PIMC-643 Developers were prevented from uploading their iOS apps to the App Store due to the error:
"ERROR ITMS-90171: Invalid Bundle Structure - The binary file '<app>/

PingID_SDK.framework/libswiftRemoteMirror.dylib' is not permitted". Thisis now
resolved.

PingID SDK Package 1.8 (September 25, 2019)

The PingID SDK 1.8 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.4 Updated
Android
PingID Mobile SDK for 1.4 Updated
i0S

PingID SDK Server 1.4 Updated

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.5 Updated
SDK Integration Kit SDK IDP Adapter 1.5 SDK IDP Adapter
1.6

PingFederate PinglID 1.1 Updated

SDK IDP Selector

PingFederate PingID 1.2.1 Updated
SDK Connector

Enhancements

PingID SDK has been extended with the following features:
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PingID SDK support for custom Twilio account
PingID SDK has been extended to allow customers to use a custom Twilio account instead of Ping Identity’s account, providing the
following benefits:

+ Avoid manual back-to-back billing (Ping-Customer)

+ Cost leverage over Twilio for customers with massive SMS and Voice usage

+ Consolidate customer’s usage from helpdesk and audit perspective

A new PingID SDK Twilio configuration section was added in the Administration Guide. See Using a custom Twilio account with
PingID SDK.

Rooted and jailbroken device detection support

PingID SDK has an integrated mobile device integrity check in its MFA flows, which allows customer mobile applications to provide
reduced permissions, or deny access when a mobile device is detected as rooted or jailbroken. On iOS, the PingID SDK
proprietary algorithm is used to determine if a mobile device is jailbroken.

Android, on the other hand, takes advantage of Google's SafetyNet service to determine whether the device is rooted.

A new configuration section was added in the Administration Guide . See Update a PinglD SDK app’s configuration (.

Minimum software version requirements

The following minimum software versions are required for implementing device integrity checks and detection of rooted and
jailbroken devices:

+ PingID Mobile SDK for iOS version 1.4
+ PingID Mobile SDK for Android version 1.4

+ Android 5.0+ on end user Android devicesimplementations using PingFederate require the following additional minimum
software versions:

* PingFederate version 8.2+ (all versions supporting the PingID SDK Adapter)
+ PingID SDK Adapter version 1.5

* PingID SDK Selector version 1.1. If PF v9.2 or higher is used, the PingID SDK Selector is optional, and root detection can
work with or without it.
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Server APIs

The following PingID SDK Server APIs were extended to support rooted and jailbroken devices:

« User devices APILJ: Anew rooted (true/false) parameter has been added to the device object.

The filter option on the GET operation is now deprecated, and is supported for backward compatibility. The new POST
operation should be used instead of the filter option on GET.

* Authentication APILJ: A new possible value of DEVICE_ROOTED has been added to the reason parameter.
The new rooted (true/false) parameter inthe device objectis returned in the GET and POST response bodies.

* Registration Token(Z' A new DEVICE_ROOTED code is returned when a rooted or jailbroken device is detected in the POST
operation. See Error handling in PingID SDK(Z.

Mobile APIs

PingID mobile SDK for iOS and Android was extended with the following new mobile APIs:

Mobile API Description

setRootDetection Activates device integrity check flow.
getRestrictiveOneTimePasscode Returns an OTP and the status of the response.
generatePayload(final PayloadCallback callback) *This change affects Android only.

For iOS, generatePayload remains unchanged. generatePay
load returns the current mobile payload in a callback
parameter, in a different thread (asynchronously).

® Note
The previous Android version of generatePayload is

deprecated (PingID Mobile SDK for Android v1.3 and
earlier). The new generatePayload(final
PayloadCallback callback) method should be used
instead.

The following mobile APIs are deprecated:
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Mobile API

getOneTimePasscode

generatePayload

Refer to PinglD SDK Mobile API(Z for further information.

Moderno sample app

Description

If the root detection feature is disabled in the admin console,
an OTP is returned.

If the root detection feature is enabled in the admin console,
an empty string is returned.

® Note

* The getOneTimePasscode method is
deprecated, and supported for backward
compatibility. The getRestrictiveOneTimePass
code method should be used instead.

* The getOneTimePasscode previously returned
an 8-digit OTP for iOS and a 6-digit OTP for
Android devices. It now returns a 6-digit OTP for
both iOS and Android devices. Developers who
implemented their application code according
to the earlier version of the Moderno sample
app (which truncated the last 2 digits of the 8-
digit OTP for iOS), should adjust their
application code.

*This change affects Android only.

For iOS, generatePayload remains unchanged. generatePay
load returns the current mobile payload in a callback
parameter.

® Note
The previous Android version of generatePayload is

deprecated (PingID Mobile SDK for Android v1.3 and
earlier). The new generatePayload(final
PayloadCallback callback) method should be used
instead.

The new version of the Moderno sample app has been extended to include support for rooted and jailbroken device detection.
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Developer IDE

+ i0S: Project build settings require the target configuration of Always Embed Swift Standard Libraries to besetto YES.
See iOS implementation (.

+ Android: PingID SDK component dependencies in build.gradle

This version includes new SDK component dependencies for Android. These should be entered in the application’s gradle
.build file under dependencies . Developers must manually add these dependencies to their project, in order for the SDK
to work, as the lib is distributed as a file and not via a repository.

The full list of dependencies is as follows (new or changed dependency versions are highlighted in bold):
//LOGGING FACADE AND IMPLEMENTATION
implementation 'org.slf4j:slf4j-api:1.7.26'
implementation 'com.github.tony19:logback-android-core:1.1.1-6"'

implementation('com.github.tony19:logback-android-classic:1.1.1-6")
\{ exclude group: 'com.google.android', module: 'android' }

// JWT, JWE and JOSE tokens libraries
implementation 'org.bitbucket.b_c:jose4j:0.6.5'

//Google's gSon library to build and parse JSON format
implementation 'com.google.code.gson:gson:2.8.5"

implementation 'commons-codec:commons-codec:1.12"'

//CRYPTO

implementation 'com.madgag.spongycastle:prov:1.58.0.0'
implementation 'com.google.android.gms:play-services-base:16.0.1"'

implementation 'com.google.android.gms:play-services-safetynet:16.0.0'

//FireCloud Messaging Services
implementation 'com.google.firebase:firebase-messaging:18.0.0'

See Android implementation .

PingFederate PingID SDK IDP Adapter 1.5 Rooted and jailbroken device detection

The PingID SDK Adapter has been extended to support detection of rooted and jailbroken devices during pairing and
authentication.

PingFederate PingID SDK Selector 1.1 Rooted and jailbroken device detection

The PingID SDK Selector has been extended to support detection of rooted and jailbroken devices.
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PingFederate PingID SDK Connector 1.2.1

The PingID SDK Users API was recently improved to support usernames containing special characters such as a forward slash "/".
The PingID SDK Connector has incorporated this improved username validation and encoding to support APl changes.

Re-obfuscation

PingID SDK code is obfuscated for optimization. Support is now available for apps obfuscation to re-obfuscate the PingID SDK
code, which previously not supported.

Validation check for payload creation without an application ID

The PingID SDK Mobile API has been extended to check that payload creation includes an application ID. If the application ID is
missing, a new error code ( PIDErrorMissingAppId = -108022)is returned.

Resolved issues

Ticket ID Description

PIMC-419 Due to differences between the names of the header file and framework, there was a known
limitation that Swift developers were required to use a bridging file in order to import the
SDK. This has been resolved, so that a bridging file is no longer necessary.

PIMC-454 PingID Mobile SDK for Android was using fixed values for title and body strings. This has been
resolved so that it now uses the title and body submitted in the push.

PIMC-564 Authentications failed when "Background app refresh" was turned off on the iPhone, while
both the following settings were configured:

+ PinglDadmin console: "Extra push" was activated
* PingFederate: "User verification regard as failure"This has been resolved.

Known issues and limitations

PingFederate integration: when rooted and jailbroken devices are blocked, only the authentication flow is
supported

If the PingFederate ROOTED/JAILBROKEN DEVICE configuration is setto Block , users with rooted or jailbroken devices are
blocked during authentication flows, but are granted access when automatic pairing fails.

QR authentication failure for a rooted or jailbroken device

The QR authentication transaction fails for a rooted or jailbroken device, without the option to add business logic in PingFederate
or in the customer server. When a user scans the QR code on a rooted device, the QR code remains unclaimed, and the accessing
web page remains unchanged, and does not progress to authentication.
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Rooted Android device detection from Android 5.0

The minimum operating system supported for root detection is Android 5.0. When root detection is activated, devices with
Android versions earlier than 5.0 will not be able to pair or authenticate.

Using Xcode 10.2.1, simulators for iOS 9.3 and earlier might fail to launch Swift apps

Apple reported the following known issue in the Xcode 10.2.1 release notes, which may impact the PingID SDK Moderno app:
Simulators for iOS 9.3 and earlier might fail to launch Swift apps with the message: “dyld: Library not loaded: /usr/lib/libauto.dylib”.
Workaround: Run the following command in Terminal for the relevant version of iOS:

sudo mkdir '/Library/Developer/CoreSimulator/Profiles/Runtimes/i0S 9.3.simruntime/Contents/Resources/
RuntimeRoot/usr/lib/swift’

See https://developer.apple.com/documentation/xcode_release_notes/xcode_10_2_1_release_notes?language=objc(Z.
Initialization of PingID SDK instance in Android apps::

An extreme case was discovered where the PingID SDK instance remained null instead of initialized after execution of
PingID.init in an Android app. As a workaround, check if the instance remains null, and if so, then reinitialize it.

PinglID SDK Package 1.7 (September 12, 2019)

The PingID SDK 1.7 package is released with the following components:

PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.3 Unchanged
Android
PingID Mobile SDK for 1.3 Updated
i0S
PingID SDK Server 1.3 Unchanged
sample code
PingFederate PingID PingFederate PingID PingFederate PingID 1.4 Unchanged
SDK Integration Kit SDK IDP Adapter 1.4 SDK IDP Adapter
1.5
PingFederate PingID 1.0 Unchanged

SDK IDP Selector

PingFederate PingID 1.2 Unchanged
SDK Connector
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Enhancements

Following Apple’s update to their iOS push requirements, the extra verification is now sending a regular push instead of a silent
one.

* There is no change to the user experience.
+ Other than changing the PingID Mobile SDK for iOS to v1.3 in customer apps, no development changes are required.

Resolved issues

Ticket ID Description

PIDC-1704 The same OTP for offline (email, voice, SMS) authentication could be reused in the same user
authentication session. This has been resolved.

Known issues and limitations

Following an upgrade of the APNS push notification client, when changing the APNS certificate via the admin console, the
verification process is now limited to verification of the certification expiration date only.

PingID SDK (September 3, 2019)

Resolved issues

Ticket ID Description

PIDC-1778 Fixed an issue that was preventing silent push notifications from being received by PingID
mobile SDK running on iOS v13.0.

PingID SDK (August 27, 2019)

Resolved issues

Ticket ID Description
PIDC-1761 Usernames containing the forward slash (/) character resulted in an HTTP 404 Page Not
Found error. This has been resolved, permitting use of the '/ character, subject to username

rules. Refer to the "username" parameter of the Users APIJ in the PingID SDK developer
guide.

PingID SDK Package 1.6 (May 29, 2019)

The PingID SDK 1.6 package is released with the following components:
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PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.3 Unchanged
Android
PingID Mobile SDK for 1.2 Unchanged
i0S
PingID SDK Server 1.3 Unchanged
sample code
PingFederate PingID PingFederate PingID PingFederate PingID 1.4 Updated
SDK Integration Kit SDK IDP Adapter 1.4 SDK IDP Adapter
1.5
PingFederate PingID 1.0 Unchanged

SDK IDP Selector

PingFederate PingID 1.2 Unchanged
SDK Connector

Enhancements
PingID SDK has been extended with the following features:

PingFederate PinglID SDK IDP Adapter 1.4

PinglD SDK now supports PingFederate’s native forward proxy server definition in PingFederate’s run.properties file (see
Configuring the PingID SDK adapter for PingFederate), which allows PingFederate to get the PingID SDK server address
dynamically.

Deprecated features

Proxy configuration in the PingID SDK properties file

Definition of the pingidsdk_proxy_url entry in the PingID SDK properties file is deprecated.

@ Note

Although the pingidsdk_proxy_url configuration is deprecated, it is still supported. If configuration entries are defined
in both the PingFederate run.properties and the PingID SDK properties files, the definition in the PingID SDK
properties file will take precedence.

PinglID SDK Package 1.5 (May 15, 2019)

The PingID SDK 1.5 package is released with the following components:
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PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.3 Unchanged
Android
PingID Mobile SDK for 1.2 Unchanged
ioS
PingID SDK Server 1.3 Unchanged
sample code
PingFederate PingID PingFederate PingID PingFederate PingID 1.3 Unchanged
SDK Integration Kit SDK IDP Adapter 1.3 SDK IDP Adapter
1.4
PingFederate PingID 1.0 Unchanged

SDK IDP Selector

PingFederate PingID 1.2 Updated
SDK Connector

Enhancements

PingID SDK has been extended with the following features:

PingID SDK Integration Kit 1.4 (PingID SDK 1.5 package) for PingFederate

PingID SDK Connector 1.2 for PingFederate

« Fixed a library issue that prevented users from being deprovisioned in PingFederate 8.1.4 and earlier.
* Fixed an issue that caused the connector to use the wrong EU hostname.
+ Added a PingID SDK configuration file upload option to speed up configuration in PingFederate 9.0 and later.

See PingID SDK Connector Guide(™@

PinglID SDK (May 7, 2019)
Enhancements

Improved SMS authentication service

PingID SDK has an improved SMS authentication service with a more rapid delivery of OTP messages. The pool of SMS dispatching
phone numbers has been enlarged. As a result, users may experience delivery of some of their SMS OTP messages sent from
telephone numbers that they have not previously seen.
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PingID SDK (April 29, 2019)
Enhancements

Customizable OTP retries and block durations

PingID SDK has been extended with the option for admins to configure the number of failed OTP retry attempts users are allowed
per application and per authentication method (SMS, email, mobile etc.), before they should start over.

In addition, admins can set individual block durations per application and per authentication method. This flexibility enhances the
user experience by reducing the block duration, or allowing users more retries before they have to start over. Further, it provides
compliance with security regulations that may require a longer block duration for specific applications.

See Updating a PingID SDK app’s configuration.

PinglID SDK Package 1.4 (March 20, 2019)

The PingID SDK 1.4 package is released with the following components:

PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.3 New
Android
PingID Mobile SDK for 1.2 Unchanged
ioS
PingID SDK Server 1.3 New
sample code
PingFederate PingID PingFederate PingID PingFederate PingID 1.3 New
SDK Integration Kit SDK IDP Adapter 1.3 SDK IDP Adapter
1.3
PingFederate PingID 1.0 Unchanged

SDK IDP Selector

PingFederate PingID 1.1 Unchanged
SDK Connector

Enhancements

PingID SDK has been extended with the following features:
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Support for Android 8.1

PingID Mobile SDK

PinglD Mobile SDK has been updated to support Android 8.1. (APl version 27) as PingID Mobile SDK's latest Android build tools
version. Other than configuring the set of dependency versions listed in IDE integrationJ and Implement the PingID SDK in your
codeZ, this upgrade maintains backward compatibility with existing applications, and requires no other changes to application
code.

Moderno sample app

The Moderno sample app has been updated to support Android 8.1.

PingID SDK Integration Kit 1.3 (PingID SDK 1.4 package) for PingFederate

Support for virtual hosts

PingFederate supports virtual host names from version 9.2 onwards (see https://support.pingidentity.com/s/document-item?
bundleld=pingfederate-93&topicld=adminGuide%Zpr_c_virtuaIHostNames.htmIl—ﬂ). The PingID SDK Integration Kit 1.3 for
PingFederate (PingID SDK 1.4 package) has been extended to support this feature with PingFedrate 9.2+.

If HTML templates were configured for previous versions, remove the " <base href>" tagin the HTML template header in order
to support virtual hosts.

Adapter context parameters

It is now possible to define parameters which provide extra context to the PinglD SDK Adapter HTML template, in order to
support additional server logic. For example, when processing a particular type of transaction such as a money transfer, the
adapter may be directed to display an alternative success screen, or different texts. See Dynamic parameter attributes (.

HTTP parameter tracking

PingFederate versions until 9.1.x require a Selector to track HTTP parameters through the authentication policy workflow.
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From version 9.2, PingFederate no longer requires the Selector for that purpose. See Tracked HTTP Parameters in https://
support.pingidentity.com/s/document-item?
bundleld=pingfederate-93&topicld=adminGuide%2Fpf_t_defineAuthenticationPolicies.htmlZ,

The PinglD SDK Integration Kit 1.3 for PingFederate (PingID SDK 1.4 package) has been extended to support this feature when
using PingFederate 9.2+.

Adding the " payload " parameter to the tracked HTTP parameters removes the need to configure and maintain a selector
(Selector Type =" PingID SDK Payload Handling Selector <ver>")in the PinglD SDK Adapter’s authentication flow.

Support dynamic success, error and timeout screen display

New parameters provide developers the ability to override display of the HTML template’s configured success, error and timeout
message screens. See Dynamic parameter attributes (.

Moderno sample app

Transaction approval

The Moderno sample app has been extended to include transaction approval examples for the PF adapter flow (already
supported in the APl implementation), using context-related information (dynamic parameters).

PingID SDK Package 1.3 (January 31, 2019)

The PinglD SDK 1.3 package is released with the following components:

PingID SDK Module Submodule Version Status

component

PingID Mobile SDK PingID Mobile SDK for 1.2 New
Android
PingID Mobile SDK for 1.2 New
ioS

PingID SDK Server 1.2 New

sample code

PingFederate PingID PingFederate PingID PingFederate PingID 1.2 New
SDK Integration Kit SDK IDP Adapter 1.2 SDK IDP Adapter
1.2
PingFederate PingID 1.0 Unchanged

SDK IDP Selector
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PingID SDK Module Submodule Version Status
component

PingFederate PingID 1.1 Unchanged
SDK Connector

Enhancements

PingID SDK has been extended with the following features:

QR code based authentication

QR code based authentication is now available for PingID SDK, providing secure passwordless authentication for both customer
server and PingFederate implementations. PingID SDK authentication flows optimize the user experience, and allow the user to
choose between the already supported push based authentication and the new passwordless login option, which is particularly
significant in cases where a user logs on from a public computer. Refer to Supported PingID SDK adapter for PingFederate flows
and Supported multifactor authentication (MFA) methods(Z for further information.

Transaction approval for PingFederate

Transaction approval using context-related information (dynamic parameters) is now available for the PingID SDK adapter for
PingFederate. Refer to Supported PingID SDK adapter for PingFederate flows and Supported multifactor authentication (MFA)
methods (7 for further information.

Multiple apps on one PingID SDK adapter

Support for linking multiple apps to one PingID SDK adapter. (Previously, a separate adapter was required for each app.) Refer to
Configuring the PingID SDK adapter for PingFederate(Create and configure an adapter -» APPLICATION ID) for further details.

Proxy support

Proxy support for the PinglD SDK adapter for PingFederate. Refer to Know the PingID SDK using the Moderno sample app
(PingID SDK properties file) for further information.

Mobile APIs

PingID mobile SDK for iOS and Android was extended with the following new mobile APIs:

Mobile API Description

setAuthenticationUserSelection Set the authentication result of the user’s selection in the
customer app (APPROVE, DENY, or BLOCK).
[NOTE] ==== setAuthenticationUserSelection has new

parameters in PingID SDK Mobile SDK 1.2. The previous
version of setAuthenticationUserSelection is supported
for backward compatibility. ====

isDeviceTrusted Returns the trusted status of the current device.
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Mobile API Description
validateAuthenticationToken Validates the authentication token of a QR code scan.
authenticationTokenStatus Retrieves the token status when it changes.

Refer to PinglD SDK Mobile APILZ for further information

Moderno sample app

Support of QR code based authentication

Mobile camera permissions were added, as part of QR code based authentication support. Refer to the code samples included in
the PingID SDK Integration Kit package available at PingID Downloads .

PingID SDK (January 8, 2019)

Enhancements

View detailed audit information for PingID SDK application creation

The audit messages in the PingID SDK activity report have been extended to reflect further details about PingID SDK application
creation events. The report indicates whether the admin selected PingID SDK's default app configuration settings, or opted to
retrieve settings from PingID SDK's configuration of another app.

PingID SDK (December 12, 2018)

Enhancements

PingID SDK has been enhanced with improved error management. The following new status codes have been added:
+ FORBIDDEN

* SMS_VOICE_SUSPENDED

PingID SDK Package 1.2 (November 21, 2018)

The PingID SDK 1.2 package is released with the following components:
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PingID SDK Module Submodule Version Status
component
PingID Mobile SDK PingID Mobile SDK for 1.1.1 Unchanged
Android
PingID Mobile SDK for 1.1 Unchanged
ioS
PingID SDK Server 1.1 Unchanged
sample code
PingFederate PingID PingFederate PingID PingFederate PingID 1.1 New
SDK Integration Kit SDK IDP Adapter 1.1 SDK IDP Adapter
1.1
PingFederate PingID 1.0 Unchanged

SDK IDP Selector

PingFederate PingID 1.1 New
SDK Connector

Enhancements

PingID SDK has been extended with the following features:

PingFederate PingID SDK IDP Adapter 1.1 Voice authentication support

The PinglD SDK Adapter provides an out-of-the-box integration between PingID SDK and PingFederate user authentication flow.
This adapter reduces the integration effort for PingFederate Customer IAM customers. The PingID SDK Adapter previously
supported the Mobile SDK, SMS and Email authentication methods, and has been extended to support Voice authentication.

For further details refer to The PinglD SDK adapter for PingFederate.

The PinglD SDK Package can be downloaded from the PingID downloads page https://www.pingidentity.com/en/resources/
downloads/pingid.htmI .

PingFederate PingID SDK Connector 1.1

The PingID SDK Connector 1.1 has been extended to include:
+ Support for three voice number user attributes.
« Support for primary device authentication configuration.
+ Improved error handling and reporting when PinglID users contain no ID.

For further details, refer to PingFederate PingID SDK Connector Guide 1.15 and PingFederate PingID SDK Connector 1.1 Release
Notes(Z.

Known issues and limitations

The PingID SDK Adapter may not support some network proxies.
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PinglID SDK (October 31, 2018)
Enhancements

PingID SDK has been extended with the following feature:

PingID SDK Admin Activity Report

PingID now includes an augmented security report detailing recent PingID SDK related admin activities (default: last 7 days). This
report can be run within PingOne Admin Console, or streamed as part of the subscription feature. See Running the Ping|D SDK
Admin Activity Report for details.

PingID SDK (August 12, 2018)
Enhancements

PingID SDK has been extended with the following features:

PinglID SDK voice support

PingID SDK REST API now supports voice as an alternative method for authentication and transaction approval, including fully
customizable and multilingual voice messages for select locales.

+ Admin guide:
o Configuration: Updating a PingID SDK app’s configuration

+ Developer guide:
o Qverview: Considerations for voice pairing and authentication®
o Pairing API: Offline devices (voice) pairing APILJ

o Authentication API: Authenticate with Voice

PingID SDK (August 9, 2018)
Enhancements
PingID SDK has been extended with the following features:

View detailed audit information for SMS and Voice message

Detailed audit messages for SMS and Voice authentication transactions are now available as part of the PingID SDK activity report.

SMS and Voice message audit entries now include details about the event, from initiation to delivery. Details may include vendor
name, phone number (masked), type, status, price, and carrier name.
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SMS and Voice transaction information is now streamed to Splunk and can be viewed and analysed when you subscribe to PingID
audit events through the PingOne subscription facility.

PingID SDK (July 18, 2018)
Enhancements

PingID SDK has been extended with the following features:

Detection of uninstalled and reinstalled apps on user devices

PingID SDK permits greater flexibility handling scenarios when an application has been uninstalled from a user device without
being unpaired from the server, or reinstalled on a user device.

* UNINSTALLED_APPLICATION (error code)
* DEVICE_MUST_BE_TRUSTED (error and status code)

Known issues and limitations

Requirement for Swift bridging file

Due to differences between the names of the header file and framework, Swift developers must use a bridging file in order to
import the SDK.

PingID SDK (June 25, 2018)

Enhancements

PingID SDK has been extended with the following features:

PinglID SDK adapter for PingFederate, including a customisable HTML Ul

PingID SDK has been extended to integrate with PingFederate as an authentication solution. The PingID SDK Adapter replaces the
customer server in some of the flows, by providing an out-of-the-box integration between PingID SDK and PingFederate user
authentication flow. This adapter reduces the integration effort for PingFederate Customer IAM customers.

The PingID SDK Adapter supports all PingID SDK authentication methods: Mobile SDK, SMS and Email.

* PingID SDK Connector, which synchronizes PingID SDK users with PingFederate.
+ PingID mobile SDK support for the PingID SDK adapter for PingFederate.

Moderno sample application

* The Moderno sample application now supports offline and fallback OTP flows (iOS and Android).

* The Moderno sample application includes sample code with options for PingID SDK with integration with PingFederate,
and for PingID SDK without integration with PingFederate.
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Documentation

« Documentation has been restructured and improved, providing an enhanced experience for developers and admins.

Resolved issues

Ticket ID Description

PIMC-302 and PIMC-303 The Moderno application did not permit sign in when a user was configured on the server to
bypass MFA. This issue is now resolved for both iOS and Android.

Known issues and limitations

Moderno sample application:

* The OTP flow for adding a device doesn’t contain a retry OTP flow. After entering a wrong or invalid OTP, the user is
redirected back to the login screen of the app (iOS and Android)

* The sample Moderno v1.1 application for Android supports Google Chrome browsers only, and the browser version must
support the Chrome Custom Tabs library.

* Distorted screens (i0S):

When using Xcode 9.2 to create apps that deploy to iOS 8 and later, images in the asset catalog may be corrupted when
viewed on devices running iOS 8.3 and earlier. This may be handled by building the app using Xcode 9.1, or use Xcode 9.2
and set the deployment target to iOS 8.4 or later.

Refer to: https://developer.apple.com/library/content/releasenotes/DeveloperTools/RN-Xcode/Chapters/
Introduction.html#//apple_ref/doc/uid/TP40001051-CH1-SW936(J

PingID SDK (May 31, 2018)
Enhancements

Enhanced user experience with dedicated SMS subaccounts

PingID SDK supports a dedicated subaccount for pairing and authentication with SMS one time passcodes (OTPs). You can
determine the amount of dedicated phone numbers and the country-code from which the SMS messages will be sent to the
users.

For further details and to activate subaccounts, contact Ping Support.
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PinglID SDK (March 28, 2018)

Enhancements

PingID SDK User API

The User APl has been extended to support the following:
+ Updating a user's first and last names when the user is inactive.
* Suspending a user across all applications in the organization, or to take the user out of the suspended state.

Backwards compatibility is supported where the older endpoint and parameters are used.

PingID SDK (March 15, 2018)

Enhancements
PingID SDK email support

PingID SDK REST API now supports email as an alternative method for authentication and transaction approval, including fully
customizable and multilingual email text.

Deprecated features
SMS pairing endpoint

The new endpoint
/accounts/{accountId}/applications/{applicationId}/users/{username}/smspairings
replaces /accounts/{accountId}/applications/{applicationId}/users/{username}/pairings
which is now deprecated.

Backwards compatibility is supported where the older endpoint is used.

deviceType parameter

The deviceType parameter should no longer be used.

Backwards compatibility is supported where this parameter is used.
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PingID Mobile SDK 1.0.2 (21 February 2018)

Enhancements

Registration modes

During a device pairing process, PingID SDK attempts to pair using remote notifications. When successful, the paired device can
receive push notifications for ongoing authentication and transaction approvals. If the remote notifications fail, PingID SDK
attempts to pair without remote notifications, in which case the paired device can be used as an authenticating device using a
one time passcode.

In addition to the existing registration mode (remote notifications with automatic fallback to one time passcode) as described
above, PingID mobile SDK has now been extended to support a greater diversity of registration modes. There are now also the
options to restrict device registration to either a mode using remote notifications exclusively, or to a mode using a one time
passcode exclusively.

Device registration without verification

Device registration has been extended to allow the ability to define the option for an existing active user to pair a new device
without the need to verify the new device via the primary device.

Resolved issues

Ticket ID Description
PIMC-245 A case was discovered when a device was unpaired and then paired again, an entry for a new
PIMC-276 device was generated in the list of devices for the user. This issue has been resolved, so that

unpairing and pairing the device again will reflect the same single device entry on the list of
devices for that user. (Android and iOS)

PIMC-295 When a device was unpaired on the server side only, the device would fail on the first
PIMC-309 subsequent login, and would be led into the pairing process on the second login. This has
PIMC-332 been resolved so that when a device is unpaired only on the server side, it is automatically
PIDC-707 unpaired on the mobile on the next login attempt, and it will be led directly into the pairing

process. (Android and iOS)

PIDC-347 If an application ID was set into the mobile application in upper case, it was impossible to pair
PIDC-719 a user. This issue has been resolved, and the application ID is no longer case sensitive.
PIDC-792 The PingID SDK documentation has been updated to reflect that the ACCESS_FAILED error

code was replaced by the UNAUTHORIZED code.

Resolved in the Moderno demo application

* The progress spinner continued to spin on the paired authenticating device after successful completion of adding a new
device. This is resolved so that the spinner disappears once the new device is added. (Android)

* When the app was in the background, transaction notifications were only partially displayed. This issue is resolved so that
transaction notifications are fully displayed when the app is in the background. (Android)
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« If a user disabled push notifications, authentication worked correctly in pushless mode, but the pairing process would still
attempt to use push notifications. This issue has been resolved, so that when a user has disabled push notifications,
pairing will also be performed in pushless mode. (iOS)

* The terms "Hosting server" and "Hosting app" have been replaced with the new terminology of "Customer server" and
"Customer app", bringing Android into alignment with iOS.

+ The Unpair from PingID menu option has been removed from the app. On the Login screen there is now no menu at all.
On the Home screen there is a menu comprising only the single Logout option. This aligns the Android and iOS behavior.

(Ticket IDs: PIMC-262, PIMC-264, PIMC-265, PIMC-282, PIMC-283, PIMC-284, PIMC-313)

SDK code changes

PingID SDK component dependencies in build.gradle (Android)

This version includes new SDK component dependencies for Android. These should be added in the application’s gradle.build
file under dependencies . Developers must manually add these dependencies to their project, in order for the SDK to work, as
the lib is distributed as a file and not via a repository.

The full list of dependencies is as follows:

compile 'org.slf4j:slf4j-api:1.7.7'

compile 'com.github.tony19:logback-android-core:1.1.1-6"

compile('com.github.tony19:logback-android-classic:1.1.1-6") {
exclude group: 'com.google.android', module: 'android'

}

compile 'com.nimbusds:nimbus-jose-jwt:4.11"'

compile 'com.google.code.gson:gson:2.6.2"

compile 'commons-codec:commons-codec:1.5"

compile 'com.madgag:sc-light-jdk150n:1.47.0.3"'

compile 'com.madgag:scprov-jdk150on:1.47.0.3"

compile 'com.google.android.gms:play-services-base:10.2.1"'

compile 'com.google.firebase:firebase-messaging:16.2.1"'

Refer to Getting started with Android in PinglD SDK(Z for details.

@ Note

Developers upgrading from PingID SDK 1.0.0 should replace the dependency
compile 'io.jsonwebtoken:jjwt:0.7.0'

with
compile 'com.nimbusds:nimbus-jose-jwt:4.11"

as reflected in the updated dependency list above.
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Registration mode for pairing (Android and iOS)

The new registration modes use the Supported MFA type parameter, which must be added into the PingID SDK initialization:

» Android:

Backward compatibility is maintained with the old initialization

PingID.init(<Android application object>, <Application ID>, <Object implementing
PingIDSDKEvents>, <Push sender ID>);
which will continue to support remote notifications with automatic fallback to one time passcode.

In order to specify the registration mode, initialize the PingID SDK singleton, as described in the initialization step at
Getting started with Android in PingID SDK, and repeated below with the new registration mode ( Supported MFA type)
parameter:

PingID.init(<Android application object>, <Application ID>, <Object implementing
PingIDSDKEvents>, <Push sender ID>, <Supported MFA type>);

Arguments:
° Android application object : The Android application instance of the customer mobile application.
o Application ID:The application identifier from the Ping Identity web portal.
°© Object implementing PingIDSDKEvents : The object which implements the PingIDSDKEvents interface.
° Push sender ID:The GCM/FCM sender ID.

° Supported MFA type: The registration mode for pairing. Possible values:

Registration mode value Description

Automatic MFA supports remote notifications with automatic
fallback to one time passcode.

EnforceRemoteNotifications MFA supports remote notifications only.

DisableRemoteNotifications MFA will not support remote notifications and will only
support one time passcode.

+i0S:

Backward compatibility is maintained with the old initialization
(void)initWithAppID:(nonnull NSString *)appID

which will continue to support remote notifications with automatic fallback to one time passcode.
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In order to specify the registration mode, use the new initialization:

(void)initWithAppID:(nonnull NSString *)appID supportedMfa:(PIDSupportedMfaType)supportedMfaType;

defined as follows:

/**

Supported MFA types

- PIDSupportedMfaTypeAutomatic: MFA supports remote notifications with automatic
fallback to one time passcode
- PIDSupportedMfaTypeEnforceRemoteNotifications: MFA supports remote notifications only
- PIDSupportedMfaTypeDisableRemoteNotifications: MFA will not support remote notifications and
will only support one time passcode
27
typedef NS_ENUM(NSUInteger, PIDSupportedMfaType)
{
PIDSupportedMfaTypeAutomatic = 0,
PIDSupportedMfaTypeEnforceRemoteNotifications
PIDSupportedMfaTypeDisableRemoteNotifications =

I I
N =

b

Known issues and limitations

Initializing a second pairing before completion of the first pairing process on the same device

If a user starts a new pairing process on a device which is still running the process of a previous attempted pairing, it may cause a
race condition (Android and iOS).

+ If the admin console shows that a device or multiple devices are paired with the server, but the user cannot authenticate,
then admins should unpair the affected devices, and the user should start a new pairing process.

* Developers should create the necessary logic in their applications to prevent users from initiating a new pairing process
while there is already a pairing request in progress.

PingID SDK (November 2017)

Enhancements

PingID Mobile SDK SMS support

PingID mobile SDK REST APl now supports SMS as an alternative method for authentication and transaction approval, including
fully customizable and multilingual SMS text.

Device nickname

PingID SDK now supports the ability to rename users' devices.
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Deprecated features

PATCH method in Authentication API

The PATCH method in the Authentication APl is no longer available, and is replaced by the new PUT method.

PingID SDK (July 2017)

Enhancements

PingID SDK

PingID SDK has been released as a generally available feature. PingID SDK enables developers of mobile apps on iOS or Android
to include advanced functionality that is on-brand and customizable within their mobile applications. This allows organizations to
preserve their brand experience, rather than force customers to download a separate MFA application.

Please refer to PingID SDK developer documentation (5.

Known issues and limitations
Application ID in upper case prevents user pairing

If the application ID is set into the mobile application in upper case, it is impossible to pair a user (PIDC-347).

In the developers' sample app ("Moderno")

+ Unpairing from mobile unpairs users from client only:

Unpairing from the mobile in the developers' sample app ("Moderno"), unpairs the user from the client only (local unpair).
The user should also be unpaired from the server side.

+ Android: The progress spinner continues spinning after adding a new device:

Android: After adding a new device in the Moderno app, the progress spinner on the primary device continues to spin
after approval has completed, and does not disappear (PIMC-265).

PingID mobile app release notes

ioS

This section details the release notes for PingID mobile app for iOS.

Mobile app 3.3.0 (June 29, 2025) iOS

New features and improvements in PingID mobile app 3.3.0
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Support for TOTP one-time passcodes

PingI|D mobile app

We've added support for the use of TOTP one-time passcodes that aren’t linked to a PingID account.

Security, performance, and reliability

PingID mobile app

We've made some general improvements to security, performance, and reliability.

Download PingID mobile app for i0S[.

Mobile app 3.2.0 (April 3, 2025) iOS

New features and improvements in PingID mobile app 3.2.0

Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability.

Download PingID mobile app for i0S .

Mobile app 3.1.0 (March 10, 2025) iOS

New features and improvements in PingID mobile app 3.1.0

Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability.

Download PingID mobile app for i0S .

Mobile app 3.0 (January 28, 2025) iOS

New features and improvements in PingID mobile app 3.0

Share digital credentials with PingID

PingID mobile app
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PingID mobile app 3.0 introduces a digital credentials wallet (Creds) that includes the following features:

« Store and manage digital credentials that you receive from your organization in the PinglD mobile app’s new Creds tab.

* Securely share your Creds with an organization when requested.

Learn more in Manage and share Creds(J, in the PingID End User guide.

Mobile app 2.7.0 (November 21, 2024) iOS

New features and improvements in PingID mobile app 2.7.0.

Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability.

Support for iOS 14.x and earlier

Info PingID mobile app

From the next version, PingID mobile app will not support iOS 14.x and earlier.

Download PingID mobile app for i0S.

Mobile app 2.6.0 (October 27, 2024) iOS

New features and improvements in PingID mobile app 2.6.0.

Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability.

Download PingID mobile app for i0SX.

Mobile app 2.5.0 (August 1, 2024) iOS

New features and improvements in PingID mobile app 2.5.0.

Accessibility improvements

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PinglD mobile app.
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Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability. We also made some more specific improvements
to the performance and reliability of Ping|D mobile app when deleting a PingID user account from the admin portal directory.

Download PingID mobile app for i0S .

Mobile app 2.4.0 (June 18, 2024) iOS

New features and improvements in PingID mobile app 2.4.0.

PingID In-App help for PingOne Verify

PingID mobile app

We've added a section to the PingIlD mobile app in-app help that focuses on common questions about PingOne Verify.

Accessibility improvements

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.

Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability. We also made some more specific improvements
to the performance and reliability of PingID mobile app when deleting a PingID user account from the admin portal directory.

Download PingID mobile app for i0OS .

Mobile app 2.3.0 (June 9, 2024) iOS

New features and improvements in PingID mobile app 2.3.0.

Scan manual authentication QR code using phone camera (windows login passwordless)

PingIlD mobile app

When authenticating with PingID for windows login passwordless solution, it's possible to scan the manual authentication QR
code directly using a mobile device camera. When the user scans the manual authentication QR code with their device camera,
PingID mobile app opens automatically, displaying the manual authentication key. Learn more [ NOTE: This option requires
Windows login passworldless 1.6 or later.
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Errors in Hungarian text

PIM-6506 PingID mobile app

We've fixed some Ul text errors that appeared in the Hungarian language version of the PingID mobile app.

PingID does not unpair when a PinglDuser account is deleted

STAGING-22956 Ping|D mobile app

We've fixed an issue that was preventing the unpairing of the PingID mobile app when deleting a PingID user account from the
admin portal directory.

Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability. We also made some more specific improvements
to the performance and reliability of Ping|D mobile app when deleting a PingID user account from the admin portal directory.

Download PingID mobile app for iOS.

Mobile app 2.2.0 (May 5, 2024) iOS

New features and improvements in PingID mobile app 2.2.0.

Lock screen notification enhancements

PingID mobile app

We've updated the lock screen notification to include the name of the organization and its icon. The lock screen notification
appearance has also been redesigned.

To show all authentication details on the lock screen, you must enable Show authentication information in the admin portal.

Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Download PingID mobile app for i0S .

Mobile app 2.1.0 (April 2, 2024) iOS

New features and improvements in PingID mobile app 2.1.0.

Copyright © 2025 Ping Identity Corporation



https://apps.apple.com/us/app/pingid/id891247102
https://apps.apple.com/us/app/pingid/id891247102
https://apps.apple.com/us/app/pingid/id891247102
https://apps.apple.com/us/app/pingid/id891247102

PinglD Administration Guide Release Notes

Some buttons and text were obscured when using larger fonts

STAGING-22472 Ping|D mobile app

We've fixed an issue that was that was impacting users who prefer to use large fonts. To maintain an optimal user experience, the
app font size can only be increased to a size within which all text and buttons are still visible on the screen.

Detailed authentication information not appearing on the lock screen

STAGING-22485 Ping|D mobile app

We've fixed an issue that was preventing some users from viewing the map and the detailed authentication information that
should appear after a long tap on the lock screen notification banner (for environments where Show Authentication Information
is enabled).

Authentication very slow in some instances

We've fixed an issue that was causing authentication to take an unusually long amount of time in some instances.

Authentication hanging on the loading page in some instances

We've fixed an issue that was causing authentication to hang on the loading page in some instances.

Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Download PingID mobile app for iOS[Z.

Mobile app 2.0.1 (March 4, 2024) iOS

New features and improvements in PingID mobile app 2.0.1.

Issue upgrading to PingID mobile app 2.0

PIM-6433 PingID mobile app

We fixed an issue that was causing PingID mobile app to crash for some iOS users when upgrading to PingID mobile app 2.0.

Download PingID mobile app for i0S .
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Mobile app 2.0 (March 3, 2024) iOS
New features and improvements in PingID mobile app 2.0.

We've totally revamped the PinglD mobile app. Version 2.0 brings you the following features:

New and enhanced UI/UX

Ping|D mobile app

We've refreshed the PingID mobile app Ul, bringing you a more Intuitive design with a user-friendly voice and tone, for a visually
appealing app.

PingOne Verify Support

Ping|D mobile app

Now you can provide your users with secure ID verification within the PingID mobile app. For details, see the:
+ Admin experienceZ in the PingOne Cloud platform documentation.
+ User experience in the PingID User Guide.

Simple and straightforward Approve authentication flow

Ping|D mobile app

We've developed the most straightforward authentication flow to make authentication even easier. Your users now simply tap
Approve and they're in! To improve security, you can also include a map indicating the location from which the authentication
request originated. For details, see Approving a notification message(Z in the PingID User Guide.

Improved security for one-time passcodes

PingID mobile app

We've changed one-time passcodes to time-based OTPs (TOTPs), for more secure authentication.

QR Code Info Modal for a better registration experience

PingID mobile app

We've added a QR code information modal to help users know where they should look to find their registration QR code, without
leaving the registration flow.

Scan button added to the home screen

PingID mobile app

We've added a camera scan buttonO
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to the PingIlD mobile app home screen. This enables users to start a Registration, Manual Authentication, or Verification flow from
the home screen with just one tap.

In-App Help

PingI|D mobile app

We've added an In-app help, so that users can find answers to common questions without needing to leave the app. If more
information is required, the In-app help also includes a link to the PingID User Guide.

Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.

Download PingID mobile app for i0S .

Mobile app 1.x (iOS)

New features and improvements covering PingID mobile app 1.x releases.

Mobile app 1.39 (December 3, 2023) iOS

New features and improvements in PingID mobile app 1.39.

Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Support for iOS 13.x and lower

Info PingID mobile app

PinglD mobile app does not support iOS 13.x and lower.

Download PingID mobile app for i0S .
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Mobile app 1.38 (September 26, 2023) iOS

New features and improvements in PingID mobile app 1.38.

Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Support for iOS 13.x and lower is ending

Info PingID mobile app

From the next version, PingIlD mobile app will not support iOS 13.x and lower.

Download PingID mobile app for i0S.

Mobile app 1.37 (Jun 15, 2023) iOS

New features and improvements in PingID mobile app 1.37.

Number matching using an Apple Watch

PingID mobile app

PingID Administration Guide

We've added the ability to respond to a number-matching authentication request using an Apple Watch. This feature is supported

on PingID mobile app 1.37 or later.

For information, see Authenticating using your Apple Watch (2,

Security, performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.
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Download PingID mobile app for i0OS .

Mobile app 1.36 (April 24, 2023) iOS

New features and improvements in PingID mobile app 1.36.

Number matching biometrics

PingID mobile app

We've enhanced the user experience if using Number Matching when device biometrics is set to Enabled or Required.

Key rotation issue

STAGING-18254 Ping|D mobile app

Fixed an issue related to PingID mobile app key rotation, when the app was used for offline authentication

Security, performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Download PingID mobile app for i0S .

Mobile app 1.35 (April 3, 2023) iOS

New features and improvements in PingID mobile app 1.35.

Security, performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.
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Download PingID mobile app for i0OS .

Mobile app 1.34 (February 20, 2023) iOS

New features and improvements in PingID mobile app 1.34.

Security, performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Download PingID mobile app for iOS .

Mobile app 1.33 (January 29, 2023) iOS

New features and improvements in PingID mobile app 1.33.

Warning message no longer displayed unless location data is required

PingID mobile app

As part of our efforts to reduce the collection of location data, PingID mobile app no longer displays a warning message when the
user kills the PingID mobile app, unless the organization’s policy specifically requires location data.

Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Support for iOS 12.x and lower

Info PingID mobile app

PingID mobile app does not support iOS 12.x and lower.
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Download PingID mobile app for i0OS .

Mobile app 1.32 (January 9, 2023) iOS

New features and improvements in PingID mobile app 1.32.

Automatic cipher key rotation

PingID mobile app

We've added a mechanism to automatically rotate mobile cipher keys.

Minimizing user location data collection

PingID mobile app

To address requests to reduce the collection of location data, PingID mobile app no longer requests location data or permissions,
unless the organization's policy specifically requires it.

Language support

PingID mobile app

PinglD mobile app now supports the following additional languages:
* Czech
* Polish

* Hungarian

Accessibility improvements

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.
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Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability.

QR camera black screen

STAGING-16736 PingID mobile app

We fixed an issue that was causing the QR scanning camera to occasionally show a black screen rather than allow the user to scan
the QR code.

Support for iOS 12.x and lower is ending

Info PingID mobile app

From the next version, PingIlD mobile app will not support iOS 12.x and lower.

Download PingID mobile app for i0OS .

Mobile app 1.31 (December 13, 2022) iOS

New features and improvements in PingID mobile app 1.31.

Support of PingIlD mobile app PIN code

PingIlD mobile app

PingIlD mobile app supports the use of a PIN code. When this feature is enabled, users are required to create a PIN code and use
it to authenticate with the PingID mobile app. Admins can enforce PIN codes for devices that do not have a device PIN only, or for
all devices.

For information, see Configuring the PingID mobile app PIN.
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Notify users of new PingID mobile app versions

PingI|D mobile app

Users can now be notified that an update to PingID mobile app is available. Users can click a link in the notification to update.
Depending on the configuration, updates can be mandatory or optional.

For information, see Enabling PingID mobile app update notifications.

Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability

Fixed an OTP refresh issue

STAGING-16736 PingID mobile app

Fixed an issue that was preventing the one-time passcode (OTP) from automatically refreshing between authentication attempts.

Download PingID mobile app for i0S[.

Mobile app 1.30 (October 25, 2022) iOS

New features and improvements in PingID mobile app 1.30.

Accessibility improvements

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.
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Performance, security and reliability

PingID mobile app

Improvements to performance, security, and reliability.

Download PingID mobile app for i0S .

Mobile app 1.29 (September 15, 2022) iOS

New features and improvements in PingID mobile app 1.29.

Time-sensitive notifications

Ping|D mobile app

Users can now configure their device to receive time-sensitive push notifications from PinglD Mobile app. Time-sensitive
notifications are notifications that you receive even when your device is in Focus mode. For more information, see Enabling time-
sensitive notifications in Focus Mode .

Performance, security and reliability

PingID mobile app

Improvements to performance, security, and reliability.

Download PingID mobile app for i0S.

Mobile app 1.28 (July 28, 2022) iOS

New features and improvements in PingID mobile app 1.28.

Performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.
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Download PingID mobile app for i0OS .

Mobile app 1.27 (June 12, 2022) iOS

New features and improvements in PingID mobile app 1.27.

Accessibility

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.

Performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Download PingID mobile app for i0S .

Mobile app 1.26 (May 23, 2022) iOS

New features and improvements in PingID mobile app 1.26.

Performance and reliability

PingID mobile app

Improvements to security, performance, and reliability

Fixed a mobile app stability issue

STAGING-15370 PingID mobile app

Fixed an issue that could potentially cause PingID Mobile app to crash or to be unpaired for some devices.
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Download PingID mobile app for i0OSZ.

Mobile app 1.25 (May 2, 2022) iOS

Enhancements

Accessibility improvements

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the Ping|D mobile app.
Performance and reliability

Improvements to performance and reliability.

Download PingID mobile app for i0SZ.

Mobile app 1.24 (April 13, 2022) iOS

Enhancements

Warning message when unpairing a device

To ensure a user does not unintentionally unpair a device we've updated the warning message that appears immediately after a
user clicks Unpair device to clarify that if a user unpairs a device, they may lose access to their work resources.

Security, performance and reliability
Improvements to security performance and reliability.

Download PingID mobile app for i0OSZ.

Mobile app 1.23 (March 20, 2022) iOS

Enhancements

Security, performance and reliability
Improvements to security performance and reliability.

Download PingID mobile app for i0SZ.
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Mobile app 1.22 (March 2, 2022) iOS

Enhancements

Security, performance and reliability

Improvements to security performance and reliability.

Resolved issues

Ticket ID Description

PIM-2967 Fixed an issue that caused iOS devices to transition into pushless mode.

Download PingID mobile app for i0SZ.

Mobile app 1.21 (Febrary 6, 2022) iOS

Enhancements

Easily update camera permissions

We've added the ability for users who have denied permission to access the camera in the past to access their device camera
settings from within PingID mobile app, so they can grant the relevant permissions when required.

Accessibility improvements
As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.
Performance and reliabilityO

Improvements to performance and reliability.

Deprecated features

Support for iOS 11.x and lower

PinglD mobile app does not support iOS 11.x and lower.
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Download PingID mobile app for i0OSZ.

Mobile app 1.20 (January 13, 2022) iOS

Enhancements

Information regarding location of accessing device

We've improved the location map to include more specific information. The map now includes text showing the location, device
type and the browser type for the accessing device.

Support for iOS 15
This version supports iOS 15, and all relevant dependencies have been updated accordingly.
Support for OAEP padding for offline use cases

We've added support for OAEP padding for offline use cases. To take advantage of this feature, the relevant clients must be
updated (Windows Login, Mac Login, and the PingID Adapter). To support backward compatibility, we also continue to support
current client implementations.

Accessibility improvements

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app’s VoiceOver
screen reader.

Performance and reliability

Improvements to performance and reliability.

Resolved issues

Ticket ID Description

PIM-2993 Fixed a bug that was sometimes causing users to see zeros instead of a one-time passcode.

Deprecated features

Support for iOS 11.x and lower is ending

From the next version, PingID mobile app will no longer support platforms older than iOS 12.
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Download PingID mobile app for i0OSZ.

Mobile app 1.18 (December 2, 2021) iOS

Enhancements

Information regarding location of accessing device

We're adding a map to PingID mobile app push notifications that will show the general region in which an accessing device is
located. This could help a user to identify an unauthorized attempt to sign on to their account. The location is generated using
Reverse IP lookup, and the map is only shown on the user’s authenticating device when relevant location information is available.
In future versions we'll be adding more details about location and device type.

For new organizations this feature is enabled automatically. For existing organizations, the feature must be enabled in the admin
portal (see Displaying details of accessing device).

Repositioning of the Report Fraud button

We've improved the position of the Report Fraud button, so it's less likely a user will tap it unintentionally.
Accessibility improvements

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.
Performance and reliability

Improvements to performance and reliability.

Resolved issues

Ticket ID Description

PIM-2667/PIM-2559 Fixed some spelling errors that appeared in the Dutch version of PingID mobile app.

Download PingID mobile app for i0S[Z.

Mobile app 1.17 (November 11, 2021) iOS

Enhancements

Warning message displays when shutting down PingIlD mobile app
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We've added a message to inform the end user that shutting down PingID will decrease device security. The message is displayed
when a user attempts to kill PingID mobile app.

Performance and reliability

Improvements to performance and reliability.

Resolved issues

Ticket ID Description

PIM-2569 Fixed an issue that was causing PinglD mobile app to crash for some users when accessing
resources using a VPN.

Download PingID mobile app for i0S.

Mobile app 1.16 (October 25, 2021) iOS

Enhancements

Performance, security, and reliability
Improvements to performance, security, and reliability.

Download PinglD mobile app for i0S .

Mobile app 1.15 (August 19, 2021) iOS

Enhancements

Support for future release of Windows Login passwordless flows

This version of PingID mobile app includes support for passwordless authentication with Windows login. To increase security, use
of One Time Password supports the use of letters as well as numbers during certain Windows login passwordless flows.

Performance, security, and reliability
Improvements to performance, security, and reliability.

Download PingID mobile app for i0S .
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Mobile app 1.14 (June 27, 2021) iOS

Enhancements

New welcome screen
We've added a welcome screen, to provide the following information to the end user:
+ General overview of Ping|D mobile app
* How to pair your device with PingID mobile app for the first time
* How to restore PingID mobile app when upgrading or changing your device
* What to do if you can't unpair PingID mobile app yourself

The welcome screen appears when the user opens PingID mobile app for the first time. It is also accessible from the Pair your
device (QR code) window Info button.

One-time passcode (OTP) enhancements

When opening the PingID mobile app, only a valid OTP is displayed and the OTP now appears more rapidly. NOTE: Dotted lines
may appear in place of numbers for a few moments, until a valid OTP is shown.

Performance, security, and reliability

Improvements to performance, security, and reliability.

Mobile app 1.13 (January 7, 2021) iOS

Enhancements

Support for iOS 14 location permissions
Permission location has been updated to support precise location requirements in iOS 14.
Photo permissions updated

Photo permissions has been enhanced, so that if a user selects a profile picture, iOS 14 provides PingID mobile app with
permissions to access and use only that picture.

Performance, security, and reliability

Improvements to performance, security, and reliability.
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Mobile app 1.12 (September 24, 2020) iOS

Enhancements

Device biometrics enforcement

This version of PingID mobile app supports policy enforcement of the use of a biometrics device when pairing or authenticating
with PingID.

Performance and reliability

Improvements to performance and reliability.

Mobile app 1.11 (June 30, 2020) iOS

Enhancements

Performance and reliability

Improvements to performance and reliability.

Deprecated features:

Support for iOS v10.x and lower

This version of PingID mobile app does not support iOS 10.x and lower.

Resolved issues

Ticket ID Description

PIM-1909 Fixed an issue that was preventing some users from authenticating correctly with push
notifications.
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Mobile app 1.10.0 (December 30, 2019) iOS

Enhancements

This version of PingID mobile app includes the following enhancements:
Face ID background icon support

The Face ID background icon is now presented on all supported devices.
Face ID consent requests

Depending on organization policy, some devices that support Face ID might be required to approve face scans upon
authentication for consent and improved security.

User enrollment via email
User experience has improved for users enrolling through email links, with a redirection to the PingID app instead of Safari.
Performance and reliability

Improvements to performance and reliability

Known issues

Issue preventing the biometric dialog from displaying on authentication screen

It's recommended to upgrade to the latest iOS version to avoid a known issue in iOS 13.0 through 13.1.1 that prevents the
biometric dialog from displaying in the authentication screen.

Mobile app 1.9 (July 28, 2019) iOS

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Multiple regions support

New support for multiple regions helps your organization more easily comply with international regulations.
Performance and reliability

Improvements to performance and reliability
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Mobile app 1.8.7 (May 21, 2019) iOS

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Transfer PinglD to a new device

When a user gets a new device restored from their old device, they can now use the PingID app on their old device to change
devices and pair the new one.

Performance and reliability

Improvements to performance and reliability

Mobile app 1.8.6 (March 4, 2019) iOS

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Performance and reliability

Improvements to performance and reliability

Mobile app 1.8.5 (October 24, 2018) iOS

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Turkish language support

Added Turkish language support for PingID Mobile app and Apple Watch.
Performance and reliability

Improvements to performance and reliability
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Mobile app 1.8.4 (September 5, 2018) iOS

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Native iPad support

PingID mobile app now includes native iPad support.

Performance and reliability

Improvements to performance and reliability

Mobile app 1.8.3 (July 15, 2018) iOS

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Support for iPhone X

PingID mobile app is now supported on the iPhone X.

Performance and reliability

Improvements to performance and reliability

Deprecated features

Support for iOS v9.x and lower
From this version, PingID mobile app no longer supports platforms older than iOS 9.
Support for WatchOS 2 and lower

From this version, PingID mobile app no longer supports WatchOS 2 and lower.
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Mobile app 1.8.2 (March 22, 2018)

Enhancements

This version of PingID mobile app includes the following enhancements:
Performance and reliability

Improvements to performance and reliability

Resolved issues

Error during copy/paste of pairing key

Fixed an issue that was causing an error during copy/paste of pairing key on mobile devices

Mobile app 1.8.1 (March 14, 2018)

Enhancements

This version of PinglD mobile app includes the following enhancements:
Support for General Data Protection Regulation (GDPR) requirements
Added enhanced privacy for supporting GDPR requirements.
Performance and reliability

Improvements to performance and reliability

Mobile app 1.8.0 (December 18, 2017) iOS

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Added support for manual authentication flow

PinglD Administration Guide
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Added support for manual authentication flow. Manual authentication can be used during service interruptions, or network

connectivity issues.

Apple Watch authentication speed

Improved authentication speed on Apple Watch.
Performance and reliability

Improvements to performance and reliability.

Deprecated features

Support of iOS v7.x and lower

From this version, PingID mobile app only supports iOS v8.0 and higher.

Archive 2017 and earlier: PingID Mobile app for iOS

22 August, 2017: PingID Mobile app 1.7.6

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Performance and reliability

Improvements to performance and reliability.

31 January, 2017: PingID Mobile app 1.7.4

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

MDM enforcement support

Added MDM enforcement support.

Error messages for pairing policy

Added detailed error messages upon pairing policy failure.

Status bar for post authentication screens
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Added a 'Back to' (status bar) to post authentication screens.
Performance and reliability

Improvements to performance and reliability.

December 4, 2016: PingID Mobile app 1.7.3

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Performance and reliability

Improvements to performance and reliability.

November 15, 2016: PingID Mobile app 1.7.2

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Performance and reliability

Improvements to performance and reliability.

October 7, 2016: PingID Mobile app 1.7.1

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

iOS 10 support
Added support for iOS 10.
Performance and reliability

Improvements to performance and reliability.

PinglD Administration Guide
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August 31, 2016: PingID Mobile app 1.7

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
iOS 7.0 support

Added support for iOS 7.0 and later.

Performance and reliability

Improvements to performance and reliability.

July 7, 2016: PingID Mobile app 1.6.4

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Language support

The following languages are now supported: Dutch, Italian, Japanese, Korean, Portuguese, Russian, Thai, and Chinese.
Performance and reliability

Improvements to performance and reliability.

May 31, 2016: PingID Mobile app 1.6.3

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Apple Watch

Improved authentication responsiveness on Apple Watch.

Performance and reliability

Improvements to performance and reliability.
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March 3, 2016: PingID Mobile app 1.6.2

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Performance and reliability

Improvements to performance and reliability.

January 19, 2016: PingID Mobile app 1.6.1

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

iOS 9 support

Compiled for iOS 9.

Australian datacenter

Added support for an Australian data center.
Authentication cancellation

Authentication cancellation from the server support.
Performance and reliability

Improvements to performance and reliability.

November 15, 2015: PingID Mobile app 1.5

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Language support

Support French, German and Spanish native languages.
Silent authentication

Support silent authentication without any user interaction.

Performance, security, and reliability

PinglD Administration Guide
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Improvements to performance, security, and reliability.

June 29, 2015: PingID Mobile app 1.4

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Apple Watch support

Added support for the Apple Watch application for authentication and One Time Passcode.
Interactive notification

Added an interactive notification option. User slides the notification to the left to confirm authentication on the lock screen (iOS
8+).

Touch ID authentication

Added the option to authenticate with fingerprint (when feature is activated by admin)
Performance, and reliability

Improvements to performance, and reliability

Resolved Issues
Minor Ul enhancement

Fixed an issue through a minor Ul enhancement.

May 19, 2015: PingID Mobile app 1.3

Enhancements
This version of PingID mobile app for iOS includes the following enhancements:
User organization details and services list
* The main screen now lists the organizations that the user is registered with, replacing the list of services.

* The services list of each company is now shown under the company name: SSO, VPN and SSH. Additional services can be
added in the future.

Remove company
Users can click the company name in PinglD mobile app to remove it.

Disable swipe authentication
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There is now an option to disable swipe through settings and authenticate with OTP only, following customer requests. This

option is useful for scenarios where a data network is not available.
Performance, and reliability

Improvements to speed optimization, performance, and reliability.

April 4, 2014: PingID Mobile app 1.2.1

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Performance, and reliability

Improvements to performance, and reliability.

Resolved Issues
Device Keychain

Fixed an issue in the device Keychain that was causing authentication errors.

March 9, 2014: PingID Mobile app 1.2

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Company name added to 'My services'

Company name added to 'My services' on the home screen.

European PinglD data center activation code format

Support added for European PingID data-center activation code format.

Enable iPhone lock/sleep screen after authentication

Enable lock/sleep screen after the authentication process has ended.

SSL deep inspection

Added SSL deep inspection (security feature).

Performance, and reliability

Improvements to performance, and reliability, including swipe screen performance.
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July 2, 2014: PingID Mobile app 1.0
The first version of PingID mobile app is now available in the Apple store.

Android

This section details the release notes for PingID mobile app for Android.

Mobile app 3.3.2 (June 30, 2025) Android

New features and improvements in PingID mobile app 3.3.2

Bug fix - crash during identity verification

Ping|D mobile app

We've fixed an issue that was causing the app to crash during identity verification.

Download PingID mobile app for Android .

Mobile app 3.3.1 (June 29, 2025) Android

New features and improvements in PingID mobile app 3.3.1

Support for TOTP one-time passcodes

PingID mobile app

We've added support for the use of TOTP one-time passcodes that are not linked to a PingID account.

Certificate Transparency enforcement

Info PingID mobile app

In preparation for the addition of native Certificate Transparency (CT) support included in the forthcoming Android 16 release, we
removed the current support for CT enforcement.

Security, performance, and reliability

PingID mobile app

We've made some general improvements to security, performance, and reliability.

Download PingID mobile app for Android 2.
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Mobile app 3.2.0 (April 3, 2025) Android

New features and improvements in PingID mobile app 3.2.0

Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability.

Download PingID mobile app for Android .

Mobile app 3.1.0 (March 10, 2025) Android

New features and improvements in PingID mobile app 3.1.0

Security, performance, and reliability

PingID mobile app

We made some general improvements to security, performance, and reliability.

Download PingID mobile app for Android 2.

Mobile app 3.0.1 (February 16, 2025) Android

Error message when using offline MFA

STAGING-25543 PingID mobile app

When using offline MFA with version 3.0 of the PingID app for Android, there were situations where the app displayed the error
message "This isn't the correct authenticating device. Please try again". This issue has been fixed.

Mobile app 3.0 (January 28, 2025) Android

New features and improvements in PingID mobile app 3.0

Share digital credentials with PingID

PingID mobile app

PingID mobile app 3.0 introduces a digital credentials wallet (Creds) that includes the following features:
« Store and manage digital credentials that you receive from your organization in the PinglD mobile app’s new Creds tab.
* Securely share your Creds with an organization when requested.

Learn more in Manage and share Creds(J, in the PingID End User guide.
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Download PingID mobile app for Android .

Mobile app 2.7.0 (November 21, 2024) Android

New features and improvements in PingID mobile app 2.7.0.

Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.

Support for Android 8.x and earlier

Info PingID mobile app

From the next version, PingID mobile app will not support Android 8.x and earlier.

Download PingID mobile app for Android 2.

Mobile app 2.6.0 (October 27, 2024) Android

New features and improvements in PingID mobile app 2.6.0.

Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.

Download PingID mobile app for Android .

Mobile app 2.5.0 (August 1, 2024) Android

New features and improvements in PingID mobile app 2.5.0.

Accessibility improvements

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.

Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.
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Download PingID mobile app for Android .

Mobile app 2.4.0 (June 18, 2024) Android

New features and improvements in PingID mobile app 2.4.0.

PingID In-App help for PingOne Verify

PingID mobile app

We've added a section to the PingIlD mobile app in-app help that focuses on common questions about PingOne Verify.

Accessibility improvements

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PinglD mobile app. NOTE: This
option requires Windows login passworldless 1.6 or later.

Issue causing PingID mobile app to crash during upgrade

PIM-6818 PingID mobile app

We've fixed an issue that was affecting some users when upgrading from PingID mobile app 2.2.0 to 2.3.0.

Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.

Download PinglD mobile app for Android 2.

Mobile app 2.3.0 (June 9, 2024) Android

New features and improvements in PingID mobile app 2.3.0.

Scan manual authentication QR code using phone camera (windows login passwordless)

PingID mobile app

When authenticating with PingID for windows login passwordless solution, it's possible to scan the manual authentication QR
code directly using a mobile device camera. When the user scans the manual authentication QR code with their device camera,
PinglD mobile app opens automatically, displaying the manual authentication key. Learn more [ NOTE: This option requires
Windows login passworldless 1.6 or later.
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Errors in Hungarian text

PIM-6506 PingID mobile app

We've fixed some Ul text errors that appeared in the Hungarian language version of the PingID mobile app.

Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.

Download PingID mobile app for Android .

Mobile app 2.2.0 (May 5, 2024) Android

New features and improvements in PingID mobile app 2.2.0.

Lock screen notification enhancements

PingID mobile app

We've updated the lock screen notification to include the name of the organization and its icon, the name of the app or account
the user wants to access, and the city in which the accessing device is located. The lock screen notification appearance has also
been redesigned.

To show all authentication details on the lock screen, you must enable Show authentication information in the admin portal.

Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.

Download PinglD mobile app for Android 2.

Mobile app 2.1.0 (April 2, 2024) Android

New features and improvements in PingID mobile app 2.1.0.

Some buttons and text were obscured when using larger fonts

STAGING-22472 PingID mobile app

We've fixed an issue that was that was impacting users who prefer to use large fonts. To maintain an optimal user experience, the
app font size can only be increased to a size within which all text and buttons are still visible on the screen.
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Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.

Download PingID mobile app for Android .

Mobile app 2.0 (March 3, 2024) Android
New features and improvements in PingID mobile app 2.0.

We've totally revamped the PingID mobile app. Version 2.0 brings you the following features:

New and enhanced UI/UX

PingID mobile app

We've refreshed the PinglD mobile app Ul, bringing you a more Intuitive design with a user-friendly voice and tone, for a visually
appealing app.

PingOne Verify Support

PingID mobile app

Now you can provide your users with secure ID verification within the Ping|D mobile app. For details, see the:
+ Admin experienceJ in the PingOne Cloud platform documentation.
* User experience(Z in the PingID User Guide.

Simple and straightforward Approve authentication flow

PingID mobile app

We've developed the most straightforward authentication flow to make authentication even easier. Your users now simply tap
Approve and they're inl To improve security, you can also include a map indicating the location from which the authentication
request originated. For details, see Approving a notification message(” in the PingID User Guide.

Improved security for one-time passcodes

PingID mobile app

We've changed one-time passcodes to time-based OTPs (TOTPs), for more secure authentication.

QR Code Info Modal for a better registration experience

PingID mobile app
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We've added a QR code information modal to help users know where they should look to find their registration QR code, without
leaving the registration flow.

Scan button added to the home screen

PingI|D mobile app

We've added a camera scan button to the PinglD mobile app home screen. This enables users to start a Registration, Manual
Authentication, or Verification flow from the home screen with just one tap.

In-App Help

Ping|D mobile app

We've added an In-app help, so that users can find answers to common questions without needing to leave the app. If more
information is required, the In-app help also includes a link to the PingID User Guide.

Security, performance, and reliability

PingID mobile app

We've made improvements to security, performance, and reliability.

Download PingID mobile app for Android (5.

Mobile app 1.x (Android)

New features and improvements covering PingID mobile app 1.x releases.

Mobile app 1.39 (December 3, 2023) Android

New features and improvements in PingID mobile app 1.39.

Security, performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Mobile app 1.38 (September 26, 2023) Android

New features and improvements in PingID mobile app 1.38.

Copyright © 2025 Ping Identity Corporation



https://play.google.com/store/apps/details?id=prod.com.pingidentity.pingid&hl=iw&gl=US
https://play.google.com/store/apps/details?id=prod.com.pingidentity.pingid&hl=iw&gl=US

Release Notes PingID Administration Guide

Security, performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Mobile app 1.37 (June 15, 2023) Android

New features and improvements in PingID mobile app 1.37.

Security, performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Mobile app 1.36.1 (May 3, 2023) Android

New features and improvements in PingID mobile app 1.36.1.

Authentication failure after offline authentication

STAGING-19241 PingIlD mobile app

Fixed an issue that caused authentication to occasionally fail after using offline authentication at least once in PingID mobile app
1.36.

Mobile app 1.36 (April 24, 2023) Android

New features and improvements in PingID mobile app 1.36.

Number matching biometrics

PingID mobile app

We've enhanced the user experience if using Number Matching when device biometrics is set to Enabled or Required.
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Key rotation issue

STAGING-18254 Ping|D mobile app

Fixed an issue related to PingID mobile app key rotation, when the app was used for offline authentication

Security, performance and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Download PingID mobile app for Android 2.

Mobile app 1.35 (April 3, 2023) Android

New features and improvements in PingID mobile app 1.35.

Performance, security, and reliability

PingI|D mobile app

Improvements to performance, security and reliability.

Download PingID mobile app for Android .

Mobile app 1.34 (February 20, 2023) Android

New features and improvements in PingID mobile app 1.34.

Performance, security, and reliability

PingID mobile app

Improvements to performance, security and reliability.

Download PingID mobile app for Android .
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Mobile app 1.33 (January 29, 2023) Android

New features and improvements in PingID mobile app 1.33.

Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Download PingID mobile app for Android 2.

Mobile app 1.32 (January 9, 2023) Android

New features and improvements in PingID mobile app 1.32.

Automatic cipher key rotation

PingID mobile app

We've added a mechanism to automatically rotate mobile cipher keys.

Minimizing user location data collection

PingID mobile app

PingID Administration Guide

To address requests to reduce the collection of location data, PingID mobile app no longer requests location data or permissions,

unless the organization’s policy specifically requires it.

Language support

PingID mobile app

PingID mobile app now supports the following additional languages:

+ Czech
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* Polish

* Hungarian

Accessibility improvements

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.

Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability.

Download PingID mobile app for Android (.

Mobile app 1.31 (December 13, 2022) Android

New features and improvements in PingID mobile app 1.31.

Support of PinglD mobile app PIN code

PingIlD mobile app

PingID mobile app supports the use of a PIN code. When this feature is enabled, users are required to create a PIN code and use
it to authenticate with the PingID mobile app. Admins can enforce PIN codes for devices that do not have a device PIN only, or for
all devices.

Notify users of new PingID mobile app versions

Ping|D mobile app

Users can now be notified that an update to PingID mobile app is available. Users can click a link in the notification to update.
Depending on the configuration, updates can be mandatory or optional. \{link in the admin guide}
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Security, performance, and reliability

PingID mobile app

Improvements to security, performance, and reliability

Fixed an OTP refresh issue

STAGING-16736 PingID mobile app

Fixed an issue that was preventing the one-time passcode (OTP) from automatically refreshing between authentication attempts.

Download PingID mobile app for Android 2.

Mobile app 1.30 (October 25, 2022) Android

New features and improvements in PingID mobile app 1.30.

Support of Android 13

Info PingID mobile app

PingID mobile app now supports Android 13.

Accessibility improvements

PingID mobile app

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.

Performance, security, and reliability

PingID mobile app

Improvements to performance, security and reliability.
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Download PingID mobile app for Android .

Mobile app 1.29 (September 15, 2022) Android

New features and improvements in PingID mobile app 1.29.

Performance, security, and reliability

PingID mobile app

Improvements to performance, security and reliability.

Download PingID mobile app for Android .

Mobile app 1.28 (July 28, 2022) Android

New features and improvements in PingID mobile app 1.28.

Performance, security, and reliability

PingID mobile app

Improvements to performance, security and reliability.

Fixed an issue with the organizations list

Fixed an issue that was preventing users from viewing a complete list of organizations paired with their account when more than
five organizations are added.

Download PinglD mobile app for Android 2.

Mobile app 1.27 (June 12, 2022) Android

New features and improvements in PingID mobile app 1.27.
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Performance, security, and reliability

PingID mobile app

Improvements to performance, security and reliability.

Download PingID mobile app for Android .

Mobile app 1.26 (May 23, 2022) Android

New features and improvements in PingID mobile app 1.26.

Performance and reliability

PingID mobile app

Improvements to security, performance, and reliability

Download PingID mobile app for Android .

Mobile app 1.25 (May 2, 2022) Android

Enhancements

Accessibility improvements

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.
Performance and reliability

Improvements to performance and reliability.

Download PingID mobile app for Android .
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Mobile app 1.24 (April 13, 2022) Android

Enhancements

Warning message when unpairing a device

To ensure a user does not unintentionally unpair a device we've updated the warning message that appears immediately after a
user clicks Unpair device to clarify that if a user unpairs a device, they may lose access to their work resources.

Security, performance and reliability

Improvements to security, performance and reliability.

Resolved Issues

Ticket ID Description

PIM-3217 We fixed an issue that was preventing some users of PingID mobile app 1.23 from
authenticating, or using a one-time passcode.

Download PingID mobile app for Android (.

Mobile app 1.23 (March 20, 2022) Android

Enhancements

Security, Performance and reliability
Improvements to security, performance and reliability.

Download PingID mobile app for Android 2.

Copyright © 2025 Ping Identity Corporation



https://play.google.com/store/apps/details?id=prod.com.pingidentity.pingid&hl=iw&gl=US
https://play.google.com/store/apps/details?id=prod.com.pingidentity.pingid&hl=iw&gl=US
https://play.google.com/store/apps/details?id=prod.com.pingidentity.pingid&hl=iw&gl=US
https://play.google.com/store/apps/details?id=prod.com.pingidentity.pingid&hl=iw&gl=US

Release Notes PinglD Administration Guide

Mobile app 1.21 (February 6, 2022) Android

Enhancements

Easily update camera permissions

We've added the ability for users who have denied permission to access the camera in the past to access their device camera
settings from within PingID mobile app, so they can grant the relevant permissions when required.

Accessibility improvements
As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the Ping|D mobile app.
Performance and reliability

Improvements to performance and reliability.

Deprecated features

Support for Android 7.x and lower
PingIlD mobile app does not support Android 7.x and lower.

Download PingID mobile app for Android (5.

Mobile app 1.19 (January 6, 2022) Android

Enhancements

Information regarding location of accessing device

We've improved the location map to include more specific information. The map now includes text showing the location, device
type and the browser type for the accessing device.

Support for OAEP padding for offline use cases

We've added support for OAEP padding for offline use cases. To take advantage of this feature, the relevant clients must be
updated ( Windows Login, Mac Login, and the PingID Adapter). To support backward compatibility, we also continue to support
current client implementations.

Accessibility improvements
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As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app’s TalkBack
screen reader.

Performance, security, and reliability

Improvements to performance, security, and reliability.

Deprecated features

Support for Android 7.x and lower is ending
From the next version, PingID mobile app will no longer support platforms older than Android 8.

Download PingID mobile app for Android .

Mobile app 1.18 (December 2, 2021) Android

Enhancements

Information regarding location of accessing device

We're adding a map to PingID mobile app push notifications that will show the general region in which an accessing device is
located. This could help a user to identify an unauthorized attempt to sign on to their account. The location is generated using
Reverse IP lookup, and the map is only shown on the user’s authenticating device when relevant location information is available.
In future versions we'll be adding more details about location and device type.

This feature is available for users running Android 8 or later.

For new organizations this feature is enabled automatically. For existing organizations, the feature must be enabled in the admin
portal (see Displaying details of accessing device).

Repositioning of the Report Fraud button

We've improved the position of the Report Fraud button, so it's less likely a user will tap it unintentionally.

Recent apps screen

The PingID app now appears on the recent apps screen.

Accessibility improvements

As part of our ongoing efforts to improve accessibility, we've made some necessary updates to the PingID mobile app.
Performance and reliability

Improvements to performance and reliability.
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Resolved Issues

Ticket ID Description

PinglD Administration Guide

PIM-2667/PIM-2559 Fixed some spelling errors that appeared in the Dutch version of PinglD mobile app.

Download PingID mobile app for Android 2.

Mobile app 1.17 (November 11, 2021) Android

Enhancements

Performance, security, and reliability

Improvements to performance, security, and reliability.

Deprecated features

Refresh OTP using a shake

We've removed the ability to refresh the PinglD mobile app one-time password (OTP) by shaking your Android device.

Download PingID mobile app for Android (.

Mobile app 1.16 (October 25, 2021) Android

Enhancements

Performance, security, and reliability

Improvements to performance, security, and reliability.

Download PingID mobile app for Android 2.
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Mobile app 1.15 (August 19, 2021) Android

Enhancements

Support for future release of Windows Login passwordless flows

This version of PingID mobile app includes support for passwordless authentication with Windows login. To increase security, use
of One Time Password supports the use of letters as well as numbers during certain Windows login passwordless flows.

Performance, security, and reliability
Improvements to performance, security, and reliability.

Download PinglD mobile app for Android 2.

Mobile app 1.14.1 (July 1, 2021) Android

Resolved issues

Offline authentication issue associated with PingID mobile app for Android 1.14

Fixed an issue with background location that was causing offline authentication to fail in PingID mobile app 1.14

Mobile app 1.14 (June 27, 2021) Android

Enhancements

New welcome screen
We've added a welcome screen, to provide the following information to the end user:
* General overview of PingID mobile app
+ How to pair your device with PingID mobile app for the first time
* How to restore PinglD mobile app when upgrading or changing your device
+ What to do if you can't unpair PingID mobile app yourself

The welcome screen appears when the user opens PingID mobile app for the first time. It is also accessible from the Pair your
device (QR code) window Info button.
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One-time passcode (OTP) enhancements

When opening the PingID mobile app, only a valid OTP is displayed and the OTP now appears more rapidly. NOTE: Dotted lines

may appear in place of numbers for a few moments, until a valid OTP is shown.
Performance, security, and reliability

Improvements to performance, security, and reliability.

Deprecated features

Support for Android 6 and lower

This version of PinglD mobile app does not support Android 6.x and lower.

Mobile app 1.13 (January 7, 2021) Android

Enhancements

Support for Android 11

This version supports Android 11, and all relevant dependencies have been updated accordingly.

Improved support for accessing the user’s location in the background

This version now supports the fine and background location enhancements added in Android 11, and presents the relevant

options to the end user.

Camera settings enhancement

We now harness the native camera framework when initiating QR and self facing cameras, to improve performance.

Performance and reliability

Improvements to performance and reliability.

Deprecated features

Support for Android 6 and lower due to end soon

The next version of PinglD mobile app will not support Android 6 and lower.
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Mobile app 1.12.2 (October 27, 2020) Android

Enhancements

Performance and reliability

Improvements to performance and reliability.

Resolved issues

Registration issue associated with PinglD mobile app for Android 1.12.1

Fixed an issue that was causing registration to fail for some users running PingID mobile app for Android 1.12.1.

Mobile app 1.12.1 (September 29, 2020) Android

Enhancements

Performance and reliability

Improvements to performance and reliability

Resolved issues

Registration and authentication issue associated with PingID mobile app for Android 1.12.0

Fixed an issue that was causing authentication and registration to fail for some users running PingIlD mobile app 1.12.0 for
Android

Mobile app 1.12 (Sepember 24, 2020) Android

Enhancements

Device biometrics enforcement
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This version of PingID mobile app supports policy enforcement of the use of a biometrics device when pairing or authenticating
with PingID.

Performance and reliability

Improvements to performance and reliability.

Mobile app 1.11 (August 6, 2020) Android

Enhancements

Support for biometrics for Android

We enhanced the use of biometrics authentication with PinglID to include face and iris on supported devices. We also improved
the use of fingerprint authentication with PingID mobile app.

Performance and reliability

Improvements to performance and reliability

Deprecated Features

Support for Android 5.x and lower

This version of PingID mobile app does not support Android 5.x and lower.

Known Limitations

Limitations of face and iris recognition support on some Android devices
Due to Android biometrics API security limitations, face and iris recognition are not supported on some Android devices.

On a limited number of these devices, face or iris recognition is supported when fingerprint recognition is also configured on the
device.
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Mobile app 1.10 (April 20, 2020) Android

Enhancements

Android 10 support
PingID mobile app now supports Android v10.
Performance and reliability

Improvements to performance and reliability

Resolved issues

Notification sounds while device in silent mode

Fixed an issue with notification sounds when the PingID banner is presented while a device is in silent mode.

Mobile app 1.9.2 (March 16, 2020) Android

This version of PingID mobile app is only available from the PingID downloads page (.

Enhancements

Performance and reliability

Improvements to performance and reliability

Resolved issues

Google play services error when running PingID mobile app

Fixed an issue in which some devices that do not have Google play services return an error when running PingID mobile app. This
issue is found when downloading PingID mobile app v1.9.1 from the PingID downloads page, and is fixed in v1.9.2
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Mobile app 1.9.1 (August 14, 2019) Android

EnhancementsThis version of PingID mobile app includes the following enhancements:

Secure notification banners for Android Q users
Android Q users gain a new authentication experience with more secure notification banners when authentication is required.
Performance and reliability

Improvements to performance and reliability

Mobile app 1.9 (July 23, 2019) Android

Enhancements

This version of PinglD mobile app includes the following enhancements:

Multiple regions support

New support for multiple regions helps your organization more easily comply with international regulations.
Performance and reliability

Improvements to performance and reliability

Mobile app 1.8.7 (May 21, 2019) Android

Enhancements

This version of PinglD mobile app includes the following enhancements:
Performance and reliability

Improvements to performance and reliability
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Mobile app 1.8.5 (October 24, 2018) Android

Enhancements

This version of PingID mobile app includes the following enhancements:

Turkish language support
Added Turkish language support.
Performance and reliability

Improvements to performance and reliability

Mobile app 1.8.4.1 (October 2, 2018) Android

Enhancements

This version of PingID mobile app includes the following enhancements:

Performance and reliability

Improvements to performance and reliability

Resolved issues

Error causing some devices to be reported as rooted

Fixed an issue that was causing some devices to be reported as rooted.

Mobile app 1.8.4 (September 5, 2018) Android

Enhancements

This version of PinglD mobile app includes the following enhancements:

Performance and reliability
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Improvements to performance and reliability

Deprecated features

Support for Android v5.x and lower

From this version, PingID mobile app no longer supports Android v5 and lower.

Mobile app 1.8.2 (March 22, 2018)

Enhancements

This version of PinglD mobile app includes the following enhancements:
Performance and reliability

Improvements to performance and reliability

Resolved issues

Error during copy/paste of pairing key

Fixed an issue that was causing an error during copy/paste of pairing key on mobile devices

Mobile app 1.8.1 (March 14, 2018)

Enhancements

This version of PingID mobile app includes the following enhancements:
Support for General Data Protection Regulation (GDPR) requirements
Added enhanced privacy for supporting GDPR requirements.
Performance and reliability

Improvements to performance and reliability
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Mobile app 1.8.0 (December 18, 2017) Android

Enhancements

This version of PingID mobile app includes the following enhancements:
Added support for manual authentication flow

Added Support for manual authentication flow. Manual authentication can be used during service interruptions, or network
connectivity issues.

Improved function when "Super Su" app disabled.
Improved the ability for PingID mobile app to function when the "Super Su" app is disabled.
Performance and reliability

Improvements to performance and reliability.

Archive 2017 and earlier: PingID Mobile app for Android

22 August, 2017: PingID Mobile app 1.7.6

Enhancements
This version of PingID mobile app for iOS includes the following enhancements:
Performance and reliability

Improvements to performance and reliability.

31 January, 2017: PingID Mobile app 1.7.4

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
MDM enforcement support

Added MDM enforcement support.

Error messages for pairing policy

Added detailed error messages upon pairing policy failure.
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Status bar for post authentication screens
Added a 'Back to' (status bar) to post authentication screens.
Performance and reliability

Improvements to performance and reliability.

December 4, 2016: PingID Mobile app 1.7.3

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Performance and reliability

Improvements to performance and reliability.

November 15, 2016: PingID Mobile app 1.7.2

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Performance and reliability

Improvements to performance and reliability.

October 7, 2016: PingID Mobile app 1.7.1

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

iOS 10 support
Added support for iOS 10.
Performance and reliability

Improvements to performance and reliability.

PinglD Administration Guide
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August 31, 2016: PingID Mobile app 1.7

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
iOS 7.0 support

Added support for iOS 7.0 and later.

Performance and reliability

Improvements to performance and reliability.

July 7, 2016: PingID Mobile app 1.6.4

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Language support

The following languages are now supported: Dutch, Italian, Japanese, Korean, Portuguese, Russian, Thai, and Chinese.
Performance and reliability

Improvements to performance and reliability.

May 31, 2016: PingID Mobile app 1.6.3

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Apple Watch

Improved authentication responsiveness on Apple Watch.

Performance and reliability

Improvements to performance and reliability.
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March 3, 2016: PingID Mobile app 1.6.2

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Performance and reliability

Improvements to performance and reliability.

January 19, 2016: PingID Mobile app 1.6.1

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

iOS 9 support

Compiled for iOS 9.

Australian datacenter

Added support for an Australian data center.
Authentication cancellation

Authentication cancellation from the server support.
Performance and reliability

Improvements to performance and reliability.

November 15, 2015: PingID Mobile app 1.5

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Language support

Support French, German and Spanish native languages.
Silent authentication

Support silent authentication without any user interaction.

Performance, security, and reliability

PinglD Administration Guide
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Improvements to performance, security, and reliability.

June 29, 2015: PingID Mobile app 1.4

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:

Apple Watch support

Added support for the Apple Watch application for authentication and One Time Passcode.
Interactive notification

Added an interactive notification option. User slides the notification to the left to confirm authentication on the lock screen (iOS
8+).

Touch ID authentication

Added the option to authenticate with fingerprint (when feature is activated by admin)
Performance, and reliability

Improvements to performance, and reliability/Resolved Issues

Minor Ul enhancement

Fixed an issue through a minor Ul enhancement.

May 19, 2015: PingID Mobile app 1.3

Enhancements
This version of PingID mobile app for iOS includes the following enhancements:
User organization details and services list
* The main screen now lists the organizations that the user is registered with, replacing the list of services.

* The services list of each company is now shown under the company name: SSO, VPN and SSH. Additional services can be
added in the future.

Remove company
Users can click the company name in PingID mobile app to remove it.
Disable swipe authentication

There is now an option to disable swipe through settings and authenticate with OTP only, following customer requests. This
option is useful for scenarios where a data network is not available.
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Performance, and reliability

Improvements to speed optimization, performance, and reliability.

April 4, 2014: PingID Mobile app 1.2.1

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Performance, and reliability

Improvements to performance, and reliability.Resolved Issues

Device Keychain

Fixed an issue in the device Keychain that was causing authentication errors.

March 9, 2014: PingID Mobile app 1.2

Enhancements

This version of PingID mobile app for iOS includes the following enhancements:
Company name added to 'My services'

Company name added to 'My services' on the home screen.

European PinglD data center activation code format

Support added for European PinglD data-center activation code format.

Enable iPhone lock/sleep screen after authentication

Enable lock/sleep screen after the authentication process has ended.

SSL deep inspection

Added SSL deep inspection (security feature).

Performance, and reliability

Improvements to performance, and reliability, including swipe screen performance.
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July 2, 2014: PingID Mobile app 1.0

The first version of PingID mobile app is now available in the Apple store.
PingID Integration Kit for PingFederate

PingID Integration Kit 2.28 (February 27, 2025)

New features and improvements in PingID Integration Kit 2.28 for PingFederate.

The PingID Integration Kit 2.28 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.16 New
PingID RADIUS PCV 3.1.0 New
PingID SaaS Connector 1.1.1 Unchanged

PingID Adapter authentication from two different tenants

PingID Integration kit for PingFederate

It is now possible to authenticate from two separate instances of the PingID Adapter, where each instance points to a different
tenant. This allows users to authenticate to more than one organization.

PingID Adapter support for Microsoft EAM integration

STAGING-25038 PingID Integration kit for PingFederate

We've added the eamAmr attribute to the list of PingID authentication attributes. This allows you to map the attribute and use it to
evaluate PingFederate policies upon successful authentication with PingID. Additionally, it facilitates integration with Microsoft
Entra ID’s External Authentication Methods (EAM).

Learn more in PingID authentication attributes.

Blast-RADIUS security enhancement

PingID Integration kit for PingFederate

We've made some enhancements to the RADIUS PCV client security configuration to mitigate the risk of a Blast-RADIUS attack.

Learn more in the PingID RADIUS PCV parameters reference guide.
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Direct OTP Validation enhancements

PinglD Integration kit for PingFederate

We've expanded the capabilities of the Direct OTP validation field. It is now possible to perform OTP (one-time passcode)
validation for RADIUS clients that do not support access-challenge, or lack a Delegate PCV configuration, as well as for clients
opting to use LDAP as an Attribute Source within the Delegate PCV setup.

Learn more in the PingID RADIUS PCV parameters reference guide.

PingID Service ID field removed

Info PingID Integration kit for PingFederate

The PingID Service ID field is deprecated and is removed from PingFederate.

@ Note

In RADIUS 3.0.4 or earlier, where the PingID Service ID field still exists, if the field is populated, an error message
informs administrators that the field value should be updated to VPN.

OTP fallback inadvertently triggered

STAGING-19409 PingID Integration kit for PingFederate

We've fixed an issue that was preventing OTPs from being received during a push service outage, and inadvertently causing
RADIUS PCV to trigger OTP fallback.

PingID Integration Kit 2.27 (June 25, 2024)

New features and improvements in PingID Integration Kit 2.27 for PingFederate.

The PingID Integration Kit 2.27 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.15 New
PingID RADIUS PCV 3.04 Unchanged
PingID SaaS Connector 1.1.1 Unchanged

PingID Adapter attributes

STAGING-20564 PingID Integration kit for PingFederate

We've added the following attributes to the Ping|D Adapter:

* pingid.authentication.accessing.device.country
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* pingid.authentication.accessing.device.ip.reputation
Learn more: PingID authentication attributes.

Configuration replication request triggered unnecessarily in PingFederate

STAGING-13107 PingID Integration kit for PingFederate

We've fixed an issue that was incorrectly triggering the Configuration Replication required message in PingFederate when in
cluster mode.

Issue resolving the Resume URL in the SLO flow

STAGING-22691 PingID Integration kit for PingFederate

We've fixed an issue with one of the SLO (Single Log Off) flows that was preventing the Resume URL from resolving correctly.

Security enhancements

PingID Integration kit for PingFederate

We've made some security enhancements.

PingID Integration Kit 2.26 (September 19, 2023)

New features and improvements in PingID Integration Kit 2.26 for PingFederate.

The PingID Integration Kit 2.26 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.14 Unchanged
PingID RADIUS PCV 3.04 New
PingID SaaS Connector 1.1.1 Unchanged

Direct OTP validation for RADIUS PCV clients

PingID Integration kit for PingFederate

We've added the option to perform OTP validation for RADIUS clients that do not support access-challenge and do not have a
Delegate PCV configured.

PingID properties file encrypted

PinglD Integration kit for PingFederate

From RADIUS PCV 3.0.4 and later, the PinglD properties file is encrypted after it is uploaded to PingFederate.
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@ Note

If you are upgrading from an earlier version, to ensure the properties file is encrypted, you need to upload it to the
PingID RADIUS PCV instance in PingFederate.

More efficient resource consumption

PinglD Integration kit for PingFederate

We have improved resource consumption when the RADIUS Server is in communication with PingID server.

Security enhancements

PingID Integration kit for PingFederate

We've made some security enhancements.

PingID Integration Kit 2.25 (June 22, 2023)

New features and improvements in PingID Integration Kit 2.25 for PingFederate.

The PingID Integration Kit 2.25 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.14 New
PingID RADIUS PCV 3.0.3 Unchanged
PingID SaaS Connector 1.1.1 Unchanged

PingID properties file obfuscated and encrypted

PinglD Integration kit for PingFederate

From PinglD Adapter 2.14 and later, the PinglID properties file is encrypted and obfuscated.

@ Note

From PingID Adapter 2.14 and later, the PingID properties file is obfuscated automatically. However, to ensure it is
also encrypted, you need to download a new copy of the PingID properties file and then upload it to the PingID
Adapter instance in PingFederate.

Support for additional Phone and Voice attributes

PinglD Integration kit for PingFederate

We've added support for a secondary attribute for SMS and Voice. For information, see Configuring a PingID Adapter instance.
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PingID Integration Kit 2.24 (February 21, 2023)

New features and improvements in PingID Integration Kit 2.24 for PingFederate.

The PingID Integration Kit 2.24 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.13.2 Unchanged
PingID RADIUS PCV 3.0.3 New
PingID SaaS Connector 1.1.1 Unchanged

PingID RADIUS PCV authentication failure

PID-12922 PingID Integration kit for PingFederate

We fixed an issue that was causing authentication to fail on mobile devices when a Delegate PCV is not defined.

PingID Integration Kit 2.23 (January 31, 2023)

New features and improvements in PingID Integration Kit 2.23 for PingFederate.

The PingID Integration Kit 2.23 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.13.2 Unchanged
PingID RADIUS PCV 3.02 New
PinglID SaaS Connector 1.1.1 Unchanged

PingID RADIUS PCV error

PID-12884 PingID Integration kit for PingFederate

We've fixed an issue that was causing an error if a Delegate PCV is not defined.

PingID Integration Kit 2.22 (January 17, 2023)

New features and improvements in PingID Integration Kit 2.22 for PingFederate.

The PingID Integration Kit 2.22 for PingFederate is released with the following components:
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PingID Integration Kit component Version Status
PingID Adapter 2.13.2 New
PingID RADIUS PCV 3.0.1 Unchanged
PingID SaaS Connector 1.1.1 Unchanged

Warning messages removed

PIM-4131 PingID Integration kit for PingFederate

We've fixed an issue that was generating warning messages unnecessarily when running PingFederate server.

PingID Integration Kit 2.21 (January 3, 2023)

New features and improvements in PingID Integration Kit 2.21 for PingFederate.

The PingID Integration Kit 2.21 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.13.1 New
PingID RADIUS PCV 3.0.1 Unchanged
PinglID SaaS Connector 1.1.1 Unchanged

Fixed error introduced during PingID adapter upgrade

PIM-3529 PingID Integration kit for PingFederate

We've fixed an issue that was causing an error when importing a configuration during a PingID adapter upgrade.To prevent this
error, Offline Authentication Encryption is now set to OAEP by default. This resolves issues related to CVE-2022-40722 .

@ Note

Admins that are upgrading from PingID Adapter version 2.12 or earlier to the latest version and do not want to use
OAEP padding must configure the Offline Authentication Encryption in the Ul to None.

PingID Integration Kit 2.20 (November 22, 2022)

New features and improvements in PingID Integration Kit 2.20 for PingFederate.

The PingID Integration Kit 2.20 for PingFederate is released with the following components:
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PingID Integration Kit component Version Status
PingID Adapter 2.13 New
PingID RADIUS PCV 3.0.1 Unchanged
PingID SaaS Connector 1.1.1 Unchanged

OAEP Padding

PingID Integration kit for PingFederate

It is now possible to specify that OAEP padding should be used in the encryption for offline authentication through the
PingFederate Ul. OAEP padding is enabled by default for new PingID Adapter instances.

@ Note

This feature is backward compatible, and when updating an existing PingID Adapter your configuration is saved.
However, you will see an error message in the PingFederate Ul until you define the OAEP padding configuration
manually in the Ul. For instructions on enabling this option through the PingFederate Ul, see Configuring offline MFA
(PingID Adapter).

Binary attribute support

PingID Integration kit for PingFederate

PingID Adapter now supports the option to define various Active Directory attributes as binary attributes.

PingID Adapter offline authentication language support

PingID Integration kit for PingFederate

PingID Adapter now supports the following additional languages for offline authentication:
+ Czech
* Polish
* Hungarian

Dependent packages updates

PingID Integration kit for PingFederate

As part of our ongoing maintenance improvements, we've updated all PingID Adapter-related dependent packages with known
security vulnerabilities.

PingID Integration Kit 2.19 (November 3, 2022)

The PingID Integration Kit 2.19 for PingFederate is released with the following components:
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PingID Integration Kit component Version Status
PingID Adapter 212 Unchanged
PingID RADIUS PCV 3.0.1 New
PingID SaaS Connector 1.1.1 Unchanged

Resolved issues

With the release of PingID RADIUS PCV 3.0.1, the following issues have been resolved.

Ticket ID Description

PIM-3774 Fixed an issue that was preventing LDAP group attributes from being populated correctly.

PingID Integration Kit 2.18 (August 30, 2022)

The PingID Integration Kit 2.18 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 212 Unchanged
PingID RADIUS PCV 3.0 Updated
PingID SaaS Connector 1.1.1 Unchanged

PingID RADIUS PCV 3.0

PingID RADIUS PCV 3.0 is released and includes the following enhancements:

* We've added support for MS-CHAP v2 RADIUS Server authentication protocol. For information, see Configuring RADIUS
PCV for MS-CHAPv2.

* PingID RADIUS PCV can now receive user attributes from Active Directory, without using the AD as the first factor.
* We've made improvements to enhance performance and security.

Resolved issues

With the release of PinglD RADIUS PCV 3.0, the following issues have been resolved.

Ticket ID Description

PIM-3370 Fixed an issue that was preventing PingID RADIUS PCV from using the relevant timeout value
configured in PingFederate when creating a connection with LDAP.
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PingID Integration Kit 2.17 (April 27, 2022)

The PingID Integration Kit 2.17 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 212 Updated
PingID RADIUS PCV 2.10 Unchanged
PingID SaaS Connector 1.1.1 Unchanged

PingID adapter (version 2.12)
Version 2.12 of the PingID adapter has been released, and this version makes it possible to specify that OAEP padding should be

used in the encryption for offline authentication. For instructions on enabling this option, see Configuring offline MFA (PingID
Adapter).

PingID Integration Kit 2.16 (March 23, 2022)

The PingID Integration Kit 2.16 for PingFederate is released with the following components:

PingID PinglIDIntegration Kit Version Status
component

PingID Adapter 2111 Unchanged
PingID RADIUS PCV 2.10 Updated
PingID SaaS Connector 1.1.1 Unchanged

RADIUS PCV plugin (version 2.10)

Version 2.10 of the RADIUS PCV plugin has been released, and includes the following enhancements:
« In the attribute mapping rules, you can now define OGNL expressions to fine-tune attribute mapping.
+ Under Member of Groups, it is now possible to specify an LDAP group attribute other than memberOf.
+ User passwords can now contain commas.

For more information, see PinglD RADIUS PCV parameters reference guide.

PingID Integration Kit 2.15 (November 10, 2021)

The PingID Integration Kit 2.15 for PingFederate is released with the following components:
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PingID PingIDIntegration Kit Version Status

component

PingID Adapter 2111 Unchanged

PingID RADIUS PCV 2.91 Unchanged

PingID SaaS Connector 1.1.1 Updated
Enhancements

Updates to PingID SaaS Connector

The PingID SaaS Connector component has been updated to use newer versions of libraries that had vulnerabilities reported.

PingID Integration Kit 2.14 (October 18, 2021)

The PingID Integration Kit 2.14 for PingFederate is released with the following components:

PingID PingIDIntegration Kit Version Status

component

PingID Adapter 2111 Updated

PingID RADIUS PCV 2.91 Updated

PingID SaaS Connector 1.0.1 Unchanged
Enhancements

Updates to PingID Adapter and PingID RADIUS PCV

The PingID adapter and PingID Radius PCV components have been updated to use newer versions of libraries that had
vulnerabilities reported.

PingID Integration Kit 2.13 (July 28, 2021)

The PingID Integration Kit 2.13 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.11 Updated
PingID RADIUS PCV 2.9 Unchanged

Copyright © 2025 Ping Identity Corporation




PinglD Administration Guide Release Notes

PingID Integration Kit component Version Status
PingID SaaS Connector 1.0.1 Unchanged
Enhancements

Using risk level in PinglID policies

With the introduction of PingID Adapter 2.11, it is now possible to include the risk level calculated by PingOne Protect (or a
supported third-party risk service) when you define a PingID policy. MFA actions can be specified for each of the three risk levels -
high, medium, and low. This feature requires a separate license for the integrated Risk service.

For more information, see Configuring a risk level rule (web policy).

PingID Integration Kit 2.12 (March 24, 2021)

The PingID Integration Kit 2.12 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.10 Updated
PingID RADIUS PCV 2.9 Updated
PingID SaaS Connector 1.0.1 Unchanged

PingID adapter (version 2.10)

Version 2.10 of the PingID adapter has been released, and includes the following enhancements:

* It is now possible to use "chained attributes" when defining the LDAP data source for an IdP adapter. An example of where
you can use this approach is to write OGNL expressions to define custom user groups that can be used in PingID policies
(in addition to those groups defined in the directory). See Configuring a PingID Adapter instance.

+ Restrictions have been added to limit the ability to add a new device during password reset.

RADIUS PCV plugin (version 2.9)

Version 2.9 of the RADIUS PCV plugin has been released, and includes the following enhancements:

* It is now possible to add vendor-specific attributes to the definition of a PinglD RADIUS PCV so that they are sent during
authentication. See PingID RADIUS PCV parameters reference guide.

* When defining multiple RADIUS clients for a PCV, it is now possible to add a label for each client. See Configuring a RADIUS
server on PingFederate.

* In the definition of a PingID RADIUS PCV, you can now specify a label and icon to show on the PingID app’s authentication
screen instead of the default text and icon (options are part of the "advanced fields"). See PingIlD RADIUS PCV parameters
reference guide.
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PingID Integration Kit 2.11 (December 2, 2020) (updated)

The PingID Integration Kit 2.11 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.9 Updated
PingID RADIUS PCV 2.7 Updated
PingID SaaS Connector 1.0.1 Unchanged

Resolved issues

With the release of PingID Integration Kit 2.11, the following issues have been resolved.

Ticket ID Description

PID-8027 Fixed an issue that prevented users to perform offline authentication when LDAP DATA
SOURCE FOR DEVICES is set but LDAP DATA SOURCE left empty.

PID-8115 Fixed an issue that some LDAP Data Store configurations were ignored by Ping|D Adapter
when querying the Data Store.

PID-9852 Fixed an interoperability issue between PinglD Adapter and PingID RADIUS PCV.

PID-6717 Fixed a Unicode Issue that prevented user names with Unicode characters (ex. U) to
authenticate

PID-10528 Fixed an issue when objectGUID was mapped to the Username field: Now theobjectGUID is
decoded the same way as Active Directory decodes it.

& Important
The Username mapping feature was first introduced in PingID Adapter v2.8. If you

already use objectGUID in the Username attribute mapping field, please contact
Support before upgrading.

PingID Integration Kit 2.10 (August 25, 2020) (updated)

The PingID Integration Kit 2.10 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.8 Updated
PingID RADIUS PCV 2.6 Unchanged
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PingID Integration Kit component Version Status
PingID SaaS Connector 1.0.1 Unchanged
Enhancements

Support for Integration of PingID for Windows Login through PingFederate

PingID Adapter 2.8 now supports Integration of PingID for Windows Login through PingFederate.
For more information, see Integrating PingID with Windows login.

Mapping the LDAP attribute to the PingID User attribute

We've added a new PinglID User attribute. The attribute value is the LDAP name attribute that defines the user name used by
PinglID.

For more information, see Configuring a PingID Adapter instance (Windows login).

Known issues and limitations

PingID Adapter incorrectly parsing objectGUID attribute values from LDAP (29 October, 2020)

When using LDAP to retrieve user information, if the PingID Adapter is configured to use the LDAP objectGUID attribute, the
value of this attribute is incorrectly transformed and stored.

This issue will be fixed in a future version. It is recommended not to use the objectGUID attribute until the issue is fixed.

PingID Integration Kit 2.9 (June 24, 2020)

The PingID Integration Kit 2.9 for PingFederate is released with the following components:

PingID Integration Kit component Version Status

PingID Adapter 2.7 Unchanged

PingID RADIUS PCV 2.6 Updated

PinglID SaaS Connector 1.0.1 Unchanged
Enhancements

PingID RADIUS PCV (with integrated RADIUS server) now logs events to the PingFederate audit log

+ PingID RADIUS PCV Audit logging is not supported for PingFederate releases prior to release 10

« Configuration provisions for users of PingFederate versions 10.0.0 and 10.0.1 are set out in the PingID Administration
Guide here: Installing the PingID Integration Kit for VPN
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« For PingFederate releases 10.0.2 and later, Audit logging is configured in the PingFederate admin portal. See
Administrator audit logging[5 and Security audit logging (2.

PingID Integration Kit 2.8 (April 30, 2020)

The PingID Integration Kit 2.8 for PingFederate is released with the following components:

PingID Integration Kit component Version Status

PingID Adapter 2.7 New

PingID PCV 2.5 Unchanged

PingID SaaS Connector 1.0.1 Unchanged
Enhancements

PinglID attributes for use with PingFederate policy

Admins can now use PingID authentication attributes from the PingID adapter when creating PingFederate policies. This enables
admins to create more accurate policies, based on information obtained by PingID, for a higher level of security.

« For a list of attributes that can be used by PingFederate policy upon successful authentication with PingID, see PingID
authentication attributes.

« For instructions on how to create the relevant PingFederate policy, see Integrate with PinglID for PingFederate SSO.

Retain PingID cookie after SLO

It is now possible to choose to retain the PingID cookie when a user performs SLO (single logout) from PingFederate. WARNING:
This option prevents a full clean up of the user trace on the machine after SLO (single logout) and may expose your user accounts
to additional security risks. This option should only be used with full understanding of the security implications.

PingID Integration Kit 2.7 (September 24, 2019)

The PingID Integration Kit 2.7 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.6 New
PingID PCV 25 Unchanged
PingID SaaS Connector 1.0.1 Unchanged
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Enhancements

PingID Adapter v2.6

*+ FIDO passwordless authentication infrastructure

PingID Adapter v2.6 includes important updates and changes required to support the forthcoming release of FIDO
passwordless authentication.

+ PingID Adapter support for multiple branded URLs in PingFederate

PinglD Adapter now supports the use of multiple branded URLs(Z for use in PingFederate. This feature requires
PingFederate v9.2 and higher, and does not require any specific configuration in the PingID Adapter.

To use this feature in conjunction with SLO (Single Log Out), requires PingFederate v9.2.3 or higher.
For further details, refer to the documentation Supporting multiple access mode.

Resolved issues

Ticket ID Description

PID-8286 Fixed an issue that was requesting that values be manually entered for theLDAP Search
Scope and Cookie Duration fields when upgrading from a much older version of PingID
Adapter. These fields are automatically populated with default values during the upgrade
process.

PID-7348 Fixed an issue when running the heartbeat validation that was causing an error in some cases
if using a proxy with PingID Adapter.

PingID Integration Kit 2.6 (January 8, 2019)

The PingID Integration Kit 2.6 for PingFederate is released with the following components:

PingID Integration Kit component Version Status
PingID Adapter 2.5 New
PingID PCV 2.5 New
PingID SaaS Connector 1.0.1 Unchanged

Copyright © 2025 Ping Identity Corporation



https://support.pingidentity.com/s/document-item?bundleId=pingfederate-92&topicId=releaseNotes%2Fpf_c_92.html
https://support.pingidentity.com/s/document-item?bundleId=pingfederate-92&topicId=releaseNotes%2Fpf_c_92.html

Release Notes PinglD Administration Guide

Enhancements

Multiple access mode (PingID Adapter 2.5)

In addition to the traditional organization-owned single-user device, (for example, an employee’s laptop or desktop computer),
the PinglD Adapter has been extended to support the following use cases:

+ An organization-owned multiple-users device, for example, a kiosk or shared tablet.
+ A device not owned by the organization, that is used by single or multiple users.

+ Configuration for prevention of storage of user information and long-lived sessions on certain devices (typically devices
used by multiple users). This will require users to sign-on and re-authenticate on each subsequent login.

* Provide users with the ability to indicate that the browser used for access is running on a public device, or on a device not
regularly used for secure access. This assures users that they can securely login without concern about user information
being kept on that device.

@ Note

The multiple access mode requires PingFederate 9.2 and PingID Integration Kit 2.6 (packaged as part of the
PingFederate 9.2 bundle).

For further details, refer to the documentation Supporting multiple access mode.

PingID PCV 2.5 unicode encryption support

The encryption method of the Radius State attribute has been enhanced to support non-standard VPN clients that will only accept
unicode encoding.

PingID Integration Kit 2.5 (October 31, 2018)

Enhancements

Adapter 2.4

« Single logout (SLO)

° PingID MFA is now synchronized with the PingFederate single logout for all protected resources. From Adapter
version 2.4, single logout terminates both PingFederate and PinglD MFA sessions, and requires both 1st factor and
MFA for a user’s next login.

* Turkish language support:
o From v2.4, the PingID Adapter has been extended to support Turkish.

PCV 2.4

Multiple Attributes Mapping Rules have been extended to map the LDAP email address, first name and last name source
attributes to PingID. See PingID RADIUS PCV parameters reference guide for details.
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PingID Integration Kit 2.4 (October 4, 2018)
Enhancements

A new version of the PingID Integration Kit was released providing PingID offline MFA for mobile only users. This feature enables
users to authenticate manually from their mobile devices in order to access resources on the same device. The new version
includes:

* PingID Adapter v2.3.0
* PingID RADIUS PCV v2.3.1 (No change)
* PingID SaaS Connector - v1.0.1 (No change)

See Authenticating manually(J, in the PingID User Guide. NOTE: The ability to authenticate manually from a mobile device in
order to access resources on the same device requires PingID mobile app v1.8.4 or higher.

Known issues and limitations

+ PinglID screens display incorrectly when using Android’s native browser for Manual Authentication

There's a known issue for users of devices running Android v5.0 OS when using the Android’s native browser to perform
Manual Authentication from a mobile device in order to access resources on the same device, that causes some of the
PingID screens not to display correctly. Other browsers, such as Chrome or Firefox do display PingID screens correctly.

+ Manual Authentication flow stops without displaying an error message

When using Manual Authentication flow to access resources on a mobile device that does not have PingID mobile app
installed, if the user selects Authenticate:

° On iOS devices: Chrome attempts to search for PingID, and the Manual Authentication flow is stopped.

o On Android devices: the Manual Authentication flow is stopped, and the user does not receive an error message,
due to limitations in the native Android OS.

PingID Integration Kit 2.3.1 (July 5, 2018)

A new version of the PingID Integration Kit was released and includes:
* PingID RADIUS PCV v2.3.1
* PingID Adapter v2.2

* PingID Connector 1.0.1
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Enhancements

PingID RADIUS PCV v2.3.1

The following enhancements were made to PingID RADIUS PCV:

+ You can define a separate list of LDAP group names that you want to exclude from PingID authentication. If a user is a
member of the bypass group, the user will not be required to authenticate via PingID regardless any group membership or
policies applied.

+ It is now possible to configure a newline between different device entries within a RADIUS server challenge message.

Resolved issues

Ticket ID Description

PID-6471/PID-6529 Fixed issues that occurred when using the PingID memberOf group configuration when the
RADIUS PCV VPN is in 'no challenge' mode.

PID-6477 There were cases where if the RADIUS PCV was in "no challenge" mode and OTP in password
separator was configured as 'comma’, that first factor authentication failed. This bug is fixed
in RADIUS PCV v2.3.1.

PID-6387 An edge case was discovered where it was possible for a user to register an SMS, voice or
email-based authentication device which does not meet company policy, even though the
RESTRICT configuration option was selected. This issue is now resolved.

PingID Integration Kit 2.2 (May 17, 2018)

A new version of the PingID Integration Kit was released and includes:
* PingID RADIUS PCV v2.2
* PingID Adapter v2.2

Resolved issues

Ticket ID Description

PID-6354 In PingID RADIUS PCV v2.0 and v2.1, in rare cases, when more than one user connected to the
company VPN in parallel, the RADIUS server had a parsing error of the LDAP server attribute
mapping response. As a result, some users could be granted with the wrong privileges,
affecting their session and causing them to bypass MFA. This issue is resolved in RADIUS PCV
v2.2.

ADPT-7819 To improve PingID adapter performance, referral chasing has been disabled for LDAP queries
in PinglD Adapter V2.2 and higher.
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PingID Integration Kit 1.4 (May 18, 2017)
PingID Integration Kit 1.4

PingID Integration Kit 1.4 is released with the following new features:

PingID Adapter 1.4

« Built-in, user friendly, migration path from a variety of third party MFA systems to PingID.
+ Support for successful SSO during PinglD service issues.

+ Added the ability to configure the adapter's LDAP search scope.

+ Adapter version sent to the PingID service, as part of the authentication request.

« Automatic support for the Europe and Australia regions' data centers.

PingID RADIUS PCV V1.4

+ Added OTP collection mode in the password field. This capability is useful for VPN models / remote access systems /
services which support the RADIUS protocol, but do not support RADIUS Access-Challenge. This mode also supports
RADIUS clients, which send the user collected OTP to the RADIUS server using the password field, for example Amazon
Workspaces.

+ Username attribute mapping: The RADIUS PCV can now map between usernames sent by a RADIUS client and another set
of usernames, retrieved from an LDAP attribute, and are used by PingID as usernames. This aligns the organization to a
single set of PingID usernames. For example, if the RADIUS client is sending a sSAMAccountName as the username, the
RADIUS PCV can substitute it with the matching UserPrincipalName retrieved from the local Active Directory before
sending the authentication request to the PingID service.

Resolved issues

Ticket ID Description

ADPT-6840 A case was discovered where the adapter returned an error when querying LDAP attributes,
and did not populate the LDAP fields. This is now resolved by the ability to configure the
adapter’s LDAP search scope.

PingID Integration Kit 1.3 (January 27, 2016)
The PingID Integration Kit 1.3 for PingFederate is released.
The new version includes:
+ Added support for the group, phone, and email LDAP attributes to the PingID adapter.
+ Added new adapter configuration fields for Cookie Duration, Refresh UserID Cookie, and Application Name.

See Installing the PingID Integration Kit for PingFederate for instructions.
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PingID Integration Kit 1.2 (June 29, 2015)

The PingID Integration Kit 1.2 for PingFederate is released.
The new version includes:
» Updated cookie encryption to use JSON Web Encryption (JWE).

« UTF-8 character support for first and last name.

See Installing the PingID Integration Kit for PingFederate for instructions.
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PinglD is a cloud-based authentication service that binds user identities to mobile devices.

During the PingID authentication process, the PinglD service sends an authentication request to the user’s mobile device. No
password response is required: the user just swipes to authenticate.

You can use PingID for any of these solutions:

PingOne SSO

Use PinglD as a secondary authentication solution for PingOne single sign-on (SSO) in the cloud. A PingOne administrator
can enable PingID in minutes.

PingFederate SSO

Use PinglD as either a secondary or primary authentication solution for federated SSO through PingFederate. A
PingFederate administrator can install and configure a PingID adapter that negotiates with the PingID service.

VPNs

Use PingFederate and PingID for multi-factor authentication (MFA) from your VPN. This solution uses PingFederate with a
password credential validator (PCV) for PingID for identity access management, and PingOne for user management. You
need only a few additional settings to enable PingID authentication for your VPN.

Passwordless authentication

+ Use PingID with biometrics or a security key to provide passwordless authentication for Web authentication
through PingFederate.

+ Use PingID mobile application to provide passwordless authentication for Windows login.
You can configure your SSO infrastructure for PingID authentication to:

+ Use primary authentication only for SSO to PingOne, and then use PinglID as secondary authentication whenever a user
attempts to access certain applications.

+ Use PingID when a user is outside of your organization's intranet.
+ Use PinglID only for customers that use SSO to connect to your Managed Service Provider (MSP) account on PingOne.

+ Use the PingID API and PinglD client integration settings to integrate PingID with your VPN or remote access system and
authenticate remote SSO.

PinglD is a service that runs on the PingOne platform, a mobile app for Apple® iOS or Google Android™ devices, and an adapter
and PCV for PingFederate. These components work together to provide a secure means of authentication for members of your
organization, partners, or customers.

If you have a PingOne SSO account, PinglD is ready for you to use. To use the PingID service solely for PingFederate federated
SSO, SSO through your VPN, or for custom client integrations, you need to register for the PingID Enterprise service with PingOne.
You configure and manage the PingID service using the PingOne admin portal.

Try PingID for free and see the value it can bring to your organization. For more information, see Starting a PingOne trial (2.
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@ Note

Consider the security guidelines outlined in the PingID Hardening Guide when configuring your implementation of
PingID. For more information, see PingID Security Hardening Guide .

14  How PingID Works
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Your PinglD setup depends on your SSO infrastructure. For more information, see:
+ SSO with PingID and PingOne
* Federated SSO with PingID and PingFederate

+ PingID authentication for PingOne using PingFederate as the identity bridge

+ PingID authentication for VPNs

Overview of PingID authentication types

After defining user groups and end user accounts in your organization, determine which authentication method they will use.

PinglD supports several types of authentication for users:

* PingID Mobile App. This includes the fingerprint biometrics, facial recognition, swipe, mobile soft token, and Apple Watch
authentication methods.

* FIDO2 biometrics

+ Security key

Copyright © 2025 Ping Identity Corporation



https://support.pingidentity.com/s/article/PingID-Security-Hardening-Guide
https://support.pingidentity.com/s/article/PingID-Security-Hardening-Guide

Introduction to PinglID PinglD Administration Guide

+ Desktop Soft Token

+ Authentication app

+ OATH token

* YubiKey™- Yubico OTP
« Email OTP

+ SMS and Voice

As an administrator, you determine which authentication methods the users in your organization use. For example, you can use a
lenient method such as SMS and move to stricter methods at a later stage, such as biometrics authentication.

@ Note

The only authentication method enabled by default is the swipe method. You must manually enable any other
authentication method. For more information, see Configuring authentication for the PingID mobile app.

PingID Mobile App
Biometrics: Fingerprint
The fingerprint authentication uses a device's native capability to scan and authenticate the user’s fingerprint.

Fingerprint authentication is supported on devices that support biometrics and is included in the PingID mobile app Supported
operating systems (.

You can set the fingerprint authentication rollout mode with the following settings:
« Disable fingerprint authentication.
+ Enable for iOS, Android, or both, in one of the following modes:

o Enable: If the user has a supporting device and has enabled the fingerprint scan option, they are authenticated by
fingerprint.

o Require: Users with supporting devices are required to set up their fingerprint scan option and authenticate with it.

° Enforce: Fingerprint scanning by the PinglID app is required on every authentication, even if the user unlocked the
device using their fingerprint.
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For more information, see Configuring biometrics authentication for the PinglD mobile app.
Biometrics: Facial Recognition
PingID supports facial recognition. Authentication by facial recognition is model dependent for Apple and Android devices.

Both facial recognition and fingerprint authentication results are transparently passed through to the PingID app. For
configuration information, see Configuring biometrics authentication for the PingID mobile app.

+ Apple: Apple uses Face ID for some iPhone and iPad devices. These devices are configured for Face ID or Touch ID, but not
both. Devices that support Face ID include:

° iPhone: iPhone XS Max, iPhone XS, iPhone XR, iPhone X
o iPad: iPad Pro 12.9" (third generation), iPad Pro 11"
For the most recent information from Apple, see iPhone and iPad models that support Face ID .

+ Android Platforms: Facial data is acquired using the device's camera. If the user attempts to authenticate with an
unlocked screen, only fingerprint authentication is available. On a locked screen, fingerprint authentication and facial
recognition are both available on supported devices.

Swipe/Lock Screen Buttons

An authentication request is sent to the PingID mobile application via a push message on the end user’s device. Then the user can
respond to the authentication request directly on the lock screen, or launch the application and manually swipe the PingID button
to approve the authentication request.
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You have a new austhentication request
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Mobile Soft Token

A user can generate a one-time passcode (OTP) with the PingID app for iOS or Android. This OTP can be used for authentication in
cases where the user's mobile is offline, such as when there is no network connection, or in any other use case set by the
administrator as an organization’s policy.
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One-Time Passcode

7|7|63|5

Apple Watch

If a user has an Apple Watch connected to their iPhone, the PingID app automatically presents the Approve or Deny
authentication actions on the Apple Watch, so the user can authenticate without needing to access their device.

FIDO2 biometrics

The user can take advantage of FIDO2 strong cryptographic authentication, using built-in FIDO2 platform biometrics on their
device.

Biometrics are supported for the following devices:
* Windows Hello

* Apple Mac (Touch ID)
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+ iOS biometrics
» Android biometrics

For more information, see (Legacy) Configuring FIDO2 biometrics for PingID.

Security key

The user can authenticate with any FIDO2 compliant security key or wearable device. The security key allows relying parties to
offer a strong cryptographic authentication option for end user security. For more information, see (Legacy) Configuring the
FIDO2 security key for PingID.

@
%

Desktop Soft Token

If the organization has approved the use of the PingID desktop app, users can generate an OTP from the local installation of the
desktop app on their Windows or Mac computer. For more information, see PingID desktop app authentication.

n - x

& Pingf™]

Authentication app
If the organization has approved the use of external Time-based One-time Password (TOTP) authenticator apps, such as Google

authenticator, a user can generate an OTP from the authenticator app on their device. For more information, see Configuring
authenticator app authentication for PingID.

OATH token

An OATH token is a secure OTP that can be used for two factor authentication and is OATH compliant. For more information, see
https://openauthentication.org/ (.
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Use hardware OATH tokens where there are no provisions for connection to the Internet, USB connections, or mobile phones.
Such connections might be disallowed for security reasons. For more information, see Configuring OATH token authentication
for PingID.

YubiKey™- Yubico OTP

The user must click a YubiKey with Yubico OTP capabilities to authenticate. Select this method of authentication if you've
distributed YubiKey hardware tokens to users who are not authenticating using a mobile device.

YubiKeys that are FIDO2 compliant can be used as either a YubiKey or a Security key. For more information, see Configuring
YubiKey authentication (Yubico OTP) for PingID.

Email OTP

If you have users who aren’t using devices that support the PingID mobile application, you can choose to enable this method of
authentication. The user is authenticated by providing a 6-digit OTP sent by email to their email address. For more information,
see Configuring email authentication for PingID.
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SMS and Voice

If you have users who aren't using devices that support the PingID mobile application, you can enable this authentication method
of authentication. The user is authenticated by providing a 6-digit OTP sent to the user’s mobile device or landline phone, using
SMS or voice channels.

Your PingID authentication code
is: 244026

For more information, including SMS and Voice usage limits, see SMS and voice authentication.

PingID regional data centers

When you create your organization in PingOne, choose the PingID regional data center location for your organization.
The PingID service is currently installed at the following regional data centers:

* North America (East and West Coasts)

* Europe

* Australia
All PingID service installations are hosted in the Amazon cloud.

Although each data center can service PingID users from any location, the location of your data center is important. It provides
additional benefits, including:

+ Better compliance with European, Australian, and New Zealand regulations and companies' standards.

+ Users’ personally identifiable information (Pll) is stored in the specified regional hosting facility only.
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+ Optimized network speed for regional users.
For more information on registering a PingOne account and defining the data center location for your organization, see Creating
an organization .

Limitations

+ After you create and register your organization in PingOne, it is not possible to migrate from one data center to another.

+ A user must have the PingID mobile app v1.9 or later installed to pair the PingID mobile app to two or more organizations
that are not using the same data center.

SSO with PingID and PingOne

If you're using PingOne for single sign-on (SSO), adding PinglD as your secondary authentication solution is a simple process of
creating an authentication policy and assigning PingID as the authenticating entity.

For more information about creating an authentication policy, see Creating or updating an authentication policy.

For more information about configuring PingID, see Integrate with PingID for PingOne SSO.

Federated SSO

For federated SSO, the following diagram shows your users' standard SSO process with PingID.

Enterprise
sign on PingOne S50 request authentication request, i i authentication
| |
f | Identity Bridge |
PingOne |(Federated SS0)) )
et signed in ‘ @ cauthorize ‘auzhe_nticated I | credentials User Repository
primary) 1 I
App
authenticated
(secondary)
- _ PinglD S __swipe to authenticate
== authentication request |ngmgot:]r2|ce authentication request Q
User Brow-/ser User Mobile Device

For more information, see Federated SSO with PingOne C.

Basic SSO

For basic SSO, the following diagram shows your users' standard sign-on process with PingID as a second authentication solution.
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For more information, see Basic SSO (password vaulting) U,

Federated SSO with PingID and PingFederate

If you're using PingFederate for single sign-on (SSO) within your organization, you can add PingID as your secondary or primary
authentication solution by installing the PingID Integration Kit and adding the PingID adapter to your PingFederate configuration.

The following diagram shows your enterprise users' standard SSO process using the PingID adapter.
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For more information on installing and configuring PingID, see Integrate with PingID for PingFederate SSO.

PingID authentication for PingOne using PingFederate as the identity bridge

When you're using PingFederate as your PingOne identity bridge, you can use PinglID for authentication on either the PingOne
side or the PingFederate side.

Using PingID on the PingFederate side is useful when:

* You want to apply advanced PingFederate policy settings (for example, a custom adapter selector) to your PingID
authentication.

* You want to use PinglID for primary authentication.
For more information on configuring PingID for PingFederate, see Integrate with PingID for PingFederate SSO.

For more information on configuring PingID for PingOne, see Integrate with PingID for PingOne SSO.

PingID authentication for VPNs

You can use PingFederate and PinglD for multi-factor authentication (MFA) from your VPN.

Configure your VPN for PingID and use PingFederate for identity access management for your users. You'll use PingOne for user
management. For more information and instructions, see Integration for devices using a RADIUS server.

PingID supports the following VPNs:
* Cisco® Adaptive Security Appliance (ASA)
* Checkpoint® VPN
* Juniper® SA Series SSL VPN Appliances
* Palo Alto GlobalProtect®

You can integrate your VPN for PingID using RADIUS or SAML, these are standard protocols and any VPN that supports them, can
be integrated. For more information, see Integration for devices using a RADIUS server.
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PingID runs as a service on the PingOne platform, whether it is used for PingOne or PingFederate single sign-on (SSO).

If you have a PingOne SSO account, PingID is ready to use. To use the PinglD service solely for PingFederate federated SSO, SSO
through your VPN, or custom client integrations, you must register for the PingID Enterprise service with PingOne. You configure
and manage the PinglID service using the PingOne admin portal.

Use the PinglD service management features to:
* Manage user access to the PinglID service, such as disabling, temporarily bypassing, or removing users.
+ Unpair a lost or damaged mobile device from the PingID service.
* Monitor user activity.
+ Manage PingID service availability.
* Enable client integration.
The client integration settings are necessary only when:
* Your organization is using PingID for PingFederate SSO, or PingFederate is your PingOne identity bridge.

@ Note

In either of these cases, download a PinglID settings file for use by your PingFederate administrator.

* You will be creating your own custom integration using the PingID API.

@ Note

In this case, activate PinglID authentication for third-party clients and applications.

The settings file for download supports both types of integrations.
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How It Works
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@ Note

For basic SSO applications, an identity bridge isn't used and user credentials are sent to the PingOne directory. For
more information, see Basic SSO (password vaulting)J and Federated SSO with PingOne ™.

The PingID dashboard

The PinglD dashboard enables you to analyze the use of multi-factor authentication (MFA) in your organization. It improves
security by providing insights into usage and entry statistics, and it can pickup potential risks, anomalies, user trends, and roll-out
progress.

k{{ Video removed 1} |

To view the PingID dashboard, open the Admin portal and navigate to DASHBOARD - PingID.
Click any of the dashboard charts for a more detailed display with filters.
A couple of points to take into account when viewing the data displayed in the charts:

+ Data refresh rate is subject to a 15-minute delay.

+ Data displayed on the SMS/Voice chart is based on SMS and voice calls sent by the Twilio service. Data is aggregated based
on Twilio report logs and represented with an approximation of the cost. So there may be some differences between chart
data and the final billing amount.

The following sections provide details about each of the chart types.
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User status and devices

User status and devices

The User Status chart displays user status information for the specified time period. The Users Devices chart can display
either the distribution of the paired devices in the organization by authentication method, or the distribution of the
versions of the PingID mobile app that users have installed.

User Status

User Status
FILTERS

2020.05.31-2020.06.30

STATUS
@ ACTIVE @ INACTIVE @ PENDING (@ SUSPENDED
Al v 10K 5 7 1
DATE RANGE

START DATE
& 2020.05.31 v

END DATE

& 2020.06.30 v

The user status chart includes four statuses:

Active

The user’s PingID account is created, and the user has completed registration and paired the account with a
device. The user can perform any of the permitted PingID functions.

Inactive

The administrator created the user’s PingID account but either the account is not yet activated, or an
activation message and code was sent but the activation code has expired.

Pending

The user account was activated, but no device was paired for the user. This is a combination of Pending
Activation and Pending Change Device in PingID User Detailed Status Report fields.

Suspended

The administrator suspended this user’s ability to be authenticated by PingID. This may occur, for example,
for security reasons if a user can't find the registered device.

User Devices

Users' devices chart showing the distribution of the total paired devices in the organization by authentication method:
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FILTERS

USERS DEVICES/APP VERSION

Users Devices B

AUTHENTICATION METHOD

Selected (10 v

PRIMARY/SECONDARY

Both B

MOBILE APP OS

Both v

DESKTOP APP OS

Both v
AMOUNT/PERCENT
AMOUNT v

Users Devices

Up to date

@cevaL @ sMs @ YUBKEY [ PHONE
10K 1" 1" 5

@ SECURITYKEY ([ DESKTOP

2 1

2

AUTHENTICATOR APP @ MOBILE APP

Close

2

Users' devices chart showing the distribution of versions of the PingID mobile app that users have installed:

FILTERS

USERS DEVICES/APP VERSION

App Version v

AUTHENTICATION METHOD

Selected (2) v

PRIMARY/SECONDARY

Both v

MOBILE APP OS

Both v

DESKTOP APP OS

Both v
AMOUNT/PERCENT
AMOUNT v

App Version
Up to date

@ 10s 1.0 @ MAC171

3 1

Close
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@ Note

For the different categories, the string displayed combines the name of the operating system with the version
of the PingID mobile app installed, for example, iOS 71.71.0 (operating system iOS with version 1.11.0 of the
mobile app installed).

For more information, see:
* Managing users: PingID User Life Cycle Management
* Device management

* Reporting user status and device type: Ping|D User Detailed Status Report fields
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Authentications by type
Authentications by type
The Authentications by Type chart shows the distribution of authentications by authentication method over the specified
period.
AUTHENTICATIONS BY TYPE
FILTERS close
2020.05.31- 2020.06.30
INTEGRATION
@ EMALL @ svs @ MOBILEAPP [ YUBIKEY DESKTOP (@ SECURITY KEY
Selected (8) v 30.5K 78 31 16 4 4
@ AUTHENTICATOR APP [ VOICE
AUTHENTICATION METHOD 1 1
Selected (10 v
SUCCESS/FAILURE
Both v
IOS/ANDROID
Both v
AMOUNT/PERCENT
AMOUNT v
DATE RANGE
START DATE

& 2020.05.31

END DATE

& 2020.06.30

For more information, see:

* Overview of PingID authentication types

+ Configure PingID authentication
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Enrollments

Enrollments

The Enrollments chart shows the number of new enrollments over time during the period specified.
== Enrollments

ENROLLMENTS
FILTERS 2020.05.31- 2020.06.30
AUTHENTICATION METHOD
@ ToTAL @ YUBIKEY @ MOBILE APP @ sms VOICE @ SECURITY KEY @ EMAIL
Selected (10) v 55 1" 10 10 7 6 4
@ AUTHENTICATOR APP [ DESKTOP
IOS/ANDROID 4 3
Both v
DATE RANGE
START DATE
& 2020.05.31 v
END DATE
& 2020.06.30 v
== Enrollments by type
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ENROLLMENTS BY TYPE

FILTERS 2020.05.31- 2020.06.30

AUTHENTICATION METHOD

@ Yyuskey @ MOBILEAPP @ sms @ VOICE
Selected (10) v 1" 10 10 7
@ EMAL @ DESKTOP
IOS/ANDROID 4 3
Both v

AMOUNT/PERCENT

AMOUNT

DATE RANGE

START DATE

& 2020.05.31

END DATE

& 2020.06.30

1D 1w

SECURITY KEY

6

6M

‘ Close ‘

@ AUTHENTICATOR APP

4

The Enrollments by Type chart shows the number of enroliments by type for the period specified.

For more information about device enrollment, see Managing your devices .
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SMS and voice

SMS/Voice

The SMS/Voice chart shows success/failure information for SMS-based and voice-based enrollment and authentication,
and the total cost for successful/failed attempts.

FILTERS 2020.05.31-2020.06.30
COST/USAGE
@ USAGE - SUCCESS @ USAGE - FAILURE @ COST - SUCCESS @ COST - FAILURE
Both v 45 O $1 $O
SMS/NVOICE
Both v
SUCCESS/FAILURE
Both v
AUTH/REG
Both v ‘ | ‘ I
INTEGRATION I I
- D w n 6M 1Y
Selected [ 7) v
COUNTRY
All v
DATE RANGE
START DATE
& 2020.05.31 v
END DATE
& 2020.06.30 v

For more information on SMS-based and voice-based authentication, see:
« Using SMS or voice authentication with PingIDJ

+ SMS and voice authentication
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Risk

Risk

The Risk chart shows the distribution of risk evaluation results (Low, Medium, High) for authentication attempts during
the specified time period.

@ Important

This chart is not available by default. If you do not see the chart and want to benefit from the additional
intelligence and security information that it provides, contact your Ping Identity sales representative.

RISK
Close
FILTERS 202012.20
RISK LEVEL
@ Low MEDIUM @ HIGH
Al v 10K 664 4
os - ||
Selected (5 v
COUNTRY
Al v
DATE RANGE
START DATE
202012.20 v
END DATE - -
202012.20 v
TIME USER P COUNTRY
2020-12-20 18:10:44 danielss@pyt.com 12129.9.208 United States
2020-12-20 18:10:28 danielss@pyt.com 12129.9.208 United States
2020-12-20 18:07:57 bwhite@pf.com 414.245.80 United States
2020-12-20 18:07:25 kevinlewis@pf.com 414.243128 United States
2020-12-20 18:06:39 Michaellee 31177.341 Netherlands
2020-12-20 18:06:11 Jhonmiller 3117734128 Israel
2020-12-20 18:05:21 miaords@mtg.com 52.26140105 United States
2020-12-20 18:04:02 Edenharati 52.26.140105 United States
2020-12-20 18:03:19 m 2.22.233.0 Israel
2020-12-20 16:54:25 bwhite@pf.com 52.26140105 United States
2020-12-20 16:54:13 bwhite@pf.com 52.26140105 United States
2020-12-20 16:53:53 kevinlewis@pf.com 52.26.140105 United States

Data is displayed only for authentication policies that include the user risk behavior rule.
For more information on risk evaluation, see:
« Configuring an app or group-specific authentication policy

« Configuring a risk level rule (web policy)
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PingID required domains, URLs, and ports

The following URLs must be accessible for the admin console and end user dock.

URL Purpose

https://admin.pingone.com™ The URL for admins to connect to the organization’s PingOne and PingID
accounts for administration and management purposes

https://desktop.pingone.com 5 Each organization has its unique user dock sign-on page URL, prefixed by
https://desktop.pingone.com/

https://www.pingidentity.com/en/resources/ The PinglD clients download page, including the SSH, VPN, PingFederate
downloads/pingid.htmlIZ SSO integration kits, desktop app, Windows login, Windows login
passwordless, and Mac login integration clients

The following two tables show the access level required for each integration or client app. Where the first table shows “Yes”, the
appropriate domain is shown in the second table. In addition, port 443 must be open for the selected domains to enable HTTPS
traffic.

Integration/Client App Server Level Access Client/Browser Level Access
API Authenticator API Authenticator

PingID Adapter Yes Yes No Yes
RADIUS PCV Yes No No No
SSH Yes No N/A N/A
Win Login N/A N/A Yes Yes
Mac Login N/A N/A Yes Yes
ADFS Yes Yes No Yes
Mobile Clients N/A N/A Yes No
Desktop Apps Clients N/A N/A Yes No
Custom API Apps & Integrations Yes No N/A N/A
PingID PingIDCloud Service Region Domain

API North America (NA) idpxnyl3m.pingidentity.com

ohi-idpxnyl3m.pingidentity.com
ore-idpxnyl3m.pingidentity.com

Copyright © 2025 Ping Identity Corporation



https://admin.pingone.com
https://admin.pingone.com
https://desktop.pingone.com
https://desktop.pingone.com
https://desktop.pingone.com/
https://desktop.pingone.com/
https://www.pingidentity.com/en/resources/downloads/pingid.html
https://www.pingidentity.com/en/resources/downloads/pingid.html
https://www.pingidentity.com/en/resources/downloads/pingid.html

PinglID Service Management PinglD Administration Guide

PingID PingIDCloud Service Region Domain
Authenticator authenticator.pingone.com
API Europe (EU) idpxnyl3m.pingidentity.eu

fra-idpxnyl3m.pingidentity.eu
ire-idpxnyl3m.pingidentity.eu

Authenticator authenticator.pingone.eu
API Australia (AU) idpxnyl3m.pingidentity.com.au
Authenticator authenticator.pingone.com.au

Organizations that permit the download and usage of the PingID desktop app or other PingID integrations should also permit
access to the PingID products download page URL, also with port 443 open.

@ Note

If you use email for PingID one-time passcodes (OTP), ensure that your email system allows delivery of OTP messages.
For more information, see https://aws.amazon.com/blogs/messaging-and-targeting/amazon-ses-ip-addresses/ (2.

PingID supported browsers

PinglD is part of PingOne for Enterprise. All browsers supported by PingOne for Enterprise are supported by PingID.

For the most up-to-date list of supported browsers, see Supported Environments(Z on the PingOne for Enterprise requirements
page.

Resetting your Admin portal password

If you forget your password to the PingOne Admin portal, reset it from the sign-on page.

About this task

@ Note

If you enter the wrong credentials three times, your account is locked for a 15 minute period.

Steps
1. On the Admin portal sign-on page, click Change My Password.
Result:
The Recover Password window displays.
2. Enter your email address and click Submit.

Result:
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You will receive an email link with instructions to reset your password.

Configure the PingID service

Configure the PinglID features you require according to your organization’s security policies.
To configure the PinglD service, go to Setup = PingID = Configuration.

+ Configuring the PingID support message

+ Configuring the PingID enrollment settings

+ Configuring device management

* To configure authentication methods, see Configure PingID authentication.

Configuring the PingID support message

Configure a support message to appear on various authentication screens during the authentication process.

About this task

@ Note

PingID Authenticator supports Content Security Policy (CSP) to prevent unverified scripts from running in the PingID
environment. CSP-supported browsers will not execute custom scripts defined in the Admin Message field.
To benefit from the latest security enhancements, always update your web browsers to include the latest security
features and security patches.
Steps
1. Sign on to the admin console.

2. Go to Setup = PingID = Configuration.

3. In the Support section, enter a message in the Admin Message field to display to your users during authentication.

@ Note

You can include HTML tags, if required.

Please contact IT Support helpdesk@your.org if you

Example:
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Please contact IT Support helpdesk@your.org if you encounter problems authenticating with PingID.

1. Click Save.
Result:

The support message displays on the authentication screens during the authentication process.

Authenticating on
Android 4.1.2

Please contact IT Support helpdesk@your.org if you
encounter problems authenticating with PingID

® Note

It can take up to two minutes for changes to take effect.

Configuring the PingID enroliment settings

Customize the PingID enrollment experience.
Steps

1. Sign on to the admin console.

2. Go to Setup - PingID = Configuration.

3. In the Enrollment section:
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ENROLLMENT

MANDATORY ENROLLMENT DATE

G 2016-08-22 v

SELF-ENROLLMENT DURING AUTHENTICATION

Disable ® Enable

1. In the Mandatory Enrollment Date field, select a final date for your users to enroll for the PinglD service.

Before this date, users can click Not Now to skip the enrollment process and still sign on to the service. After this
date, the Not Now button is not available. Users must first enroll in PingID to sign on.

@ Note

Entering a past date will force users to enroll with PingID upon first sign on.
2. In the Self-Enrolliment During Authentication section, permit or disable end-user self-enrollment for all PingID
services on their first authentication.

The default selection is Enabled. This option allows the organization to implement customized business logic on
first authentications.
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@ Important

When self-enrollment is Disabled, users who are not registered for at least one authentication method
will receive an error screen on their first authentication attempt and will not be able to complete
authentication and self-enrollment.

Error

You're not registered with PinglD yet. Follow the instructions
below to register.

To reduce confusion when disabling self-enroliment, enter an appropriate message in the Admin Message field, as
shown in the following example.

New users should register at the following link: <Registration URL>. For other support issues,
contact the help desk.

Before disabling self-enrollment, we recommended that you use a mechanism to trap the error status, and apply
the customized logic. Develop this customization using PingID APIs. For more information, see The PingID API(Z,

3. Enforce Policy evaluation after new device registration - this option ensures that in situations where users
without a paired device attempt to access an application, the relevant authentication policies for the application will
be applied in order to control access to the application after the user has successfully paired their device.

4. Click Save.

Device management

You can choose whether users can pair multiple devices and if they can manage their own devices.
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Depending on the allowed configuration, the PingID default Devices page enables users to pair, unpair, and rename their devices,
as well as define their primary device. Users can access the Devices page through a URL, the dock, or the Settings button on the
default PingID authentication page. The Devices page lists all authentication devices associated with the user’'s account. You can
also allow users limited device management in the PingID mobile app.

In the admin portal, you can configure the following options:
* The number of devices a user can pair with PingID. The maximum is 20.
* Whether users are allowed to unpair and change devices using the PingID mobile app.

* Whether users are allowed to access their Devices page to manage their devices on the web. You can restrict access to the
Devices page to users with at least one paired device.

* Whether PingID sends an email notification to users when a new device is paired to their account.

* For users that have more than one paired device, define which device is presented to the user for authentication in the
PingID default Ul. Select one of the following options:

o Default to Primary: Prompts the user to authenticate with their primary device, if permitted by the PingID policy.
Otherwise, authenticate using the next permitted device.

o Prompt User to Select: Allow the end user to choose their authentication method. When prompted to
authenticate, the user is presented with a list of the authentication methods they have paired to their account. Only
authentication methods permitted by the relevant PingID policy are shown.

@ Note

These fields are only visible if two or more devices are permitted in the Maximum Allowed Devices
field.

If a user forgets or loses their device, and none of their paired devices are available, configure backup authentication to provide
an alternative method of authentication based on user email and phone attributes stored in your organization’s user directory.

For more information about the user experience, see Managing your devices (5.

To manage user activity, including disabling or unpairing one or more devices and defining the primary device for a user, see
PingID User Life Cycle Management.

Configuring device management

Configure the user device management settings.
Steps
1. Sign on to the admin console.

2. Go to Setup - PingID - Configuration.
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DEVICES

MAXIMUM ALLOWED DEVICES (1- 20)

A

B

v

DEVICE SELECTION

® Default to Primary Prompt User to Select

DEVICE MANAGEMENT

v Allow users to unpair and change devices using the mobile app.
v Allow users to manage their devices on the web. @

v Enable device management for users with no paired devices. @

EMAIL NOTIFICATION FOR NEW DEVICES @

® Disable Enable

3. In the Devices section, define the maximum devices a user can pair and how devices are presented when authenticating.
From the Maximum Allowed Devices list, select the maximum number of devices that a user can pair with their account
or app. The default value is 1, and the maximum value is 20.

@ Note

When a user adds more than one device, the devices appear on their Devices page and are listed in the order
in which they were added. The most recently added device appears last in the list.

4. In the Devices Selection section, select one of the following options.
Choose from:

o Default to Primary: Prompts the user to authenticate with their primary device. If the primary device is not allowed
by the PinglID policy, the secondary permitted device is presented. Applies to PingID Web, API, RADIUS, and SSH
default interfaces. For more information, see Policy evaluation.

o Prompt User to Select: Allows the user to choose from the list of authentication methods paired with their
account. Only authentication methods permitted by the relevant PingID policy are shown. Applies to PingID Web,
API, RADIUS (when supporting challenge mode), and SSH default interfaces.

@ Note

The Devices Selection section only appears if you select two or more devices from the Maximum
Allowed Devices list.

5. In the Device Management section, configure the following options.
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Check box

Allow Users to Unpair and Change Devices Using the
Mobile App

Allow Users to Manage Their Devices on the Web

Enable Device Management for Users with No Paired
Devices

PinglD Service Management

Description

Allows users to unpair and change devices from within
the PingID mobile app.
+

® Note
To enable this option for users paired to more than

one data center, the Allow users to unpair and
change devices using the mobile app” check box
must be enabled for all data centers, and the data
centers must be in the same location.

Allows users to manage their devices on the web through
their Devices page. For more information, see Managing
your devices(Z.

Allows users to manage their devices even if they do not
have a device paired with their account. This check box is
optional.

6. In the Email Notification for New Devices field, click Enable to send an email to notify a user each time a device is paired
with their account, and allow the user to report suspected fraud if they did not pair the device.

@ Note

Email notifications are fully customizable. For more information, see Configuring email notifications.

7. Click Save.

Configuring email notifications

Configure PingID to send an email notification to the user each time a new device is paired to ensure users are aware of every
attempt to pair a device with their account and to enable them to report suspected fraud.

There is a separate email template for each device type. The email templates are customizable and can include elements such as
branding or specific text. To customize the email, contact your Ping Identity representative.

The following image is an example of the default email notification template.
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“ a o B - - More~ 130f3,383 < >
New authentication device added Inbox x =]
noreply@pingidentity.com 11:44 (2 minutes ago) - v

tome |~

Ping

Identity.

New authentication device added

The following device was successfully added and can be used to authenticate with PinglD at GateJumpr

Corp.
Report fraud
Ping[
Ping Identity, 1001 17th Street, Suite 100, Denver, CO 80202 | 1,877.898.2905

©2003-2017 Ping Identity Corporation | Privacy

How to report fraud

Notification emails contain a link to report fraud in case the user receives a notification email without having paired a new device.

@ Note

* Repeated clicks on the Report Fraud link will trigger the Fraud Reported alert, but will not duplicate an entry in
the activity log.
* The Report Fraud link is valid for up to 30 days.

Administrators can access the details of devices paired by users through the PingID activity report. For more information, see
Running the PingID activity report. You can filter the report to view only entries that contain Fraud Reported in the Message
column.

How PingID receives the user's email address

When an authentication activity occurs following the pairing of a device, the PingID server receives the user's most up-to-date
email address from your organization'’s identity provider (IdP) and uses it to send the notification email to the user.

To define email addresses, configure the script variables or parameters, as shown in the following table.
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Email address source Reference

RADIUS PingID RADIUS PCV parameters
reference guide

PingID API PingID API - AddUser
AD FS Configuring advanced settings
Azure AD Configuring PingID MFA for Microsoft

Azure AD Conditional Access
PingID for PingFederate Configuring a PingID Adapter instance

PingOne SSO stand alone Connecting to an identity repository™

Configuring email notifications

About this task
To enable email notifications when a user pairs a new device:
Steps

1. Sign on to the admin console.

2. Go to Setup - PingID - Configuration and go to the DEVICES section.
DEVICES

MAXIMUM ALLOWED DEVICES (1- 20)

A

5

v

DEVICE SELECTION

® Default to Primary Prompt User to Select

DEVICE MANAGEMENT

v Allow users to unpair and change devices using the mobile app.

v Allow users to manage their devices on the web. @

Remarks

In the General Parameters table, see
Multiple Attributes Mapping Rules

See AddUser
See Email Attribute in step 5.

See step 3d.

See Email Attribute in step 5.

v Enable device management for users with no paired devices. @

EMAIL NOTIFICATION FOR NEW DEVICES @

® Disable Enable

3. In the EMAIL NOTIFICATION FOR NEW DEVICES section, click Enable.
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4. Click Save.
Result

Users will receive a notification email each time a device is paired with their account or app.

Configuring evaluation expiration

If your organization is currently evaluating PingID, configure the policy that will apply when your PingID evaluation period ends.
Steps
1. Sign on to the admin console.
2. Go to Setup - PingID = Configuration.
3. In the Evaluation section, select one of the following expiration policies:
Choose from:

o To allow users to sign on to any service using only their first-factor authentication, click Allow Single Sign-On
Without PingID. This is the default selection.

o To enforce signing on with PinglD when the evaluation period ends, click Decline Single Sign-On Attempts Using
PingID.

@ Note

The selected expiration policy will only apply after the evaluation period expires.

EVALUATION

You're currently evaluating PingID. When the evaluation period ends, you can set the expiration policy either to allow single sign-on
without PingID or to decline single sign-on attempts using PingID.

EXPIRATION POLICY
Allow Single Sign-On Without PingiD.

@ Decline Single Sign-On Attempts Using PingID.

4. Click Save.

Configure PingID authentication

You can configure PingID authentication options according to your organization’s security policy and the different use cases
relevant to your organization.
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i PingID mobile app authentication

« Configure biometrics authentication for the PinglD mobile app
« Configure the duration of new authentication requests

+ Configure one-time passcode fallback

+ Configure direct passcode usage

« Configure authentication when the device is locked

* Enable or disable location collection

* Define the authenticating app appearance

B

PingID desktop app authentication
+ Configure the PingID desktop app
* Configure the PingID desktop app PIN
* Reset a user’s desktop app PIN
* Enable or disabling automatic updates
+ Configure PingID Proxy for the PingID desktop app
« Configure Proxy Auto Configuration
« Configure Kerberos proxy authentication
» Set up PingID desktop app on Windows using the UIZ
* Install the desktop app using the Windows CLI
« Set up PingID desktop app on a Mac using the UIJ
« Install the desktop app using the Mac CLI

* Troubleshoot the desktop app
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B

FIDO2 biometrics

(Apple Touch ID, iOS biometrics, Windows Hello, and Android biometrics capabilities)
* FIDO2 biometrics requirements and limitations
+ Configure passwordless authentication
« Configure MFA authentication

* FIDO2 biometrics use cases

B

FIDO2 security key

* FIDO2 security key requirements and limitations
« Configure security key authentication

* FIDO2 security key use cases

B

YubiKey authentication

+ Configure YubiKey authentication
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B

OATH token authentication

+ Configure OATH token authentication

B

Email authentication

« Configure email authentication

+ Customize emails

Bl

SMS and voice authentication

« Configure SMS and voice authentication

+ Language localization for voice authentication
* Language localization for SMS authentication
* Using a custom Twilio account with PingID

* SMS and voice usage limits
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B

Additional options

* Pre-populate or restrict user registration data

+ Configure backup authentication methods

* Enable advanced authentication policy

* Configure the phone number attribute in PingOne

« Configure LDAP attributes in PingFederate

« Disable pairing for a specific authentication method

* Remove authentication methods

B

Next steps...

To apply policies to authentication methods, see PingID policy settings.

Configuring authentication for the PinglD mobile app

Users can download the PingID mobile app from the app store to any Android or iOS device.
The PingID app enables users to authenticate with:
+ Swipe authentication. This is authentication method is enabled by default.

+ Biometrics authentication. If enabled, this authentication method allows users to authenticate using their device
biometrics, such as fingerprint or Face ID.

+ One-time passcode (OTP). If configured, the PingID mobile app generates an OTP that the user can use in place of swipe or
biometrics.

Configuring biometrics authentication for the PingID mobile app

Allow users to authenticate using their fingerprint or Face ID.

Copyright © 2025 Ping Identity Corporation




PinglD Administration Guide PinglD Service Management

Steps

1. In the PingID admin portal, go to Setup - PingID - Configuration, and in the Mobile App Authentication section, go to
the DEVICE BIOMETRICS section.

DEVICE BIOMETRICS @

Disable Enable ® Require

ENABLE ON

v i0S « Android

FACE ID CONSENT (55

Disable ® Enable

NOTIFICATION ACTIONS
Disable ® Enable

2. Enable or to require device biometrics:
Choose from:
o Disable: Disable device biometrics. Users are not able to authenticate using their device biometrics.
o Enable: Enable users to authenticate with their device biometrics.

o Require: Force users to authenticate with their device biometrics. Users with devices that do not support
biometrics are prompted to authenticate using swipe authentication.
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@ Note

If a user’'s mobile device supports biometrics, but they have not configured biometrics authentication
on their device, they cannot sign on. The user receives an Authentication Error message on their mobile

Authentication Error

You must have Fingerprint enabled to
authenticate with PinglD.

OK

device and a Canceled message on their web browser.

Canceled

3. In the Enable On section, select the check box for each operating system on which you want to enable biometrics (iOS,
Android).

@ Note

If biometrics authentication is disabled for an operating system, or the device does not support biometrics, the
standard swipe method of authentication is used.
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4. Optional: By default, iOS device users are only asked to authorize the use of Face ID for PingID authentication when
pairing PingID with their device. To prevent users inadvertently authenticating using Face ID if their phone is unlocked,
force users to explicitly approve a Face ID consent notification.

@ Note

This option is available on devices with the PingID mobile app 1.10.0 and later, and Face ID enabled.

1. To enable Face ID consent, in the Device Biometrics section, click either Enable or Require.
2. Click iOS.
3. In the Face ID Consent field, click Enable.

5. If you select Require in the Device Biometrics section, in the Notification Actions section, select one of the following
options:

Choose from:

o Disable: Disable notification actions for PingID mobile app. The user is unable to approve or deny PingIlD mobile
app authentication requests from the locked screen:

o Android: The user cannot swipe down on the notification banner, and the Approve or Deny buttons are not
available.

° jOS: The user cannot see alternative actions when swiping to the left on the notification banner.

o Enable: Enable notification actions for PingID mobile app. The user can approve or deny PingID mobile app
authentication requests from within the notification message on their locked screen. This is the default selection.

o Android: When the screen is locked, the user might receive a notification to authenticate, depending on the mobile
device's notification configuration. When swiping down on the notification banner, the user can select the Approve
or Deny buttons.

° iOS: The user receives a notification banner and can swipe to the left on the notification banner to see the Approve
and Deny buttons.

6. To prevent users from bypassing the required biometrics authentication and using the passcode fallback on the mobile
app, configure the Device Passcode Fallback field.

If biometrics authentication fails, by default, the user falls back to the device's passcode to authenticate.

@ Note

This configuration is only relevant to iOS when the following conditions apply:
o Device Biometrics is set to Require.
° i0S is selected.
° Notification Actions is set to Disable.

Choose from:

o Disable: When the Disable option is selected, users are prevented from using the passcode fallback and cannot
bypass the required biometrics authentication on the application.

o Only users with biometrics defined on their device, such as fingerprints or face scan, can authenticate successfully.
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o If the authentication is unsuccessful, users can retry up to the maximum number of retries permitted by the OS.
This is not configurable.

o If all retries are unsuccessful, access is denied, and a notification is displayed on both the accessing device browser
and the mobile app.

o Enable: When the Enable option is selected, and biometrics authentication fails, the user can use the device's
passcode to authenticate with PingID. This is the default selection.

@ Important

m PingID 1.6.4 and later support device passcode fallback.

m Mobile device management (MDM) can be used to prevent the user from updating the mobile
lock abilities, or adding other users' fingerprints to a mobile device.

m If there are users who have installed the mobile app before this setting was applied, the settings
apply the next time the user is online.

7. Click Save.

@ Note

Samsung Galaxy S5 devices have a known bug that can cause fingerprint data to become corrupted,
preventing PingID from launching properly. Specifically:

o The data corruption issue is a device problem (not a bug in PinglID) as can be seen from sites such as:
https://gs5.gadgethacks.com/how-to/4-ways-fix-your-galaxy-s5-s-dysfunctional-fingerprint-
scanner-0158909/

o If biometrics authentication is configured by the administrator for the organization, S5 device owners
may experience a PinglID launch problem due to fingerprint data corruption. This may occur even if the
S5 devices were not configured for fingerprint support.

The following tables describe the user experience according to the operating system and configuration setting
combination.

Table 1. Cases Matrix for iPhone iOS 8+ Devices

Biometrics  State Disable Banner actions on Banner actions User swipes User presses
configured notification  locked screen on unlocked banner right on (taps) banner on
on device actions screen locked screen unlocked screen
Yes N/A (There Swipe the Unlock with The PingID app
is no option 1. Swipe left. The banner down to Touch ID or opens and
to change Deny and display the passcode. requests
this in the Approve Approve and When approved,  biometrics
ul.) buttons are Deny buttons. the PingID app authentication.
displayed. When approved, opens and
2. When authentication requests
approved, completes. No biometrics
unlock with biometrics are authentication.
Touch ID or required.
passcode.
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Biometrics  State Disable Banner actions on Banner actions User swipes User presses
configured notification  locked screen on unlocked banner right on (taps) banner on
on device actions screen locked screen unlocked screen
Yes Required Disabled The PingID app The PingID app
(Checked) * Thereis no * Banner opens and opens and
swipe left display requests requests
option. only. biometrics biometrics
* The user must *No authentication. authentication.
open the app actions.
and use
biometrics
authentication.
Yes Required Enabled Swipe the The PingID app The PingID app
(Unchecked) 1. Swipe left. The banner down to opens and opens and
Deny and display the requests requests
Approve Approve and biometrics biometrics
buttons are Deny buttons. authentication. authentication.
displayed. When approved,
2. Once authentication
approved, completes.
unlock with
Touch ID or
passcode.
Not Enabled N/A Swipe the Unlock with The PingID app
configured / 1. Swipe left. banner down to passcode. opens and
Not 2.The Deny and display the When approved,  requests swipe
supported Approve Approve and the PingID app authentication.
buttons are Deny buttons. opens and
displayed. When approved,  requests swipe
3. When authentication authentication.
‘approved, completes.
unlock with
passcode.
Not Required Disabled There is no swipe left Unlock with The PingID app
configured / (Checked) option. ’ Bénner passcode. displays an error.
Not display When approved,
supported only. the PingID app
’ NO. opens and
actions.

displays an error.
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Biometrics
configured
on device

Not
configured /
Not
supported

State

Required

Disable
notification
actions

Enabled
(Unchecked)

Banner actions on
locked screen

1. Swipe left. The
Deny and
Approve
buttons are
displayed.

2.0nce
approved,
unlock with
passcode.

3. The PingID app
displays an
error.

Banner actions
on unlocked
screen

Swipe the
banner down to
display the
Approve and
Deny buttons.
When approved,
the PingID app
displays an
error.

User swipes
banner right on
locked screen

Unlock with
passcode.

When approved,
the PingID app
opens and
displays an error.

User presses
(taps) banner on
unlocked screen

The PingID app
displays an error.
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Table 2. Cases Matrix for Android 5.0+ Devices
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Show content:

The PingID app opens
and requests fingerprint

1. A notification authentication.

is displayed.

1. The useris
prompted to
unlock the device.

2. When unlocked,

2. Swipe down to
display the
Deny and
Approve
buttons.

3. When
approved, the
user is
prompted to
unlock the
device using
fingerprint,
and
authentication
completes.

the PingID app
opens and
requests
fingerprint
authentication.

Hide content:

1. Displays a
notification
without the
Deny and
Approve
buttons.

2. Tap the
notification to
reach the
prompt to
unlock.

3. When
unlocked, the
PingID app
opens,
requesting
fingerprint
authentication.

Do not show
notifications:

1. Lights the
screen and
sounds a
beep.

2. Unlock the
device.

Copyright © 2025 Ping Identity Corporation




PinglD Administration Guide PinglD Service Management

Fingerprint  State Disable Banner actions on Banner actions on User taps on banner on
configured notification locked screen unlocked screen locked screen
on device actions

3. The PinglID app
opens,
requesting
fingerprint
authentication.
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Yes Required Disabled Show content: The PingID app opens 1.The useris
) and requests fingerprint prompted to

1. Displays a authentication. unlock the device.
notification 2. When unlocked,
without the the PingID app
Deny and opens and
Approve requests
buttons. fingerprint

2.Tap the authentication.
notification to
reach the
prompt to
unlock.

3. fingerprint
Hide content:

1. Displays a
notification
without the
Deny and
Approve
buttons.

2. Tap the
notification to
reach the
prompt to
unlock.

3. When
unlocked, the
PingID app
opens,
requesting
fingerprint
authentication.

Do not show
notifications:

1. Lights the
screen and
sounds a
beep.

2. Unlock the
device.

3. The PingID app
opens,
requesting
fingerprint
authentication.
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Yes Required Enabled Show content: The PingID app opens, The PingID app opens and
(Unchecked) requesting fingerprint requests fingerprint

1. A notification authentication. authentication.
is displayed.

2. Swipe down to
display the
Deny and
Approve
buttons.

3. When
approved, the
user is
prompted to
unlock the
device using
fingerprint,
and
authentication
completes.

Hide content:

1. Displays a
notification
without the
Deny and
Approve
buttons.

2. Tap the
notification to
reach the
prompt to
unlock.

3. When
unlocked, the
PingID app
opens,
requesting
fingerprint
authentication.

Do not show
notifications:

1. Lights the
screen and
sounds a
beep.

2. Unlock the
device.
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Fingerprint  State Disable Banner actions on Banner actions on User taps on banner on
configured notification locked screen unlocked screen locked screen
on device actions

3. The PinglID app
opens,
requesting
fingerprint
authentication.

Not Enabled N/A The PingID swipe screen is
configured / * No banner * No banner displayed.
Not display. display.
supported * The app * The app prompts
prompts for for PingID swipe.
PingID swipe.
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Not Required Disabled Show content: The PingID app displays ~ The PingID app displays an
configured / (Checked) an error. error.
Not 1. Displays a
supported notification
without the
Deny and
Approve
buttons.
2. Tap the
notification to
reach the
prompt to
unlock.
3. When
unlocked, the
PingID app
displays an
error.

Hide content:

1. Displays a
notification
without the
Deny and
Approve
buttons.

2. Tap the
notification to
reach the
prompt to
unlock.

3. When
unlocked, the
PingID app
displays an
error.

Do not show
notifications:

1. Lights the
screen and
sounds a
beep.

2. Unlock the
device.

3. The PingID app
displays an
error.
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Not Required Enabled
configured / (Unchecked)
Not

supported

Show content:

The PingID app displays
an error.

1. A notification

is displayed.

. Swipe down to

display the
Deny and
Approve
buttons.

.When

approved, the
user is
prompted to
unlock the
device using
fingerprint,
and the PingID
app displays
an error.

Hide content:

1. Displays a

notification
without the
Deny and
Approve
buttons.

. Tap the

notification to
reach the
prompt to
unlock.

. When

unlocked, the
PingID app
displays an
error.

Do not show
notifications:

1. Lights the

screen and
sounds a
beep.

2. Unlock the

device.

3. The PingID app

displays an
error.

The PingID app displays an
error.
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Configuring the duration of new authentication requests

Configure the amount of time that an authentication request lasts before timing out.Customize the authentication experience to
your user’s needs and reduce the number of users that experience a push notification timeout when attempting to authenticate
using the PingID mobile app.

About this task
An authentication request consists of the following two parts, both of which are configurable:

+ Device Timeout: the maximum time allowed for a new authentication notification request to reach a user’'s mobile device
before timeout occurs. The default value is 25 seconds.

« Total Timeout: the total amount of time a new authentication request has to reach a user’s mobile device before timeout
occurs. The difference between the device timeout and total timeout indicates the amount of time the user has to respond
upon receiving an authentication request before timeout occurs. The default value is 40 seconds.

You can configure timeout values per service, such as Web SSO, Windows login, API, SSH, or VPN, or set global timeout values that
are applied to all services. You can increase the timeout values to extend the amount of time a user has to complete
authentication on their mobile device before timeout occurs.

This is useful for users with a slow internet connection, for example. You can also use this feature with the direct passcode usage
feature to enable users with slow connections to use a one-time password (OTP) to authenticate immediately, rather than
responding through a push notification or waiting for the notification to timeout. For more information, see Configuring direct
passcode usage.

Changes to the default timeout configuration are applied per organization to all authentication requests, including retry
authentication attempts.

@ Note

If push notifications are disabled for a user in the PingID mobile app (Swipe Settings - Disable Swipe), the user is
directed to the fallback OTP flow immediately, and no timeout period is applied.

Steps
1. In the admin console, go to Setup = PingID = Configuration.
2. In the New Request Duration section of the Authentication section, select one of the following options:
Choose from:

o To apply the default timeout values, click Default.

o N
To apply custom timeout values globally to all services, click Global. Use the arrows ™ to adjust the values, or
enter the values in the Device Timeout and Total Timeout fields.

o To define timeout values per service, click Advanced. For each service that you want to customize, use the arrows

A

* to adjust the values, or enter the values in the Device Timeout and Total Timeout fields.
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@ Note

The range of valid timeout values are shown in parentheses next to each service name. If you do not change a value,
PingID uses the default value. For each entry, the value in the Total Timeout field must be at least 15 seconds greater
than the value in the Device Timeout field.

1. Click Save.
Result:
The changes are saved and applied to users upon their next authentication attempt.

Configuring one-time passcode fallback

The one-time passcode (OTP) fallback setting allows administrators to configure whether users can fall back to an OTP when the
mobile app response times out.

About this task

Disabling this setting helps to enforce a security policy that requires authentication by biometrics only. The default setting is
Enable.

@ Note

* You can also enable direct OTP selection to allow users to authenticate with an OTP immediately, without
waiting for the authentication request to time out. For more information, see Configuring direct passcode
usage.

« If you are using PingOne DaVinci to orchestrate your PinglID flows, and want to disable OTP fallback, you must
disable it in the flow settings node in DaVinci, as well as the Admin portal.

Steps

1. In the PingID admin portal, go to Setup -» PingID - Configuration.
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2.In the One-Time Passcode Fallback section of the Authentication section, select one of the following options:
AUTHENTICATION

Authentication features marked with or are only available for that platform.

ONE-TIME PASSCODE FALLBACK
Disable @ Enable

Choose from:

o To disable authenticating with an OTP when the mobile app response times out, click Disable. If the request times
out or the user's mobile is offline, the user receives the yellow Timed Out message.

Timed Out

If the user’'s mobile is in no push mode, the user will receive the following error message.
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Error

To authenticate, you must enable swipe in
your PingID settings. If this problem
continues, please contact your administrator.

To configure push mode, go to Settings - Swipe Settings - Enable Swipe — Off in the PingID mobile app.

@ Caution

Users with mobile devices that do not support push notifications will not be able to authenticate if the Disable
setting is selected.

o To enable authenticating with an OTP when the mobile app response times out, click Enable. This is the default
setting. If the request times out, the user can authenticate using an OTP.

Authentication

Authenticating with Samsung SM-G9201
Sorry, your device couldn't be reached. Please use your

PinglD app to get a one-time passcode (OTP) and enter
it here to authenticate.

Retry mobile

Sign On
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3. Click Save.

Configuring direct passcode usage

Direct passcode usage allows users authenticate with a one-time passcode (OTP) immediately, without waiting for a push
notification to arrive or to timeout.

About this task

If direct passcode usage is enabled, users awaiting a push notification will see a Use Code button in their web browser, allowing
them to bypass the push notification and authenticate directly with an OTP. This is a convenient option for users without a strong
network connection.

@ Note

If you are using PingOne DaVinci to orchestrate your PingID flows and want to disable the Direct Passcode Usage
feature, you must disable it in the flow settings node in DaVinci, and in the Admin portal.

Steps
1. In the admin console, go to Setup = PingID = Configuration.

2. In the One-Time Passcode Fallback section of the Authentication section, click Enable.
ONE-TIME PASSCODE FALLBACK @

Disable ® Enable

DIRECT PASSCODE USAGE @

® Disable Enable

Result:
The Direct Passcode Usage section displays.
3. In the Direct Passcode Usage section, click Enable.
4. Click Save.
Result

When a user authenticates through the web, they can click Use Code and enter the OTP that appears on the PingID mobile app,
rather than waiting for a push notification to arrive or timeout. For more information, see Authenticating using a one-time
passcode(Z.
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Authenticating on
iPhone 6S

@ Note

If a user clicks Use Code, they can still authenticate using a push notification if it arrives before the user completes
authentication using the OTP.

Configuring the PingID mobile app PIN

As an extra layer of security, you can require users to enter a 4- or 6-digit PIN code to access the PingID mobile app.
About this task
You can require a PIN code to access PinglD mobile app for:
+ Devices that don't already have device biometrics or a device PIN code defined
+ All devices
If this option is enabled:

« A user is prompted to create a PIN code when they pair the mobile app. The PIN code must include at least 3 or 4 different
digits for PIN lengths of 4 and 6 digits, respectively. Digits must not be in ascending or descending sequence, such as 1234
or 4321.

+ A user is prompted to enter the PIN code each time they launch the PingID app.
* The mobile app is locked after 3 minutes of inactivity, and the user is required to enter the PIN to unlock it.

« In the event of 3 consecutive incorrect PIN entries, the user is blocked from accessing the app for 2 minutes. This applies
to both the PIN entry and the PIN change windows. Lockdown takes effect from the time of the lock, irrespective of
whether the desktop app remains open or is closed and relaunched.

* The mobile app must be online for a user to pair the app. However, a user who is offline can still create a PIN, enter the
PIN to access the mobile app, or change their PIN.

* The mobile app must be online for any change in PIN configuration to take effect, such as enabling or disabling the PIN or
changing its length. The user can change their PIN from the PingID mobile app settings.
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« If a user pairs the mobile app to more than one organization, the user must create only one PIN, according to the most
restrictive organization requirements. For example:

o If only one organization has enabled the Mobile Security PIN feature, the user is required to enter their PIN to use
the mobile app for authentication to all organizations, including those which do not require the PIN.

o If one organization requires a 4-Digit PIN and a second organization requires a 6-Digit, the user will be required to
enter a 6-digit PIN.

« If the PIN code is already enabled, and the administrator changes the length of the PIN code required, users must first
enter the app using the old PIN and then create a new PIN of the new length.

+ Itis not possible for the user to reset their PIN. If forgotten, to create a new PIN, the user must unpair their device, and
then define their PIN code when pairing their device again.

Steps
1. In the admin portal, go to Setup - PingID - Device & Pairing.
2. In the Pairing Conditions section, under Mobile App Security PIN, select one of the following:
Choose from:

o Only for users without device PIN/Biometrics: Only users without device PIN or biometrics are required to enter a
PIN to use PingID mobile app.

o All users: All users must enter a PIN code to use PingID mobile app.

o Disable: Do not require a PIN code to use PingID mobile app.

MOBILE APP SECURITY PIN @

Disable Only for users without PIN/Biometrics ® Allusers

4-Digit @ 6-Digit

3. Select either 4-Digit or 6-Digit to indicate the PIN length. Click Save.

Result

If an administrator edits the PingID mobile app configuration to require a PIN code, changes are implemented at the user level
according to the PinglID version and the user flow:

+ Users installing the PingID mobile app for the first time are prompted to create a PIN during the mobile app pairing flow.

+ Users with the PingID mobile app 1.31 or later already paired are prompted to define a PIN code the next time the user
opens the PingID mobile app while online.

+ Users with the PingID mobile app earlier than 1.31 already paired must update the PingID mobile app for the changes to
take effect. The user is prompted to define a PIN code the next time they launch the new version of the mobile app.

Enabling PingID mobile app update notifications

You can choose to notify users when a new version of PingID mobile app is available. You can make it mandatory, optional, or
dependent on the version that they already have installed.
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About this task
If you enable updates, you can choose which type of update notifications you require per OS (iOS or Android). Choose from:

+ Required updates: Notify the user when a new version is available. The user must update to the new version to continue
using PingID mobile app. The user cannot skip the update and will not be able to authenticate with PingID until they
update to the latest version.

@ Note

A 7-day grace period is implemented from the time that you save this configuration, to allow enough time for
the new version to be added to the relevant app stores before users are notified of the requirement to
upgrade to the latest version.

+ Optional updates: Notify the user when a new version is available. The notification includes the option to skip the update
and install it at a later date.

Steps
1. In the admin portal, go to Setup - PingID - Device & Pairing.

2. To enable notifications when a new version of the mobile app is available, in the Version Update Notifications section,
underNotify Users of Mobile Version Updates, select Enable.

Result:

You'll see options to enable notification of updates for iOS or Android that either require the user to update or inform the
user of the option to update to the latest version.

VERSION UPDATE NOTIFICATIONS

NOTIFY USERS OF MOBILE VERSION UPDATES @

Disable ® Enable

Required updates Optional updates

ENABLE ON ENABLE ON

v i0S v Android

MINIMUM VERSION MINIMUM VERSION
I0S ANDROID
latest latest +

3. For each OS (iOS or Android):
1. Select the relevant check box to specify whether updating to the latest version is optional or required.
2. Specify the Minimum Version from which update notifications should be sent.

3. Click Save.
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Configuring OTP push notifications

You can configure PinglD to send a push notification to your users and automatically open PingID mobile app on their device,
when requesting a one time passcode.

About this task

When this option is enabled, if a user starts a flow that requires them to enter an OTP, the user no longer has to open their app
and search for an OTP. PingID sends a push notification to the user’s device. When the user taps the notification, PingID mobile
app opens automatically and generates a new OTP.

Steps
1. In the admin console, go to Setup - PingID - Configuration.

2. In the Mobile App Authentication section, in the OTP Push Notifications field, click Enable.

ONE-TIME PASSCODE FALLBACK @

Disable ® Enable

DIRECT PASSCODE USAGE @

Disable @® Enable

3. Click Save.

Configuring number matching authentication

Number matching allows the user to authenticate by matching the number displayed on the user’s accessing device with the
corresponding number in PingID mobile app.

About this task

Configure number matching as an allowed authentication method in PingID policy, and optionally as an authentication action
within a policy rule.

For information, see Policy and rule authentication methods.

For the user experience, see Configuring number matching authentication .

@ Note

* Number matching requires PinglD mobile app 1.34 or later.
« If Mobile app biometrics is set to Require in the Configuration tab, the user must authenticate successfully
using biometrics and then authenticate using number matching.

Displaying details of accessing device

When an authentication request is sent to a mobile device, you can have it include details of the accessing device, such as a map
showing its location.
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@ Note

This feature determines the location of the accessing device using its IP address and only supports IPv4. As a result,
the location shown on the map might be less accurate compared to other location-detection methods.

About this task
Use the Show Authentication Information setting to disable/enable this option.
Steps
1. In the PingID admin portal, go to Setup - PingID - PingID Settings = Configuration.
2. In the Mobile App Authentication section, set Show Authentication Information to Disabled or Enabled.

Configuring authentication when the device is locked

Configure the Authentication While Device Is Locked setting to enable or disable users using swipe to authenticate with PingID
without unlocking their devices. The default setting is Enable.

About this task

@ Note

This configuration is supported on the mobile app 1.7 and later and is only relevant for swipe authentication on
devices running Android versions later than Android Q.

For details about the user experience for authenticating with an Android device, see the PingIDEnd User Guide (2.
Steps
1. In the admin console, go to Setup - PingID — Configuration.
2. In the Authentication While Device Is Locked section of the Mobile App Authentication section, click one of the following:
Choose from:
o Disable: Users must unlock their device before authenticating.

° Enable: Users can authenticate without first unlocking their mobile device.

Disable ® Enable

3. Click Save.

Enabling or disabling location collection

The PingID mobile app can collect user location information to provide valuable contextual information for use in current and
future risk-based policies and data analytics.

About this task
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Location collection is defined per organization and is not enabled by default. Location is only collected when a policy that requires
it is configured. If enabled, when installing the PingID mobile app, end users are prompted to allow the PingID mobile app the
relevant permissions to collect location information. Users can disable location collection by the PingID app in their mobile device
settings.

Location-based policies already defined in your system might deny users access during authentication. We recommend that you
enable location collection for all organizations to enable you to apply location-based policy rules and to allow for behavioral
analysis in the future.

When changing location collection configuration at the organization level:
+ Changes will apply to the end user’s mobile device the next time the end user authenticates online.

« If a mobile device is paired with more than one organization, changing location services for one organization level affects
all organizations with which the device is paired.

Steps
« If you are enabling location collection for an organization:
o Configure a policy that requires location collection. For more information, see PingID policy settings.
* If you are disabling location collection for an organization:

o When pairing a device with the PingID mobile app, users are not prompted to allow location collection when pairing
a new device.

@ Note

Although location collection remains enabled, if location collection is disabled at the organization level,
PingID will not collect location information from the user’s device.

o If the user has the PingID mobile app installed and has granted permission to location collection, the collection of
location information will stop the next time the user authenticates online. The user is not prompted to authorize
this change and location is not collected, regardless of whether location collection settings for PingID are allowed or
denied.

« If you are re-enabling location collection for an organization:

o When installing the PingID mobile app on a device and pairing, users are prompted to allow location collection
permissions when pairing the device with the organization.

@ Note

Android users running Android Q and later must select Allow all the time.

o If the user already has PinglD installed and did not grant permission to location collection in the past, their device
will prompt them to grant permission the next time they open the PingID app.
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@ Important

A user authenticating through the lock screen is not prompted to allow location permissions, and
location collection is not enabled. To approve location permissions, the user must unlock their device
and open the PinglID app. After the user approves location collection, PingID collects location
information.

If a user is paired with a different organization that has not enabled location collection, location information will not be
collected.

Defining the authenticating app appearance in the PingIlD mobile app

Configure the PinglD mobile app authentication screen to display the name and icon of the app originating the push notification
authentication request.

About this task

The following image shows a custom authentication screen in the PingID mobile app.

< Search wl 4G 13:42 @1 71%-.)

Authenticating

Steps

1. In the relevant identity provider (IdP), define the name and icon that PingID displays on the authentication screen.
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Application IdP Steps

PingOne Apps Define the app name in the Application Name field and
the icon in the Graphics field. For more information, see:
> Add or update a SAML-enabled application&
> Add or update an OIDC application

PingFederate Apps Define the app name in the Application Name field and
the icon in the Application Icon URL field. For more
information, see:

> Managing SP connectionsJ
> |dentifying the SP(J. See the Application Name
and Application Icon URL entries.

PingID API Apps The app name and logo are defined using either:
° The appName and appIconUrl sub-attributes. For
more information, see Example PPM request (.
° The sp_logo and sp_name of the
StartAuthentication APIl. For more information, see
the AuthenticateOnline @ entry.

PingID desktop app authentication

The PingID desktop app is a one-time passcode (OTP) generator and can be installed on a PC or Mac. The PingID desktop app
works similarly to the PinglD mobile app’s OTP generator.

How PinglD works with the desktop app

Verified user account

a Authentication request

Authentication response

.
Authentication by OTP e. Plng m

User desktop sign-on
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The PingID desktop app supports an option to secure the OTP window with either a 4-digit or 6-digit PIN code. This elevates the
security level by preventing unauthorized users from accessing the PingID OTP on an unlocked workstation.

The PingID desktop app is available for the following platforms and versions:
* Microsoft Windows 10 and 11
* Microsoft Windows Server 2016 and 2019
* Apple Mac OS X 11+

The PingID desktop app does not run on an Apple Mac OSX virtual machine (VM).

@ Note

The PingID desktop app requires a minimum of 155 MB RAM and 212 MB free disc space.

An end user can authenticate in both online and offline modes with the PingID desktop app OTP generator. Users can only pair
devices in online mode. The desktop app must be online for a change in PIN configuration to take effect, such as enabling or
disabling the PIN or changing its length.

For information about the user experience, see PingID End User Guide .

@ Note

« Different end users using the same PC have different PingID accounts and undergo a unique authentication
process. Each end user only sees their own organizations.
* When a user is registered to two different organizations, each organization’s administrators can only see the
details of their own organization’s end users.
* Roaming user profiles:
o Roaming user profiles are available from version 1.5.3 for the Windows desktop app.
o To enable roaming user profiles, users must be unpaired and any previous installation of the desktop
app must be uninstalled.
o All terminals available for roaming users must have the desktop app installed with user roaming
profiles support enabled.

Configuring the PingID desktop app

Enable and configure the PinglID desktop app so that your users can install and authenticate.
About this task
You can optionally:

* Require users to enter a 4 or 6-digit PIN code to access the PingID desktop app. For more information, see Configuring the
PingID desktop app PIN.

+ Disable automatic updates. When you enable the PingID desktop app, automatic software updates are enabled by default.
To disable automatic updates, see Enabling or disabling PingID desktop app automatic updates.
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« Configure the PinglID proxy for the desktop app, and enable or disable PingID proxy for end users. You can allow PingID
desktop app to work with a proxy using a self-signed certificate, or local CA-signed certificate. You can also give users the
option to temporarily disable their proxy. For more information, see Configuring PinglID Proxy for the PingID desktop app.

« Install the desktop app using the Windows CLI. For more information, see Installing the desktop app using the Windows
CLI.

Steps
1. In the PingID admin portal, go to Setup - PingID - Configuration.

2. Go to the Authentication - Alternate Authentication Methods section.

ALTERNATE AUTHENTICATION METHODS
For authentication methods that use a phone number or email address, you can pre-populate that information from your user directory and restrict
the use of only directory information if needed
ENABLE PAIRING © PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION ©
SMS v %
VOICE v v
EMAIL v v v
YUBIKEY v v
DESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v

3. In the Desktop row, select the Enable check box. The Pairing check box is selected automatically.
Result:

The ability to pair and authenticate with PingID desktop is enabled for all users in that organization, and the Desktop
Security PIN field is displayed.

DESKTOP

For instructions about additional setup for desktop authentication, see documentation.

DESKTOP SECURITYPIN @
® Disable 4-Digit 6-Digit

USE PROXY FOR DESKTOP @
@® Disable Enable

4. Optional: To require users to enter a PIN code when accessing the desktop app, from the Desktop Security PIN section,
select one of the following options:
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Choose from:
o 4-Digit: Require the user to enter a 4-Digit code in order to access the desktop app.
o 6-Digit: Require the user to enter a 6-Digit code in order to access the desktop app.
o Disable: The user is not prompted to enter a PIN code when launching the desktop app. This is the default setting.

@ Note

For more information, see Configuring the PingID desktop app PIN.

5. Optional: Configure the PingID proxy for the desktop app. For more information, see Configuring PingID Proxy for the
PingID desktop app.

6. Click Save.
Configuring the PingID desktop app PIN
As an extra layer of security, you have the option to require users to enter a 4 or 6-digit PIN code to access the PinglID desktop
app.
About this task
If this option is enabled:

+ A user is prompted to create a PIN code when they pair the desktop app. The PIN code must include at least 3 or 4
different digits for PIN lengths of 4 and 6 digits, respectively. Digits must not be in ascending or descending sequence,
such as 1234,

+ A user is prompted to enter the PIN code each time they launch the PingID app.
* The desktop app is locked after 3 minutes of inactivity, and the user is required to enter the PIN to unlock it.

+ In the event of 3 consecutive incorrect PIN entries, the user is blocked from accessing the app for 2 minutes. This applies
to both the PIN entry and the PIN change windows. Lockdown takes effect from the time of the lock, irrespective of
whether the desktop app remains open or is closed and relaunched.

* The desktop app must be online for a user to pair the app. However, a user who is offline can still create a PIN, enter the
PIN to access the desktop app, or change their PIN.

* The desktop app must be online for a change in PIN configuration to take effect, such as enabling or disabling the PIN or
changing its length.

« If a user pairs the desktop app to more than one organization, the user must create only one PIN, according to the most
restrictive organization requirements. For example:

° If only one organization has enabled the Desktop Security PIN feature, the user is required to enter their PIN to
use the desktop app for authentication to all organizations, including those which do not require the PIN.

o If one organization requires a 4-Digit PIN and a second organization requires a 6-Digit, the user will be required to
enter a 6- digit PIN.

« If the PIN code is already enabled, and the administrator changes the length of the PIN code required, users must first
enter the app using the old PIN and then create a new PIN of the new length.
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Steps
1. In the admin portal, go to Setup - PingID - Configuration.

2. Go to the Alternate Authentication Methods section and in the Desktop row, select Enable.

ALTERNATE AUTHENTICATION METHODS
For authentication methods that use a phone number or email address, you can pre populate that information from your user directory and restrict
the use of only directory information if needed
ENABLE PAIRING @ PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION @
SMS v
VOICE v v
EMAIL v v
YUBIKEY v v
DESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v

3. In the Desktop Security PIN section, click either 4-Digit or 6-Digit to indicate the PIN length. Click Save.
DESKTOP SECURITYPIN @
Disable 4-Digit @® 6-Digit

Result

If an administrator edits the PingID desktop configuration to require a PIN code, changes are implemented at the user level
according to the PinglD version and the user flow.

+ Users installing the PinglID desktop app for the first time are prompted to create a PIN at the end of the desktop app
pairing flow.

+ Users with the PingID desktop app 1.4 or later already paired are prompted to define a PIN code the next time the user
opens the PingID desktop app while online.

+ Users with the PingID desktop app earlier than 1.4 already paired must update the PingID desktop app for the changes to
take effect. The user is prompted to define a PIN code the next time they launch the new version of the desktop app.

Resetting a user’s desktop app PIN

About this task

For users running PingID desktop app 1.74 or later, it is not possible for them to reset their own PIN. To help a user create a new
PIN, do the following:
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Steps
1. Ask the user to uninstall the desktop app from their local machine.

2. Unpair the user’s device from the PinglID service. For more information, see Unpairing a user’s device from the PingID
service

Result:
The user’s desktop app service is unpaired.

3. The user should install and pair the desktop app again and create a new PIN code. For more information, see Setting up
PingID desktop app .

Enabling or disabling PingID desktop app automatic updates

PingID:resourceid: pingid_desktop_app_auto_updates
Configure the PingID desktop app to check for software updates automatically. This feature is enabled by default.
About this task

You can enable or disable automatic updates manually, or create a script. The process varies between Mac, Windows desktop app
1.5 and later, and Windows desktop app 1.4 and earlier.

« If the autoupdatemode parameter has any value other than disable, or has not been defined, then autoupdatemode
assumes the value of enable on that PC or Mac.

* The desktop app references the autoupdatemode parameter at startup. If the autoupdatemode value is changed, the
change is only reflected the next time the desktop app is started.

* The autoupdatemode parameter is configured at machine level. If there are multiple instances of the desktop app installed
on a machine, the setting of the autoupdatemode is applied to all instances.

@ Note

For sample scripts for each PingID desktop app version, see the Ping Identity GitHub (2. All scripts require
administrator privileges to run them.

Steps
1. To enable or disable automatic updates:
Choose from:
° Mac:
1. Create a new preferences file: /Library/Preferences/com.pingidentity.pingid.plist.

2.Inthe /Library/Preferences/com.pingidentity.pingid.plist preferences file, create a key and
name it autoupdatemode , with the value enable or disable.

3. Convert the /Library/Preferences/com.pingidentity.pingid.plist file to binary.

plutil -convert binaryl1 /Library/Preferences/com.pingidentity.pingid.plist
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4. From the preferences file, load the autoupdatemode parameter (enable or disable) as its active
setting.

defaults import
Preferences

com.pingidentity.pingidplist

/Library/Preferences/com.pingidentity.pingid.plist/Library/

o Windows with desktop app 1.5 and later:

1. Open the props.fileprefs file.

m 32-bit: \Program Files (x86)\Ping Identity\PingID\app\props.fileprefs
m 64 bit: C:\Program Files\Ping Identity\PingID\app\props.fileprefs

2. Add the following code to the props.fileprefs file.

m To enable automatic updates:

com.pingidentity.pingid.pctoken.PRODUCTION.autoupdatemode=enable

m To disable automatic updates:

com.pingidentity.pingid.pctoken.PRODUCTION.autoupdatemode=disable

3. Save and then close the file.

o Windows with desktop app 1.4 and earlier:

1. In the Windows registry, create the autoupdatemode parameter asa String Value.

m 32-bit:

HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs\com\pingidentity\pingid
\pctoken\/P/R/0/D/U/C/T/I/0/N\autoupdatemode

m 64-bit:

HKEY_LOCAL _MACHINE\SOFTWARE \Wow6432Node\JavaSoft\Prefs\com\
\pingidentity\pingid\pctoken\/P/R/0/D/U/C/T/I/0/N\autoupdatemode

Copyright © 2025 Ping Identity Corporation




PinglID Service Management PinglD Administration Guide

¥ Registry Editor - 0 -
File Edit View Favorites Help
v W Computer A Name Type Data
> | HKEY_CLASSES_ROOT ab'(Default) REG_SZ (value not se1)
> | MKEY_CURRENT_USER 2 autoupdatemode REG_SZ disable
v | HKEY_LOCAL_MACHINE
v | SOFTWARE New >  Key
v | WOW6432Node String Value
v . JavaSoft Binary Vakso
Auto Update DWORD (32-bit) Value
>
love Phig-ln QWORD (64-bit) Value
> Java Runtime Environment Multi String Value
> Java Update P )
> Java Web Start DT
> Java Web Start Caps
v Prefs
v com
v pingidentity
v pingid
v | pctoken
/P/RIO/O/U/C/TVO/N

Configuring PingID Proxy for the PingID desktop app

Configure the PingID desktop app to support proxy for all enterprise internal communication to the internet on enterprise
desktop and laptop machines.

Before you begin
To obtain the latest version of the SetProxyParams script, see https://github.com/pingidentity/pingid-desktop-application .
Steps
1. In the PingID admin portal, go to Setup - PingID - Configuration.
2. In the Use Proxy For Desktop field, select one of the following options, and then click Save.
Choose from:

o Enable: Enable the use of PingID desktop app with the enterprise proxy, according to the mode configured in the S
etProxyParams script.

o Disable: Disable use of PingID desktop app with a proxy. This is the default selection.

USE PROXY FOR DESKTOP @
@® Disable Enable

@ Note

Even if the Use Proxy For Desktop setting is enabled enterprise-wide in the admin portal, administrators can
require the desktop app installations on specific desktops and laptops to always work without a proxy.

3. If Use Proxy For Desktop is set to Enable, modify the SetProxyParams script.
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@ Note

The SetProxyParams scriptis configured at machine level. If there are multiple instances of the desktop app
installed on a machine, the setting of the SetProxyParams is applied to all instances.

Choose from:

o Restrictive mode: Forces users to use the desktop app with the enterprise proxy. The proxy toggle does not appear
on the desktop app menu.

m Windows:
SetProxyParams.bat host port [username] [password] -r
= Mac:
sudo sh SetProxyParams.sh host port [username] [password] -r

o Permissive mode: Provides users an option to enable or disable use of the proxy from the desktop app menu, to
accommodate authentication in different work modes, from within the enterprise network, or externally. For more
information, see Enabling or disabling your proxy for PingIDdesktop (2.

m Windows:
SetProxyParams.bat host port [username] [password]
m Mac:
sudo sh SetProxyParams.sh host port [username] [password]

o Disabled mode: Disables use of the desktop app with a proxy on specific devices.

m Windows:
SetProxyParams.bat disable
m Mac:
sudo sh SetProxyParams.sh disable
Where:

Parameter Description

host Proxy host IP address or host name.
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Parameter Description
port Proxy port number.
username Mandatory if the proxy requires credentials.

Empty if the proxy does not require credentials.

password Mandatory if the proxy requires credentials.
Empty if the proxy does not require credentials.

-r Mandatory for restrictive mode.
Empty for permissive mode.

@ Note

To configure Proxy Auto Configuration (PAC) for the desktop app, see Configuring Proxy Auto Configuration
for the PingID desktop app.

To configure Kerberos proxy authentication for the desktop app, see Configuring Kerberos proxy
authentication for the PingID desktop app.

4. Optional: To allow the PingID desktop app to work with a proxy, using a self-signed certificate or local CA-signed
certificate, complete the following steps:

1. Ensure that the Java Development Kit (JDK) keytool utility is installed.

2. Download a copy of the certificate that is installed on the proxy in DER format, and then save it to the local hard
drive.

3. Open the integrated terminal and navigate to the Java Runtime Environment (JRE) security directory inside the
PinglD root directory.

The default paths are:
o Windows: C:\Program Files (x86)\Ping Identity\PingID\runtime\lib\security
o Mac: /Applications/PingID.app/Contents/PlugIns/Java.runtime/Contents/Home/jre/lib/security

1. Add the certificate to the JRE certificate trust store.

keytool -import -keystore cacerts -file <certificate file> -storepass changeit

Configuring Proxy Auto Configuration for the PingID desktop app

Proxy Auto Configuration (PAC) enables you to manage networks that have multiple proxies, so that you can configure different
proxy servers for different URLs, and replace proxies dynamically by editing and updating the PAC file.

Steps

1. On the relevant user's machine, configure the PAC URL:
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Choose from:
o Windows:
1. Open the Internet Explorer configuration window and click the Network tab.
2. In the Use Automatic Configuration Script field, enter the URL of the PAC file you want to use. Click OK.
° Mac:

1. Go to System Preferences —» Network, click Advanced, and then go to the Proxies tab.
2. Select the Automatic Proxy Configuration check box.
3. In the Proxy Configuration File URL field, enter the URL of the PAC file that you want to use. Click OK.
2. On the relevant user’'s machine, configure the PinglD desktop app to work with PAC according to your operating system.
Choose from:

o Windows 32-bit: From the command line, enter "C:\Program Files\Ping
Identity\PingID\ProxyHelperSetup.exe" -pac.

o Windows 64-bit: From the command line, enter "C:\Program Files(x86)\Ping
Identity\PingID\ProxyHelperSetup.exe" -pac.

° Mac: In a terminal window, enter sudo /Applications/PingID.app/Contents/Mac0S/ProxyHelperSetup -pac,
and then enter the admin password when prompted.

3. Test the communication with the proxy server.
1. Pair the PingID desktop app.
2. Open the PinglD log file.
Result:

If the PingID desktop app can communicate with PinglID cloud server, the Proxy configuration is PAC entry
appears during application startup. If there is no communication, indicated by an unknown error message when
pairing the PingID desktop app, either the proxy is not working correctly, or there is a configuration problem.

Configuring Kerberos proxy authentication for the PingID desktop app

The PingID app supports proxy authentication using the Kerberos protocol, delegating the machine credentials for authentication
to the organizational proxy.

Before you begin

@ Important
Install the PingID desktop app 1.5.2 or later.

About this task

The PingID desktop app supports proxy authentication using the Kerberos protocol, delegating the machine credentials for
authentication to the organizational proxy. The HTTP client uses Simple and Protected GSSAPI Negotiation Mechanism (SPNEGO)
to negotiate the authentication method.
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When Kerberos is the agreed protocol, the client uses a ticket generated by the Key Distribution Center (KDC) for the proxy
authentication that can be used multiple times. The Kerberos ticket expiry period might vary according to the KDC configuration.

Steps
1. Ensure that a Kerberos token is initialized on the user's operating system.
1. From the command line or terminal window, run klist to verify that a valid Kerberos token is available.
2. From the command line or terminal window, enter the following command:
Choose from:
o Windows:

"C:\Program Files(x86)\Ping Identity\PingID\ProxyHelperSetup.exe"
<host> <port> -kerberos

o Mac:

sudo /Applications/PingID.app/Contents/Mac0S/ProxyHelperSetup
<host> <port> -kerberos

3. From the command line or terminal window, enter the following command to test Proxy Auto Configuration (PAC) with
Kerberos:
Choose from:
o Windows:

"C:\Program Files(x86)\Ping Identity\PingID\ProxyHelperSetup.exe"
-pac -kerberos

o Mac:

sudo /Applications/PingID.app/Contents/Mac0S/ProxyHelperSetup -pac -kerberos

Installing the PinglID desktop app (Admin)

Install the PingID desktop app using the command-line interface (CLI) or the Ul wizard.
+ To install on Windows:
> To use the Ul wizard, see Setting up PingID desktop authentication on Windows (.

o To use the CLI, see Installing the desktop app using the Windows CLI.
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* To install on Mac:
> To use the Ul wizard, see Setting up PingID desktop app on a Mac.
o To use the CLI, see Installing the desktop app using the Mac CLI.
Installing the desktop app using the Windows CLI
Install the PingID desktop app using the command-line interface (CLI). This is useful for deploying on multiple machines in batch
mode.
About this task

@ Note

Running the installer from the command line requires administrator permissions.

Steps
1. Download the PingID desktop app installer from the PingID desktop download page?.
2. Open a Command Prompt window with administrator permissions.

3.Create a .bat or .cmd file containing the following commands for the PingID desktop app, or run the installer directly
from the command line, to supply the parameter values. <full filepath of the PingID desktop installation>\PingI
D-<version>.exe [/SILENT][/VERYSILENT] [/TASKS="roaminguserprofiles”] [/SUPPRESSMSGBOXES] [/SP-] <full
output log filepath>][/DIR<full_dirpath>]

The following table describes each parameter value.

Parameter Description
/SILENT or / The background window and installation progress window are displayed by default. To hide
VERYSILENT them, include one of the following parameters.
/SILENT
Hides the background window and shows the installation process window.
/VERYSILENT

Hides the background window and the installation process window.
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Parameter Description

/TASKS= "roamingus To add support for roaming user profiles, append this parameter. Available for version 1.5.3
erprofiles” and later. There are several conditions to its use.
When the parameter is not used in a fresh installation:
o When using the /SILENT or /VERYSILENT parameters, the Ul is not shown and the
roaming profile setting is unavailable.
o Otherwise, the roaming profile setting is shown in the Ul unchecked, and can be
changed by the user.
When the parameter is used in a fresh installation:
o In SILENT or VERYSILENT mode, the Ul is not shown and roaming profile is used.
o Otherwise, the roaming profile setting is shown in the Ul as checked, and can be
changed by the user.
For an upgrade from a previous version or reinstall of the same version:
° This CLI setting is ignored.
° In SILENT or VERYSILENT mode, the Ul is not shown. The previous installation setup is

maintained.
o Otherwise, the Ul will be shown but the roaming profile check box will be not be shown.

/SP- Disables the prompt "This will install.. Do you wish to continue?" that appears by
default when the installation starts.

/SUPPRESSMSGBOXES Instructs the installer to suppress message boxes. It only has an effect when combined with /
SILENT or /VERYSILENT . The default response in situations where there's a choice is:
° Yes in Keep newer file? situations.
° No in File exists, confirm overwrite situations.
° Abort in <full output log filepath> Abort/Retry situations.
° Cancel in Retry/Cancel situations.
° Yes (continue)in DiskSpaceWarning, DirExists, DirDoesntExist,
NoUninstallWarning, ExitSetupMessage, and ConfirmUninstall situations.
° Yes (restart) in FinishedRestartMessage and UninstalledAndNeedsRestart

situations.

/LOG= ° /LOG < without an assigned value will create a log file in the user's TEMP directory,
detailing file installation and actions taken during the installation process.
° /LOG=<full output log filepath> allows you to specify a fixed path or filename to
use for the log file. If a file with the specified name already exists, it will be overwritten.
If the file cannot be created, the installer will abort with an error message.

/DIR= <full_dirpath>  Defines the path to which you want to install the app. A fully qualified pathname must be
specified in the format x:\directorypath. If no path is defined, the default path is used.

Example:C:\Users\Admin\Downloads\PingID-1.5.08.exe /VERYSILENT /SUPPRESSMSGBOXES /SP- /L0G="C:
\Users\Admin\Temp\Logs\PingIDDesktopAppLog.log"

This example instructs the installer to install the PingID desktop app, with the following settings:
o Runs the installer executable, located in the Downloads folder.

o Does not display the background window and installation progress window ( /VERYSILENT parameter).
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o Does not display message boxes and prompts ( /SUPPRESSMSGBOXES and /SP- parameters).
o Sends the log output to a customized destination ( /LOG parameter).

4. To verify the installation, test that a user can open the desktop app instance on their Windows machine and pair their
device.

For more information, see Setting up PingID desktop authentication on Windows .

Installing the desktop app using the Mac CLI

Install the PingID desktop app using the command line. This is useful for deploying on multiple machines in batch mode.
About this task

@ Note

Running the installer from a Terminal window requires administrator permissions.

Steps
1. Download the installer for the PingID desktop app from the PingID desktop download page (5.

2. Open a Terminal window and enter the following command. sudo installer -pkg <installer package filepath> -
target <installation destination filepath> /

o <installer package filepath> is the downloaded installer package's full filepath.

o <installation destination filepath> is the full filepath location that will host the PingID desktop app installation with its
initial configuration.

Example:[.codeph] sudo installer -pkg $HOME/Downloads/PingID.pkg -target /Applications /

This command uses the PingID desktop app installer package downloaded to the default Downloads directory and installs
it in the Applications directory.

3. When prompted, enter the administrator password.
Result

The PingID desktop app is silently installed, using the application defaults. A message displays indicating the installation is
successful.

Troubleshoot the PingID desktop app

The PingID desktop app does not open

If the PingID desktop app does not open:
1. Check for a running instance of the PingID desktop app and terminate it.
o Windows: Go to Task Manager — Processes, locate the PingID process, and click End Task.

° Mac: Go to Apple Menu - Force Quit Applications.
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2. Restart the PinglD desktop app.

The PingID desktop app one-time passcode (OTP) is rejected by the authentication screen

If the OTP generated by the PingID desktop app is rejected by the authentication screen:
1. In the PingID desktop app, click Refresh.
2. Copy the new OTP to the clipboard.
3. Go to the authentication page in the browser and paste the new OTP, or enter it manually.
4. If the problem persists, contact your administrator or support team.

When adding a new device, the PingID desktop app does not appear as an authentication method

If the available authentication methods do not include the PingID desktop app, contact your system administrator or support
desk. The organization’s security policy might not approve usage of the PingID desktop app for authentication.

Unable to install the PingID desktop app

The installer wizard window does not appear when the installer is activated, and it appears as though the wizard cannot run. This
might be caused by:

Missing administrator privileges on the machine
Contact your organization’s system administrator to update permissions, or to implement the installation.

Antivirus software blocking the PinglD desktop app installation without alerting or reporting it

The following scenario occurred on a Windows 10 PC running Avast antivirus. There was no response when launching the
PingID desktop app installer and no alert. The following steps resolved this issue:

« Temporarily disabling the antivirus to permit normal installation of the PingID desktop app.

+ Determining whether an antivirus update was available. The antivirus indicated Everything up to date. Further

investigation revealed that although the engine and database were up to date, a newer release of the program was
available.

« After updating the program and launching the PingID installer, the antivirus alerted that it was running a 15-second
check for malware. After that check, the PingID desktop app installation proceeded normally.

The PingID desktop app does not launch on Mac after the installation of custom fonts

If the PingID desktop app does not launch on a Mac after custom fonts are installed:
1. Open the Font Book application.
2. Go to Menu - File -» Restore Standard Fonts.
3. Run the PingID desktop app. It should now launch successfully.
4. Close the PingID desktop app.

5. Reinstall the custom fonts.
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6. Run the PingID desktop app again. If it does not launch successfully, repeat steps 1-3.

There is a new requirement to create a PIN on the PingID desktop app

Previously, when the PingID desktop app was launched or accessed, the OTP screen was immediately visible. Now the desktop
app opens with a prompt to create a PIN.

This is the result of an organizational security policy decision to secure the desktop app with either a 4 or 6-digit PIN.

Users can choose the PIN codes to use for desktop app access. Follow the instructions on the desktop app screen to create the
PIN.

@ Note

PingID enforces a PIN numbering policy that rejects repeated or consecutive numbering patterns.

The PingID desktop app displays the message "PIN too simple"

When creating a PIN for the first time, or when changing the PIN, the PingID desktop app rejects the entry and displays PIN too
simple.

Create PIN example

Ping[l]

PIN must have 3 different nonsequential
numbers.

Change PIN example
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.
N Ping)
PIN too simple
viv UTdd! Al

Pairing Key -+
New PIN
PIN must have 3 different nonsequential numbers.

eeee Re-Enter PIN \/

Send Logs Unpair
@ © 2C03-2017 Ping Identity Ccrporation V.1.5.0(€3)
Al rights reserved Support-ID:353562079

PingID enforces a PIN numbering policy that will reject repeated or consecutive numbering patterns. Choose a new PIN with a

more random sequence of digits.

The PinglID desktop app displays the Locked screen, although the PIN was entered earlier

Although the correct PIN was entered earlier in the day, or even few minutes earlier, the desktop app now displays the Locked

screen.
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PYringiD - X
Help

Pingm_

Locked
Enter PIN to unlock PinglD

|anerpm1

This is the normal behavior when the PingID desktop app is secured with a PIN code. After 3 minutes of inactivity on the desktop
app, the app reverts to the Locked screen and prompts for PIN input. Enter the PIN to gain access to the OTP screen.

The PingID desktop app displays the message "Incorrect PIN"

After entering the current PIN, either to access the desktop OTP screen or when attempting to change the PIN, the desktop app
displays Incorrect PIN.

Enter PIN example
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PYringiD - X

Ping

Incorrect PIN

Enter PIN to unlock PinglD

|Enter PIN

Change PIN example
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MYringiD - X

N Ping™

Pairing Key

ﬂ PinglD DOC 0l
Change PIN
Current PIN
M © 2003-2017 Ping identity Corporation V.1.4,0{55) (TEST)
All ights reserved Support-ID:079014049

This can result from the following:
* The PIN entered is incorrect. Check that all the digits are entered in the correct sequence.

* The PIN is for a different installation of the desktop app or on another machine. Check that the desktop app is accessed
from the correct user account on the correct computer.

If the above solutions are not successful, unpair the desktop app and pair it again or contact your administrator or support team.

The PingID desktop app displays the "Blocked" screen

After entering the PIN, either to access the desktop OTP screen or when attempting to change the PIN, the desktop app displays
the Blocked screen.

Copyright © 2025 Ping Identity Corporation




PinglID Service Management PinglD Administration Guide

P pingiD - X

Pingm,

Blocked

Too many failed PIN attempts. Please try
again in 2 minutes.

This is the result of entering the PIN incorrectly three consecutive times. The Incorrect PIN message would have been
displayed after each of the first two incorrect PIN entries. The desktop app is locked for 2 minutes. Lockdown takes effect from
the time of the lock, irrespective of whether the desktop app has remained open or has been closed and relaunched.

After 2 minutes, the app reverts to the Locked screen.

A user forgot the PIN for their PingID desktop app

If a user forgets their desktop app PIN, see Resetting a user’s desktop app PIN.

The PingID desktop app displays the "Device Not Connected" screen

If a user unpairs the desktop app and the Device Not Connected screen is displayed, the user's computer is in offline mode.
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Help

Device Not Connected

If you continue and unpair PinglD from this
device, the unpairing process may not
complete properly. You may need to contact
your administrator when pairing another
device.

The local desktop app can be successfully unpaired in offline mode, but the entry for the desktop app in PingID’s list of services
still exists. This will prevent the user from pairing the desktop app again.

The user must contact the administrator to unpair the desktop app in PinglID's list of services. Alternatively, if the user removes
the desktop app from their list of devices, the entry for the desktop app in PingID’s list of services will be unpaired.

The authentication screen prompts for the PingID desktop app OTP, but the PingID desktop app is not paired

If a user has unpaired the desktop app and wants to pair it again, when they launch the app they are prompted to enter a pairing
key.
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PYringiD - X
Help

% Pingd

Pairing Key

The user then connects to a service protected by PinglD, expecting the enrollment screen with the link to an alternate
authentication method, from which they could navigate to the desktop setup supplying them with a new pairing key. Instead of
the enrollment screen, the authentication screen displays immediately, prompting the user to enter an OTP from the desktop
app.

Authentication

Authenticating with Desktop Windows

Please use the PingID app to get a one-time passcode
(OTP) and enter it here to authenticate.
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The user cannot provide the OTP because the desktop app is unpaired and is unable to get a pairing key to pair the desktop app.

This can be caused by unpairing the desktop app while in offline mode, leaving the entry for the desktop app intact in PingID’s list
of services. Contact the administrator or support team to unpair the desktop app in PingID’s list of services.

When trying to access the PingID desktop app, the user receives the No network connection error

If the user sees the no network connection error when using the PingID desktop app, it might indicate that there is a problem
with your connection to the proxy.

* The user might be signing on to PingID from outside the company network and did not turn off their proxy connection. If
so, they should disable their proxy connection. For more information, see Enabling or disabling your proxy for
PingIDdesktop 2.

« If this is not the case, contact customer support for further assistance.

Blocked message seen by user when signing on to PingID desktop app

If the proxy is configured locally on the users PingID desktop app, but use of proxy is not approved on the Admin portal, the user
will see the following error messages when signing on to the PingID desktop app with their proxy enabled.

o] pingiD == |

Help

Pingf™

Pair PingID Desktop app certification issue

Clients using self-signed cacerts can run in to this problem. Two options are available:

+ Workaround method: Whitelist the PingID endpoints so requests that go to *.pingone.com and *.pingidentity.com still go
through the proxy, but SSL/TLS termination/decryption does not apply. This avoids the certificate issue.

+ Preferred method: A self-signed certificate should be added manually by the administrator. Because the bundled JavaFX
app uses its own JRE with its own cacerts, other cacerts like Windows are not acceptable, and an error might be received.

FIDO2 authentication

PingID supports the use of the FIDO2, FIDO2 biometrics, and FIDO2 security keys for authentication.

PinglD supports the use of the FIDO2 protocol, and PingID FIDO2 Server is a FIDO2 certified product.

fido

CERTIFIED
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Users can authenticate with FIDO2 security keys, passkeys, or FIDO2-compatible accessing devices by using a gesture that is
enabled by built-in biometrics support on the devices.

PingID’s FIDO2 compliance provides security benefits, including protection against phishing, man-in-the-middle, and replay
attacks. This includes the following FIDO2 protocol security measures:

+ Based on public key cryptography

+ Ensures that private keys remain on the FIDO2 device only

* Does not employ server-side shared secrets, that could otherwise be compromised
* Isolates services from accounts

+ Does not employ a third party in the FIDO2 protocol

Enhanced FIDO2 authentication support

To benefit from enhanced FIDO2 authentication, you'll need to integrate a PingID account with a PingOne environment. You can:

+ Create a new PinglD account that is managed by a PingOne environment: the enhanced FIDO2 authentication method is
enabled by default. Legacy FIDO2 biometrics and Security Key authentication methods are not available. Learn more in
Creating a new PingID environment in PingOne (.

+ Update an existing PingID account that is integrated with a new PingOne environment to benefit from the enhanced FIDO2
authentication method. For more information, see: Updating a PingID account to use PingOne FIDO2 policy for Passkey
support.

Learn more: Integrating a PingID account with a PingOne environment (.

FIDO2 integration modes

PingID supports the following FIDO2 integration modes:

+ PingID's out of the box solution, using the PingID Ul and the pingone.com domain. For more information, see:
o Using Windows Hello for authenticationd
> Using Apple Mac Touch ID for authentication
> Using a security key (FIDO2) for authentication
o Using Android biometrics for authenticationd

« APl-based, using a custom Ul that is not hosted by PingID, and a custom domain. For more information, see:
> FIDO pairing workflow
> FIDO authentication workflow (X
> FIDO passwordless authentication workflow ™

+ Hybrid mode, also API-based using a custom Ul for registration that is not hosted by PinglID, and PingID’s default Ul for
authentication. This mode leverages the pingone.com domain. For more information, see PPM request for FIDO
authentication with a hybrid UIZ.
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Configuring FIDO2 authentication for PingID

PingID supports the FIDO2 authentication method. FIDO2 authentication allows users to authenticate using passkeys and other
FIDO2-compatible authenticators.

About this task

Passkeys are FIDO credentials that are discoverable by browsers or housed within native applications or security keys for
passwordless authentication. There are a wide range of devices that can be used as a passkey, including Windows Hello, iOS 14
and later, Android 7.0 and later, Apple Mac machines with fingerprint authentication capabilities, and FIDO2 security keys. PingID
also supports non-discoverable credentials (FIDO2 devices that are not defined as passkeys).

To learn more about passwordless authentication using Passkeys, see Configuring passwordless authentication for passkeys.

@ Important

PingID receives confirmation that a device has the relevant WebAuthn FIDO2 capabilities with the authenticating
browser. If the capabilities are not sufficient, such as the browser is not supported, the OS does not support biometric
authentication, or a compatible authentication method is not defined, the user will be unable to authenticate with the
passkey device and might be unable to authenticate at all if that is their only authenticating device.

To enable users to authenticate using FIDO2 authentication, the high-level flow is as follows:
Steps
1. In the Admin portal, enable FIDO2 authentication.

For more information, see Configuring passwordless authentication for passkeys or Configuring FIDO2 authentication
method for MFA authentication.

2. Optional: Define a PinglID policy.
For more information, see Authentication policy.

3. Have the user register their FIDO2 biometrics device and pair it with their PingID account to create a trust between the
device and the user's account, so they can use it authenticate during the sign-on process.

For more information, see the following sections in the PingID User Guide:
> Using Windows Hello for authentication’
> Using Apple Mac Touch ID for authentication
o Using a security key (FIDO2) for authentication
o Using Android biometrics for authenticationd

FIDO2 authentication requirements and limitations

The following list details the requirements and limitations when using FIDO2 with PingID.

FIDO2 passkey requirements and limitations are constantly evolving. For a list of the most up-to-date operating systems and
browsers supported, see Device support(Z.
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General requirements:

To use FIDO authentication make sure that:
* The PingID environment is integrated with PingOne. Learn more (.

* You enable FIDO2 authentication method in the admin portal. If you have an account that was previously using the
security key or FIDO2 biometrics authentication methods, see also Updating a PingID account to use PingOne FIDO2
policy for Passkey support.

* The user must perform registration and authentication with a WebAuthn supported browser (such as the latest versions of
Google Chrome, Safari, or Microsoft Edge), that is running on a WebAuthn supported platform (such as Windows, MacOS,
iOS, or Android).

* PingID supports FIDO2 and U2F security keys.

@ Note

U2F security keys can only generate a single credential per domain. A device can only be paired by one user
per domain.

* YubiKeys can be paired for either:
o Security Key FIDO2 authentication
° YubiKey OTP authentication

PingID YubiKeys that feature one-time passcode (OTP) support only, or for which you only want to use OTP authentication,
should be paired as a YubiKey authentication method rather than as a security key. For more information, see Configuring
YubiKey authentication (Yubico OTP) for PingID.

Passwordless authentication requirements:

* When configuring a PingFederate policy for passwordless authentication with FIDO2 passkeys, you must use Ping|D
Integration kit 2.7 or later, with PingFederate v9.3 or later.

+ To enable passwordless authentication, FIDO2 requires Discoverable Credentials. Make sure that in the relevant FIDO2
policy make sure that the Discoverable Credentials field is set to either Preferred or Required.

General limitations:

+ FIDO2 authentication is only supported for Web authentication, and Windows and Mac login machines.

+ WebAuthn timeout is defined for 2 minutes. The actual timeout value might vary depending on the browser used.
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+ A user can pair more than one FIDO2 credential with their account, however, they cannot pair the same FIDO2 credentials
with their account more than once.

* Some browser versions might not support FIDO2 authentication when using incognito or private mode.

«If an an iOS or Mac Touch ID device is paired with PinglID, clearing history and website data from the device's Safari
settings will prevent a user from using PingID to authenticate. The user must unpair their device and then pair the device
again to authenticate with PingID.

« Security keys can be used for web-based authentication through WebAuthn supporting browsers only.

Second factor authentication limitations:

+ Android devices that are paired within a workspace can only be used to authenticate in the same workspace.

For troubleshooting, see the relevant section in the PingID User Guide.

Windows login and Mac login limitations:

Users authenticating as part of a Windows login, Windows login (passwordless), or Mac login authentication flow can only
authenticate using a security key. PingID determines whether a passkey is a security key based on the Authenticator Attachment
7 and the Transports(J attributes that are presented in the AuthenticatorAttestationResponse (. Learn more about these
authentication flows:

* Integrating PingID with Windows login
* Integrating PingID with Windows login (passwordless)
+ PingID integration for Mac login
Configuring passwordless authentication for passkeys
FIDO2 passwordless authentication enables you to identify and authenticate a user based on the FIDO2 protocol without
requiring the user to enter their username and password.
About this task

To configure FIDO2 passwordless authentication, you must configure a PingFederate policy for a passwordless authentication
flow. FIDO2 must then be enabled in the administrative console.

The process of registering a FIDO2 passkey is the same for both a passwordless and a multi-factor authentication flow. The user is
directed to the relevant flow, according to your organization’s configuration. Once registered, the same FIDO2 passkey can be
used to authenticate with either flow.
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@ Note

This feature requires PingFederate 9.3 or later. For more information, see FIDO2 authentication requirements and
limitations.

Steps
1. In the PingFederate administrative console, create a policy for passwordless authentication.
For more information, see Configuring a PingFederate policy for passwordless authentication with FIDO2 passkeys.
2. Sign on to the PingID admin console and enable FIDO2 authentication.
1. Go to Setup - PingID - Configuration.

2. Go to the Alternate Authentication Methods section, and in the FIDO2 row, select the Enable check box.
ALTERNATE AUTHENTICATION METHODS

For authentication methods that use a phone number or email address, you can pre-populate that information from your user directory and restrict

the use of only directory information if needed

ENABLE PAIRING @ PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION @

SMS v v v
VOICE v v v v

EMAIL v v

YUBIKEY v

DESKTOP v v

OATH TOKEN v v

AUTHENTICATOR APP ¢ v

FIDO2 v v

3. Click Save.

3. To ensure your FIDO2 policy allows the use of Discoverable Credentials. Non-discoverable credentials cannot be used for
passwordless authentication flows.

1. In the PingOne admin portal, go to Authentication - FIDO.

2.0n the FIDO Policies page, in the relevant FIDO policy, in the Discoverable Credentials field, select either Preferred
or Required. For information, see Adding a FIDO policy (.

Result
The changes are saved, and users can pair a passkey and use it for passwordless authentication.

Configuring FIDO2 authentication method for MFA authentication

To allow users to pair and authenticate using passkeys for MFA (Multi-factor authentication), enable FIDO2 authentication in the
admin portal.

About this task

Users must enter their username (and password, if required), and are then prompted to authenticate with their passkey.
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@ Note

To configure passwordless authentication for passkeys using the FIDO2 authentication method, see Configuring
passwordless authentication for passkeys.

Steps
1. Sign on to the admin portal.
2. Go to Setup = PingID = Configuration.

3. Go to the Alternate Authentication Methods section, and in the FIDO2 row, select the Enable check box.
ALTERNATE AUTHENTICATION METHODS

For authentication methods that use a phone number or email address, you can pre-populate that information from your user directory and restrict

the use of only directory information if needed

ENABLE PAIRING @ PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION @

SMS v v v
VOICE v v v v v
EMAIL v v v
YUBIKEY v

DESKTOP v v

OATH TOKEN v v

AUTHENTICATOR APP v

FIDO2 v v

4. Click Save.

Result

Users can pair and authenticate passkey devices. For examples, see Using Windows Hello for authentication, Using Apple Mac
Touch ID for authentication, and Using Android biometrics for authenticationZ in the PingID End User Guide .

Updating a PingID account to use PingOne FIDO2 policy for Passkey support

If you have a PingID account that has been integrated with PingOne you can update it to support the FIDO2 authentication
method. This allows you to benefit from the full range of options in the enhanced FIDO2 policy.

Before you begin
The FIDO2 authentication method is only available for PinglD accounts that have been integrated into a PingOne environment (.
About this task

The FIDO2 authentication method replaces the deprecated FIDO biometrics and security key authentication methods and offers
expanded configuration options and support for a wide range of FIDO authentication devices, including cloud-synced FIDO
devices.

If you have already integrated your PingID account with a PingOne environment, update it to use the enhanced FIDO2 policy.
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+ Updating to FIDO2 permanently inactivates the legacy FIDO2 biometrics and Security Key authentication
methods and cannot be undone. Note that at this stage, the FIDO2 authentication method cannot be used
with DaVinci-based flows.

« After updating a PingID account to use the FIDO2 authentication method it is no longer possible to unlink the
PingID account from the PingOne environment. Deleting the PingOne environment will also delete the PingID
account.

Steps
1. Sign on to the Admin portal and go to Setup = PingID — Configuration
Result:

After your PingID account is successfully integrated into a PingOne environment in the Alternate Authentication Methods
section, you'll see a new entry for the FIDO2 authentication method.

2. In the Alternate Authentication Methods section, in the FIDO2 row, make sure the Enable and Pairing check boxes are
selected.

@ Note

If you previously enabled Security Key or FIDO2 Biometrics authentication methods, those options are greyed
out. These authentication options are removed and become legacy when you save the configuration changes.

3. Click Save. You'll see the following warning message:
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0]

Important!

Saving this configuration activates the new
FIDO2 authentication method and
permanently inactivates the legacy FIDO2
Biometrics and Security Key authentication
methods. This change cannot be undone.

Save

Discard

Result

All Security Key or FIDO2 Biometrics authentication methods and associated configurations are upgraded to the FIDO2
authentication method.

In PingOne, the FIDO2 policy shows the full range of options available, as well as the default Passkey and Security Key policies. To
learn more about FIDO2 policy configuration, see Creating a FIDO policyZ in the PingOne Cloud Platform documentation.

Frequently asked questions when upgrading biometrics and security key to FIDO2 authentication

This section addresses frequently asked questions when upgrading from FIDO2 biometrics and security key authentication
methods to FIDO2 authentication.

What are the benefits of upgrading to FIDO2 authentication?

+ FIDO2 offers expanded configuration options and support for a wider range of FIDO2 authentication devices, including
cloud-synced FIDO2 devices.

* FIDO2 replaces the deprecated FIDO2 biometrics and security key authentication methods.

Can | use a single FIDO2 passkey to authenticate across different browsers and devices?

+ You can use the same FIDO2 credential (passkey) to authenticate across different browsers and devices within the same
ecosystem (for example, Apple or Google ecosystem).

+ To ensure users can authenticate with a FIDO2 device across different browsers and devices within the same ecosystem,
in the FIDO2 policy, set Backup Eligibility to Allow. This allows authentication with passkeys and devices using cloud-
synced credentials.

Learn more in FIDO policies( in the PingOne documentation.

Can | upgrade to FIDO2 from within the legacy PingID admin portal?

The FIDO2 authentication method is only available for PingID accounts that are integrated with a PingOne environment.
To upgrade to FIDO2 authentication:

1. Make sure your PingID account is integrated into a PingOne environment.
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Learn more in Setting up an environment for strong authentication (MFA)(Z.
2. In the legacy PingID admin portal, upgrade to FIDO2 authentication.
Learn more in Updating a PingID account to use PingOne FIDO2 policy for Passkey support.

3. If you have a PingOne MFA policy that uses legacy FIDO2 biometrics and security key authentication methods, update it.
Learn more in Updating a PingID account to use PingOne FIDO2 policy for Passkey support.

What impact will upgrading have on security keys and FIDO2 biometrics devices that are already paired to users
accounts?

+ Security keys and FIDO2 Biometrics devices already paired to user accounts are automatically upgraded to FIDO2.
+ Users can continue to authenticate with their existing devices.

What happens to PingID policies that have "security key" defined as an allowed authentication method?

* The affected policies are automatically updated to use FIDO2 as the allowed authentication method.
Can | define different authentication policies for different FIDO2 devices, such as FIDO2 security keys and

Windows Hello devices?

+ In a future release, it will be possible to define multiple FIDO2 policies and apply them to different devices, such as FIDO2
security keys and Windows Hello devices.

+ PingOne's current FIDO2 policy provides many configuration options. For example, specific supported FIDO2 devices can
be configured in the FIDO policy under Authenticator Attachment as Platform, Cross-platform, or Both.

Learn more in FIDO policies( in the PingOne documentation.

Can I roll back to the legacy FIDO2 biometrics and security key authentication methods after upgrading to the
FIDO2 authentication method?

+ Upgrading to the FIDO2 authentication method permanently deactivates the legacy FIDO2 biometrics and security key
authentication methods and cannot be undone. These options are grayed out in the legacy PinglD admin portal, and
they're removed from PingOne policies and replaced with the FIDO2 authentication method.

If I've migrated a PingID account to a PingOne environment and upgraded to the FIDO2 authentication method,
can | revert my PingID account to the legacy PingID admin portal?

+ After migrating a PinglID account to a PingOne environment and upgrading to FIDO2, you cannot revert to the legacy
PingID admin portal.

+ Deleting the PingOne environment also deletes the PingID account.

Legacy FIDO2 authentication methods

PingID supports the use of the FIDO2, FIDO2 biometrics, and FIDO2 security keys for authentication.

This section describes configuration for legacy FIDO2 biometrics and FIDO2 security key authentication methods.
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The FIDO2 authentication method replaces the deprecated FIDO biometrics and security key authentication methods and offers
expanded configuration options and support for a wide range of FIDO authentication devices, including cloud-synced FIDO
devices. Learn more about FIDO2 here.

(Legacy) Configuring FIDO2 biometrics for PingID

PingID supports FIDO2 platform biometrics. Users can authenticate on their FIDO2-compatible accessing device using a gesture
that is enabled by the device's built-in biometrics.

About this task

Supported devices include Windows Hello, iOS and iPadOS devices 14 and later, Android devices 7.0 and later, and Apple Mac
machines with fingerprint authentication capabilities.

If a passwordless flow is configured, the passwordless flow is enabled by FIDO2 platform biometrics. For more information, see
(Legacy) Configuring FIDO2 passwordless authentication.

@ Important

PinglD receives confirmation that a device has the relevant WebAuthn FIDO2 capabilities with the authenticating
browser. If the capabilities are not sufficient, such as the browser is not supported, the OS does not support biometric
authentication, or a compatible authentication method is not defined, the user will be unable to authenticate with the
FIDO2 biometrics device and might be unable to authenticate at all if that is their only authenticating device.

To enable users to authenticate using FIDOZ2 platform biometrics, the high-level flow is as follows
Steps
1. In the Admin portal, enable FIDO2 platform biometrics.

For more information, see (Legacy) Configuring FIDO2 passwordless authentication or (Legacy) Configuring FIDO2
biometrics for MFA authentication.

2. Optional: If required, define a PingID policy.
For more information, see Authentication policy.

3. Have the user register their FIDO2 biometrics device and pair it with their PingID account to create a trust between the
device and the user's account, so they can use it authenticate during the sign-on process.

For more information, see the following sections in the PingID User Guide:
o Using Windows Hello for authenticationd
> Using Apple Mac Touch ID for authentication
> Using a security key (FIDO2) for authentication

o Using Android biometrics for authenticationd
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(Legacy) FIDO2 biometrics authentication requirements and limitations

The following list details the requirements and limitations when using FIDO2 platform biometrics with PingID.
General requirements:

@ Important

For PingID environments that are integrated with PingOne: From April 15th 2024, the FIDO2 Biometrics and Security
Key authentication methods are deprecated and replaced by the more advanced FIDO2 authentication method. Learn
more: Updating a PingID account to use PingOne FIDO2 policy for Passkey support.

* FIDO2 biometrics authentication is supported for web authentication only.

+ Define an appropriate FIDO2 platform authentication method on the accessing device to pair the device, such as
fingerprint or Face ID. If no platform authentication method is defined, the user will not be able to pair the device or
authenticate with PingID.

+ Perform registration and authentication with a WebAuthn supported browser, such as the latest versions of Google
Chrome, Safari, or Microsoft Edge.

+ Avoid the use of the same FIDO2 biometrics device by more than one user.

« Passwordless authentication using Mac Touch ID through a Chrome browser is only supported for devices paired after
February 23, 2021. Users with devices that were paired to PingID before February 23, 2021 should unpair their device and
then pair it again, in order to use passwordless authentication with a Chrome browser.

FIDO Passkey requirements:

FIDO passkey requirements and limitations are constantly evolving. For a list of the most up-to-date operating systems and
browsers supported, see Device support(Z.

Passwordless authentication requirements:

* When creating a PingFederate policy for passwordless authentication with FIDO2 biometrics, you must use PingID
Integration kit 2.7 or later, with PingFederate v9.3 or later.

General limitations:
+ WebAuthn timeout is defined for 2 minutes. The actual timeout value might vary depending on the browser used.
* PingID does not support Android-key attestation.

+ A user can pair more than one FIDO2 biometrics device with their account, however, they cannot pair the same FIDO2
biometrics device with their account more than once.

* Some older browser versions might not support FIDO2 biometrics when using incognito or private mode.

«If an an iOS or Mac Touch ID device is paired with PinglID, clearing history and website data from the device's Safari
settings will prevent a user from using PingID to authenticate. The user must unpair their device and then pair the device
again to authenticate with PingID.
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Second factor authentication limitations:
+ Android devices that are paired within a workspace can only be used to authenticate in the same workspace.

For troubleshooting, see the relevant section in the PingID User Guide.

(Legacy) Configuring FIDO2 passwordless authentication

FIDO2 passwordless authentication enables you to identify and authenticate a user based on the FIDO2 protocol without
requiring the user to enter their username and password.

About this task

@ Note

This topic is for passwordless authentication using legacy FIDO2 biometrics. For FIDO2 authentication method, see
Configuring passwordless authentication for passkeys.

To configure FIDO2 passwordless authentication, you must configure a PingFederate policy for a passwordless authentication
flow. FIDO2 biometrics must then be enabled in the administrative console.

The process of registering a FIDO2 device is the same for both passwordless and secondary authentication flows. The user is
directed to the relevant flow, according to your organization’s configuration. Once registered, the same FIDO2-compliant device
can be used to authenticate with either flow. For more information, see Setting up Windows Hello authentication .

@ Note

This feature requires PingFederate 9.3 or later. For more information, see (Legacy) FIDO2 biometrics authentication
requirements and limitations.

Steps
1. In the PingFederate administrative console, create a policy for passwordless authentication.

For more information, see (Legacy) Configuring a PingFederate policy for passwordless authentication with FIDO
biometrics.

2. Sign on to the PingOne for Enterprise admin console and enable FIDO2 biometrics.
1. Go to Setup = PingID - Configuration.

2. Go to the Alternate Authentication Methods section, and in the FIDO2 Biometrics row, select the Enable check
box.
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ALTERNATE AUTHENTICATION METHODS
For authentication methods that use a phone number or email address, you can pre-populate that information from your user directory and restrict
the use of only directory information if needed
ENABLE PAIRING @ PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION @
SMS v v
VOICE v v
EMAIL v v v
YUBIKEY v v
DESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v

3. Click Save.
Result

The changes are saved, and users can pair and authenticate with gestures defined on their FIDO2 biometrics accessing device.
For more information, see Using Windows Hello for authentication .

(Legacy) Configuring FIDO2 biometrics for MFA authentication

To allow users to pair and authenticate using the built-in biometrics on their device for MFA (Multi-factor authentication), enable
FIDO2 biometrics in the admin portal.

About this task

Users must enter their username (and password, if required), and are then prompted to authenticate with their device
biometrics.

@ Note

This topic is for authentication using legacy FIDO2 biometrics. To configure passwordless authentication for passkeys
using the FIDO2 authentication method, see Configuring passwordless authentication for passkeys.

Steps
1. Sign on to the admin portal.

2. Go to Setup - PingID - Configuration.
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3. Go to the Alternate Authentication Methods section, and in the FIDO2 Biometrics row, select the Enable check box.
ALTERNATE AUTHENTICATION METHODS

For authentication methods that use a phone number or em address, you can pre-populate that information from your user directory and restrict

the use of only directory information if needed

NABLE PAIRING @ PR JLATE @ RESTR © BA P AUTHEN ATION @

SM 7

OICE v v
EMA v v
YUBIKEY v v
JESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v

4. Click Save.
Result

Users can pair and authenticate with gestures defined on their FIDO2 biometrics accessing device. For more information, see
Using Windows Hello for authentication5, Using Apple Mac Touch ID for authentication &, and Using Android biometrics for
authentication @ in the PingID End User Guide (.

(Legacy) FIDO2 biometrics use cases

The following table outlines several common use cases and their expected behaviors when using FIDO2 biometrics
authentication.

@ Note

If policy rules are configured, the results might vary from those described in the table. For more information, see
PingID authentication policy.

Paired devices Browser Results Reason
FIDO2 biometrics device only WebAuthn Platform  The browser prompts the user FIDO2 biometrics is the only
compliant to authenticate using their authentication method, and the
FIDO2 biometrics device. browser supports WebAuthn

platform, so the user can
authenticate using their FIDO2
biometrics device.
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Paired devices

* FIDO2 biometrics
(primary)

* Email

* SMS

* FIDO2 biometrics -
Windows Hello (primary)

* FIDO2 biometrics -
Android device

* Email

* SMS

FIDO2 biometrics only

* FIDO2 biometrics
(primary)

* Email

* SMS

Browser

WebAuthn platform
compliant

WebAuthn platform
complaint

Not WebAuthn
Platform compliant

Not WebAuthn
platform compliant

(Legacy) Configuring the FIDO2 security key for PingID

Results

The browser prompts the user
to authenticate using their
FIDO2 biometrics device. If the
Prompt to Select setting is
enabled, FIDO2 Biometrics
appears in the list of
authentication options.

If the user tries to access their
account with their Android
device, they are prompted to
authenticate using that device,
even though it is not their
primary device.

The browser displays the
following message: This
browser doesn’t support
your current authentication
method. Try a different
browser or contact your
administrator.

The browser prompts the user
to authenticate using the next
paired device. In this example,
the user must authenticate
using email or SMS. If the
Prompt to Select setting is
enabled, FIDO2 biometrics does
not appear in the list of
authentication options.

Reason

The browser supports FIDO2
biometrics, which is the user’s
primary device.

If more than one FIDO2
biometrics device is paired with
a user's account, when
accessing with a FIDO2 device,
the browser prompts the user
to authenticate with the current
accessing device, regardless of
which FIDO2 device is the
primary device.

The browser doesn't support
the user’s current
authentication method. The
user must either use a different
browser that is WebAuthn
compliant, such as the latest
version of Chrome or Microsoft
Edge, or use a FIDO2 biometrics
device that is paired with their
account.

The browser is not Webauthn
platform compliant and does
not support the user of a FIDO2
biometrics device. The FIDO2
biometrics option is not shown
and only the secondary
authentication methods are
presented to the user.

Configure FIDO2 security key for PingID authentication. FIDO2 and U2F-compatible security keys enable relying parties to offer a
strong cryptographic authentication option for end user security.

You can use a security key hardware authenticator to cover many use cases, including those of sensitive environments or users
working in environment with limited device or phone access, such as hospitals, financial institutions, or federal buildings.
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FIDO2 security keys are fully backward compatible with U2F, enabling PingID to support both FIDO2 and U2F security keys.

When security key authentication is enabled, the user registers the security key and pairs it with their PingID account. This creates
a trust between the security key and the user’'s account, so they can use the security key to authenticate during the sign-on
process.

@ Note

Use security keys for web-based authentication through WebAuthn supporting browsers only.

Passwordless security key

You can configure a PingFederate policy to allow users to authenticate with their security key as a first factor authentication,
eliminating the need to enter a users name or password, and providing a frictionless and secure sign on experience.

To configure passwordless authentication using a security key:
1. (Legacy) Configuring security key authentication with Resident Key set to Required.

2. Configure a PingFederate policy for passwordless authentication with a security key (see (Legacy) Configuring a
PingFederate policy for passwordless authentication with a security key).

For information about security key requirements and limitations, see (Legacy) Security key authentication requirements and
limitations.The process of registering a security key is the same for both passwordless and secondary authentication flows. The
user is directed to the relevant flow, according to your organization’s configuration. Once registered, the same security key can be
used to authenticate via either flow (see Setting up your security keyZ in the PingID User Guide).

Manual authentication with a FIDO2 security key

PinglD integration with Windows login supports the use of FIDO2 security keys for manual authentication, such as if a user does
not have an internet or network connection when signing on.

* FIDO2 security key for manual authentication is supported by PingID Integration for Windows login 2.3 or later.
+ U2F security key for manual authentication is only supported by PingID Integration for Windows login 2.3 - 2.7.x.

Users must pair a security key and authenticate successfully at least once online, to use it when offline. For more information, see
the PingID End User Guide ™.

(Legacy) Security key authentication requirements and limitations

When using security keys with PinglID, the following requirements and limitations apply:
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@ Important

For PingID environments that are integrated with PingOne: From April 15th 2024, the FIDO2 Biometrics and Security
Key authentication methods are deprecated and replaced by the more advanced FIDO2 authentication method. Learn
more: Updating a PingID account to use PingOne FIDO2 policy for Passkey support.

« Security keys are supported for Web authentication only.
* PingID supports FIDO2 and U2F security keys.

@ Note

U2F security keys can only generate a single credential per domain. A device can only be paired by one user
per domain.

+ Security keys can be used for web-based authentication through WebAuthn supporting browsers only.

@ Note

If a browser supports the use of a security key, the browser also supports WebAuthn.

« When authenticating with a mobile device, use of FIDO2 and U2F security keys with PingID:
° Is supported on Android 7 and later
° Is supported on iOS 13.3 and later

* Registration and authentication must be performed with a WebAuthn supported browser, such as the latest versions of
Google Chrome or Microsoft Edge.

* The use of FIDO2 security keys for manual (offline) authentication:
° Requires PingID Integration for Windows login 2.3 or later.
* WebAuthn timeout is defined for 2 minutes. The actual timeout value might vary depending on the browser used.
+ PingID does not support security keys that require a signed attestation using ECDAA in packed attestation format.
+ A user can pair more than one security key with their account.
* The same security key can be used by more than one user if each user is pairing the security key to a different account.
+ A user cannot pair the same security key with their account more than once.
* YubiKeys can be paired for either:
o Security Key FIDO2 authentication
o YubiKey OTP authentication

PingID YubiKeys that feature one-time passcode (OTP) support only, or for which you only want to use OTP authentication,
should be paired as a YubiKey authentication method rather than as a security key. For more information, see Configuring
YubiKey authentication (Yubico OTP) for PingID.
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* The following limitations should be considered when configuring security key authentication with PingID:
o Some browsers do not support the use of a FIDO2 security key when User Verificationis set to Required.
o Some browsers do not allow authentication with a security key when the security key is paired as a resident key.
o Some browsers do not support security key registration whenResident Key is set to Required.

» Windows login supports the use of FIDO2 security keys.

@ Note

If user verification has been set to Required for security keys in the admin portal, this will not affect offline
authentication, and users will be able to use their security key for offline authentication without user
verification.

Passwordless security key
To use a security key for passwordless authentication:
* The security key must support the use of a resident key, and be paired as a resident key.

* When creating a PingFederate policy for passwordless authentication with a security key you must use PingID Integration
kit 2.10 or later, with PingFederate v9.3 or later.

Some browsers do not support the security key passwordless authentication flow. Passwordless authentication with a security
key has been successfully tested on:

« Windows 10 machines running the latest version of Windows Edge, FireFox, Opera, and Chrome.

+ Apple Mac 10.15 (Catalina) machines running the latest versions of Windows Edge, Opera, and Chrome.

+ Testing has also been performed successfully on Apple Mac 11 (Big Sur), and Mac 12.4 (Monterey).
Security keys supported

PingID is a FIDO2-certified service and supports any FIDO2 key that complies with the FIDO2 standard.

(Legacy) Configuring security key authentication

Use the FIDO2 security key for web-based authentication only. The browser with which the user is accessing their resources must
support WebAuthn, such as the latest version of Google Chrome or Mozilla Firefox.

About this task

@ Note

Define the use of security keys for offline authentication when installing the PingID Integration for Windows Login.
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@ Important

If the browser does not support WebAuthn, the user will be unable to authenticate with the security key and might be
unable to authenticate if that is their only authenticating device.

Steps
1. Sign on to the admin console.
2. Go to Setup = PingID = Configuration.

3. Go to the Alternate Authentication Methods section, and in the Security Key row, select the Enable check box.
ALTERNATE AUTHENTICATION METHODS

For authentication methods that use a phone number or email address, you can pre-populate that information from your user directory and restrict
the use of only directory information if needed

ENABLE PAIRING © PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION ©
SMS v Z
VOICE v
EMAIL
YUBIKEY
DESKTOP
SECURITY KEY

OATH TOKEN

v
v
v
v
v
v
FIDO2 BIOMETRICS v
v

I EASHASHASRAS RS RAS

AUTHENTICATOR APP

Result:

The ability to pair and authenticate with a security key is enabled for all users in that organization, and additional security
key configuration fields are shown.

SECURITY KEY

For instructions about additional setup for security key authentication, see documentation.

RESIDENT KEY

Not Required ® Required

USER VERIFICATION @

4. In the Enable column, select the Security Key check box.
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5. Optional: In the Security Key section, configure the following fields:

o Resident Key. When set to Required, the private key is saved on the security key. To enforce passwordless
authentication on all authentication attempts, set this field to Required.

o User Verification. This option requires the user to perform a gesture using their security key, to validate their
identity (for example, using their fingerprint, or entering a PIN code). Select either:

Choose from:

o Required: only security keys that support user verification can be used to authenticate. When the Resident Key
field is set to Required, this option is automatically set to Required.

o Preferred (default): user verification is performed if the user’s security key supports it, and is skipped if not
supported.

o Discouraged: user verification is not performed, even when supported by the user’s security key. In cases where
user verification is required by the security key itself, this setting does not override the device setting.

@ Caution

When user verification is changed from preferred to required, it will automatically unpair all security
keys that have not undergone user verification during registration or authentication in the past. To
identify security keys that have not been registered as security keys that support user verification, see
the fidoUserVerification field in the PingID User Detailed Status Report fields.

@ Note

To enable passwordless authentication with a security key, you also need to create a PingFederate
policy for passwordless authentication with a security key.

6. To enforce the PingOne FIDO policy during authentication and registration, select theEnforce PingOne FIDO Policy check
box.

@ Note

o This feature is only available for organizations that are using a PingID environment that is integrated
with PingOne or created by PingOne.

o Only the default PingOne FIDO policy is enforced. To edit the policy or change the default policy, see
Managing FIDO policies .

7. Click Save.
Result

Users can pair and authenticate with their security keys.

(Legacy) Security key use cases

The following table outlines common use cases and their expected behaviors when using security key authentication.
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@ Note

The results can vary from those described in the table if policy rules are applied. For more information, see PingID

authentication policy.

Paired devices Browser Results Reason
Security key only WebAuthn The user is prompted to Security key is the only allowed
compliant authenticate using their security  authentication method and the
key. browser supports WebAuthn,
so the user can authenticate
using their security key.
WebAuthn The user is prompted to The browser supports security
’ Secu.rity key (primary) compliant authenticate using their security ~ key, which is the user’s primary
* Email key. If Prompt to Select is device.
" SMS enabled, security key appears in
the list of authentication
options.
Security key only WebAuthn Something went wrong. Try The user did not tap the
compliant again later. displays. security key within the required
time, or the relevant browser
window was not selected when
they tapped the security key
button. The user should click
Retry and authenticate again.
Security key only Not WebAuthn Cannot authenticate with The browser does not support
compliant this device displays. the user's current
authentication method. The
user should try a different
browser that is WebAuthn
compliant, such as the latest
version of Chrome.
Not WebAuthn The user is prompted to The browser is not WebAuthn
’ Secu'rity key (primary) compliant authenticate using the next compliant and does not support
’ Eg:” paired device, in this case email  the use of a security key.

or SMS. If Prompt to Select is
enabled, security key does not
appear in the list of
authentication options.

Configuring YubiKey authentication (Yubico OTP) for PingID

Secondary authentication
method is presented to the
user.

The YubiKey is a hard token that acts as a hardware authenticator. By combining PingID and YubiKey, an enterprise gives their

users an additional, secure form of strong authentication.
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YubiKeys can be paired for either:
* Yubico OTP authentication

* Security Key FIDO2/U2F authentication

@ Note

If you have a YubiKey that is FIDO2 compliant, to take advantage of FIDO2 capabilities, pair the device as a security
key. For more information, see (Legacy) Configuring the FIDO2 security key for PingID.

A YubiKey hardware authenticator can be used in sensitive environments or for users working in environment with limited device
or phone access, such as hospitals, financial institutions, or federal buildings.

The YubiKey hardware gives your enterprise a variety of form factors to allow the user to authenticate combined with the
contextual awareness of PingID. YubiKey doesn't require a battery or network connectivity, so it's always on and accessible for
MFA.

When YubiKey authentication is enabled, the user registers their personal YubiKey and pairs it with their PingID account. This
creates a trust between the YubiKey and the user’s account so they can use the YubiKey to authenticate during the sign on
process.

For information about the user experience, see the PinglD End User Guide (.

@ Important
To find the YubiKey models that support Yubico OTP, see the YubiKey products page .

Configuring YubiKey authentication

Steps
1. In the admin console, go to Setup — PingID — Configuration.

2. Go to the Alternate Authentication Methods section.

ALTERNATE AUTHENTICATION METHODS
For authentication methods that use a phone number or email address, you can pre-populate that information from your user directory and restrict
the use of only directory information if needed
ENABLE PAIRING @ PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION @
SMS v
VOICE v
EMAIL v v
YUBIKEY v v
DESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v
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3. In the Enable column, select the YubiKey check box.
4. Click Save.
Result

Users can now pair and authenticate with their YubiKeys.

Configuring OATH token authentication for PingID

An OATH token is a secure one-time passcode (OTP) that can be used for two-factor authentication and is OATH compliant.

Hardware OATH tokens are used where there are no provisions for connection to the Internet, USB connections, or mobile
phones, which might be disallowed for security reasons. For more information, see https://openauthentication.org/ .

PingID supports hardware OTP tokens that are OATH compliant:
+ HOTP SHA-1 devices
+ TOTP SHA-1 devices with 30 or 60 second OTP refresh intervals
+ Any of the above devices that use a PIN code
PingID does not:
+ Sell hardware tokens
* Recommend any particular hardware token manufacturer

The following OATH tokens have been checked for user authentication by PingID.

Manufacturer Model Type

Feitian Display card TOTP-60-sec
Feitian OTP c200 TOTP-60-sec
Feitian Display card HOTP

Gemalto EZIO display card TOTP-30sec
HyperSecu c100 token HOTP

HyperSecu Edge plus TOTP-60sec
HyperSecu €200 token TOTP-30sec
HyperSecu HyperOTP TOTP-60sec
HyperSecu Edge plus TOTP-30 sec
Protectimus Protectimus TWO TOTP-30sec
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For information about the user registration, see the PingID End User Guide. NOTE: In the event of three consecutive failed
authentication attempts with an OATH token, the user will have to wait two minutes before trying to authenticate again.

Configuring OATH token authentication
Before you begin
To configure OATH tokens, you must have the following items from each token manufacturer and for each supplied token model:
+ Atoken seed file. The seed file can be either:
o A .txt file consisting of lines with a comma separating the token serial numbers and secret keys (without spaces)
° A .csv file with the token serial numbers and secret keys in different cells (without spaces or commas)
The secret keys are strings of hexadecimal digits.
+ For each seed file, a single associated token type of either TOTP or HOTP.
* For TOTP types, a refresh interval of 30 or 60 seconds. The default is 30.

@ Note

For HOTP types, a start counter can appended as an additional field in the seed file. If absent, it defaults to zero.

Steps
1. In the PingOne admin portal, go to Setup —= PingID - Configuration.

2. Go to the Alternate Authentication Methods section.

ALTERNATE AUTHENTICATION METHODS
For authentication methods that use a phone number or em address, you can pre-populate that information from your user directory and restrict
the use of only directory information if needed
ENABLE PAIRING @ PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION @
SMS v
OICE v
EMAIL v v v
YUBIKEY v v
DESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v

3. In the Enable column, select the OATH Token check box.
Result:

The Manage OATH Tokens modal opens.
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OATH TOKEN v

VOICE
LOCAL LANGUAG!

Manage Oath Tokens

® Disable
Enabling Oath Tokens activates the Manage
Tokens page where tokens can be uploaded
SMS / VOICE and managed.

DAILY USED SMSA

15 : Save & Manage Tokens

— Cancel
DAILY UNUSED Sh
10 -
v

4. Click Save & Manage Tokens.

Result:

The OATH Tokens tab opens and shows a list of previously saved tokens.

@ Note

If there are no saved tokens, the list will be empty.

Kentity Repository  Dock  Authentication Policy  PinglD Directory  Certificates
Settings
NAGURATION OATH TOKENS
——
Q + Impon Tokens
« 112 3 & s & —s000 »
SERIAL NUMBER TYPE JSER MPORT DATE
b ) U od 2( 0 4 12:4 r ,
0 OTP - 6 it Unassioned 20190404 12:4444 om EEST ’

5. Click + Import Tokens.
Result:

The Import OATH Tokens modal opens.
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Import Oath Tokens

SEEDFILE ©

Choose File

EN TYPE

KEN

HOTP - 6 digits v

Cancel

6. Click Choose File.
7. Navigate to your token seed file and select it.
Example:

A user imports a single token from a file called DAF.csv with the following seed.

2308734700388, 6EBD59F71A634C48C4619CB33F6C385C9237C9BA

Result:

The Import OATH Tokens modal shows the token information.

Import OATH Tokens

SEEDFILE @
Choose File

D DAFcsv remove
TOKEN TYPE

HOTP - 6 digits v

PREVIEW RECORD

2308734700388

Cancel

8. From the Token Type list, select the token type.
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HOTP - 6 digits ~

. HOTP - 6 digits
HOTP - 8 digits

TOTP - 6 digits

TOTP - 8 digits

Example:

A selection of TOTP - 6 Digits enables the Refresh Interval list.

REFRESH INTERVAL

30 seconds A

« 30 seconds

60 seconds

Result:

The Import OATH Tokens modal now looks as follows.

Import OATH Tokens

SEEDFILE @
Choose File
0 DAF.csv remove
REFRESH INTERVAL

TOKEN TYPE

TOTP - 6 digits v 30 seconds

PREVIEW RECORD

SERIAL NUMBER 2308734700388
SECRET KEY BE**e

|

Cancel

@ Note

The Preview Record section shows information from the first record in the .csv file.

9. Optional: If applicable, from the Refresh Interval list, select the refresh interval.

10. Click Import.
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@ Note

To return to the Import OATH Tokens modal, go to Setup = PingID = OATH Tokens, and then click + Import
Tokens.

Result:

The newly imported tokens appear at the top of the OATH Tokens list.

Identity Repository Dock  Authentication Policy PinglD  Directory  Certificates
Settings
. A OATH TOKENS
——
Q + Import Tokens
|12 3 4 5 6 —-5000 )
RIAL NL - P R P »
30873470038 8 TOTP ] 0 g O pen DT 7
HOTP - € 3 )4 12 DT ,
HOTP - 6 digits Unassioned 2019-04-04 12:41:44 pen 1OT 7

Troubleshooting

« If your seed file contains entries that duplicate existing tokens, the Incomplete Token Report error is displayed.
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©

Incomplete Token Import

Successfully imported O tokens.
Couldn't import 1tokens.

Duplicates (1) ~

LINE SERIAL SECRET
NUMBER KEY
1 2308734700388 BEssseses

Errors (0) v

Remove the duplicate entries from the seed file and try again.

« If your seed file is invalid, you will receive the following error message.

Invalid file type. please read our OATH token seed file documentation.

Import OATH Tokens

SEED FILE

Choose File
TOKEN TYPE

HOTP - 6 digits v

Configuring email authentication for PingID

If you have users who use devices that don't support the PingID mobile application, or you want to provide users with an
additional authentication option, you can enable email authentication.

When email authentication is configured, and the user signs on to their account or app, they are sent an email with a 6-digit one-
time passcode (OTP) to authenticate with. The OTP is valid for up to 30 minutes.

For information about the user experience, see the PinglD End User Guide (.
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@ Note

To prevent users from registering their device for Email authentication, and allow existing users to continue to
authenticate, see Disabling pairing for a specific authentication method. This option is useful if you want to phase out
Email authentication, in favor of more secure authentication methods.

Configuring email authentication

About this task
Steps

1. In the PingOne admin portal, go to Setup - PingID - Configuration.

2. Go to the Alternate Authentication Methods section.

ALTERNATE AUTHENTICATION METHODS
For authentication methods that use a phone number or email address, you can pre-populate that information from your user (11'(‘(,[(:!'; and restrict
the use of only directory information if needed
ENABLE PAIRING @ PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION @
SMS v
VOICE v
EMAIL v v v
YUBIKEY v v
DESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v

3. In the Email row, select the Enable check box.

4. Configure email authentication according to the following table.

Check box Description

Pre-Populate To pre-populate the user’s field with the email address
stored in your user directory, in the Email row, select the
Pre-Populate check box. For more information, see Pre-
populating or restricting user registration data.

Restrict To restrict the user to select only the email address stored
in your user directory, in the Email row, select the
Restrict check box. For more information, see Pre-
populating or restricting user registration data.
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Check box Description

Backup Authentication To enable email as a backup authentication method, in
the Email row, select the Backup Authentication check
box. For more information, see Configuring backup
authentication methods.

® Note
You can enable email for backup authentication,

even if the Enable check box is not selected in the
Email row.

5. Click Save.

@ Note

If you use email for PingID OTP, for guidance to ensure that your email system will allow delivery of OTP
messages, see https://aws.amazon.com/blogs/messaging-and-targeting/amazon-ses-ip-addresses/ .

Email customization

Four email customizations are available:

1. Customize the email "From" address to change the default address of noreply@pingidentity.com to noreply@yourdomai

n.com.

2. Customize the email "Replyto" address to change the default address of noreply@pingidentity.com to noreply@yourdom

ain.com.
3. Customize the email "Subject" line.

@ Note

To change items 1 to 3 above, sign on to the Ping Identity Support PortalZ and open a case.

4. Customize the email message body. PingID supplies templates to customize the body of notification mails. To download
the templates, see PingID email templates(Z. Download the .zip file and extract it. The included readme.txt file
contains a directory list of templates.

Editing the template for a new authentication request

Open the New Email Authentication Request.html file in a text editor. The template is shown in the following image.
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New Authentication Request from ${service-
provider}

Enter this one-time passcode (OTP) to authenticate with PingID.

${one-time-passcode}

Pingm_

Ping Identity, 1001 17th Street, Suite 100, Denver, CO 80202 | 1.877.898.2905
©2003-%{current-year) Ping Identity Corporation | Privacy

This template has two variables, ${one-time-passcode} and ${service-provider}.You can replace any of the HTML content,
as long as you retain the ${one-time-passcode} variable. The ${service-provider} and ${current-year} variables are
optional.

@ Note

If you include images in any templates, they must be URL references to publicly available assets. Ping Identity does
not host the images used in templates.

After making your changes, contact PinglD Customer Support(Z to upload the template.

Editing the template for email pairing

Open the Email Authentication Pairing.html file in a text editor. The template is shown in the following image.
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Welcome to PingID

To complete pairing with PingID, please enter this one-time passcode.

${one-time-passcode}

Pingm‘

Ping Identity, 1001 17th Street, Suite 100, Denver, CO 80202 | 1.877.898.2905
@2003-${current-year} Ping Identity Corporation | Privacy

This template has one mandatory variable, ${one-time-passcode} . You can replace any of the HTML content, as long as you
retain the ${one-time-passcode} variable. The ${current-year} variable is optional.

@ Note

If you include images in any templates, they must be URL references to publicly available assets. Ping Identity does
not host the images used in templates.

After making your changes, contact PinglD Customer Support(Z to upload the template.

Configuring authenticator app authentication for PingID

You can use PingID with any external authenticator app that can generate a standard time-based one-time password (TOTP), such
as Google Authenticator or Microsoft Authenticator.

External authenticator apps are a useful solution in cases such as:
+ An organization cannot allow the PingID mobile app on their devices, as PingID must be added to the allow list.
* An organization wants to use a single authenticator app and has users that must authenticate to multiple organizations.

Users can use an authenticator app to access an account or application through the web, VPN, Mac login, or SSH. When
authentication app authentication is enabled, users can download the authenticator app of their choice and pair it with their
PingID account. Users can pair more than one authenticator app with their account.
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For more information, see the PingID End User Guide .

Configuring authenticator app authentication
Steps

1. In the admin portal, go to Setup - PingID - Configuration.

2. Go to the Alternate Authentication Methods section.
ALTERNATE AUTHENTICATION METHODS

For authentication meth

ds that use a phone number or em address, you can pre-populate that information from your user directory and restrict

the use of only directory information if needed

I EAIEASRASRAS BASRAS A AY

I EAIEASRAS RAS HAIRAS

AUTHENTICATOR APP

3. In the Authenticator App row, select the Enable check box.

4. Click Save.

SMS and voice authentication

You can enable SMS or voice authentication for users without devices that support the PingID mobile application.

When configured, a 6-digit one-time passcode (OTP) is sent to the user’s mobile device or landline phone, using SMS or telephony
voice channels. The OTP is valid for up to 30 minutes.

Your PingID authentication code
is: 244026

You can:

« Specify or restrict the user to a specific phone number. For more information, see Pre-populating or restricting user
registration data.

+ Localize voice authentication calls to match the language defined in the browser from which the user authenticates. For
more information, see Enabling language localization for voice authentication.

To view usage limits for SMS and voice, see SMS and voice usage limits.
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@ Note

To prevent users from registering their device for SMS or voice authentication, and allow existing users to continue to
authenticate, see Disabling pairing for a specific authentication method. This option is useful if you want to phase out
SMS and voice authentication, in favor of more secure authentication methods.

The following list describes the conditions and limitations of SMS and voice authentication:

* Phone numbers with extensions are supported for voice calls. The phone number must be followed by a comma and the
extension number. For example:

o The phone number +12025550123 with the extension 2992 is entered as +12025550123,2992.
o The extension can include the # or * characters. For example, +12025550123,#2992 or +12025550123,2992#.

o If there is more than one extension, a comma should separate the extension and the nested extension. For
example, +12025550123,#2992,#2991.

o Each comma generates a 2-second pause. After the call is answered, the extension is dialed after 2 seconds. If a
pause is required for longer than 2 seconds, add an additional comma for each additional 2-second pause. For
example, in +12025550123,#2992,,,#2991, three commas generate a 6-second pause before the nested extension.

+ Virtual numbers are not supported, and delivery success rates for virtual numbers are therefore likely to be lower than
fixed numbers.

+ Because of Chinese regulatory limitations, use of voice OTPs in China is disabled.

* In some cases, SMS OTPs in China may be blocked because of Chinese regulatory limitations. Therefore, it is
recommended to use the Twilio Verify service in China. To enable this service, contact your Ping Identity sales
representative.

+ In India and Saudi Arabia, PingID sends OTPs through SMS in transactional mode.

* Twilio doesn't support the use of SMS OTPs in Iran. For users in Iran, if the first attempt to request an OTP using SMS fails
due to this limitation, sending the request a second time triggers fallback to Vonage, which does support the use of SMS
OTPs in Iran.

+ Transactional SMS messages include "PingID" as part of the sender ID.

« Customers that are using Ping Identity’s SMS default account might receive SMS messages from a pre-registered
alphanumeric Sender ID. This is necessary in countries with regulations that require Ping Identity to use a pre-registered
Sender ID. For a list of requirements by country, see Twilio requirements s and Vonage requirements (7.

+ Additional sender ID numbers are available for the PingID SMS and voice OTP services so users can receive OTP text
messages or voice calls from a different number. Generally, after the new number is set, the user will receive the PingID
SMS or voice OTP from that number in the future. In cases of SMS or voice delivery technical issues, the user can receive
the OTP text messages or voice calls from a new number, provided by a fallback SMS provider.

@ Note

Voice authentication end users should change their voicemail password from their device default, or disable voicemail
if using PingID voice OTP. An attacker could potentially direct an OTP voice call to a voicemail by calling the victim at
the same time. In the event of an attack, the OTP will be recorded in the voicemail and will be subject to its password
protection.
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For information about the user experience, see the PinglD End User Guide (.

Configuring SMS and voice authentication for PingID

You can enable SMS or voice authentication with PingID.
Steps
1. In the admin console, go to Setup - PingID - Configuration.

2. In the Authentication section, go to Alternate Authentication Methods.

ALTERNATE AUTHENTICATION METHODS

is that use a phone number or email address, you can pre-populate that information from your user directory and restrict

ory information if needed
NAE PAIRING @ PRE-POP LATE @ RESTR @ BA AUTHE! N ©
v v
ICE v
EMA v v
(UBIKEY v v
TOP v v
S RITY KE v v
OATH TOKEN v v
IDO2 BIOMETRICS v v
AUTHENTICATOR APP v
3. Select the authentication methods you want to enable.
Option Steps
SMS In the SMS row, select the Enable check box.
Voice In the Voice row, select the Enable check box.
4. Configure SMS and voice authentication according to the following table.
Option Steps
Pre-populate the user’s field with the SMS or voice In the relevant row, select the Pre-Populate check box.
numbers stored in your user directory when registering For more information, see Pre-populating or restricting
for PingID. user registration data.
Restrict the user to select only the SMS or voice phone In the relevant row, select the Restrict check box. For
numbers stored in your user directory when registering more information, see Pre-populating or restricting user
with PingID. registration data.
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Option Steps
Enable the SMS or voice entries stored in your user In the relevant row, select the Backup Authentication
directory to be used as a backup authentication method. check box. For more information, see Configuring backup

authentication methods.

® Note
You can enable SMS or voice for backup

authentication even if the SMS or Voice check
boxes are not selected.

Change the daily limit for SMS/voice messages. ° In the Daily Used SMS/Voice Limit field, enter the
maximum number of SMS authentication requests
the user can receive and respond to per day. Enter
a number between 1 and 50. The default value is
15.

In the Daily Unused SMS/Voice Limit field, enter
the maximum number of SMS authentication
requests the user can receive and not respond to
per day. Enter a number between 1 and 50. The
default value is 10.

If you want to also place a limit on the number of
SMS-based and voice-based pairing requests for a
user, select theEnforce for pairing requests
option. When you enable this option, the number
of pairing requests is added to the number of
authentication requests and the total cannot
exceed the limits that you set.

[}

o

Localize voice calls to the language defined by the user's In the Local Language For Voice Calls section, select
browser. Enable. If Disable is selected, or the user's browser
settings use a language is not one of the supported
languages, English is selected by default.
This section is only applicable when the Voice check box
is selected.

® Note

For a list of supported languages, see Enabling
language localization for voice authentication.

5. Click Save.

Enabling language localization for voice authentication

If voice is selected as an alternate authentication method, enable localization of the voice message a user receives.

About this task
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The language is defined by the language settings of the web browser from which the user initiated the authentication request.
PinglID provides customizable message texts for each of the supported languages. Currently supported languages are listed in
PingOne for Enterprise language support(Z.

If the user's browser is set to a language that is not supported, English is used.

Steps

1. In the PingID admin portal, go to Setup - PingID - Configuration.

2. In the Authentication section, go to Alternate Authentication Methods.

ALTERNATE AUTHENTICATION METHODS
For authentication methods that use a phone number or email address, you can pre-populate that information from your user directory and restrict
the use of only directory information if needed
ENABLE PAIRING © PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION ©
SMS v
VOICE v
EMAIL v v v
YUBIKEY v v
DESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v

3. In the Enable column, make sure the Voice check box is selected.

Result:

The Local Language For Voice Calls field is displayed.

LOCAL LANGUAGE FOR VOICE CALLS @

® Disable Enable

4. To localize voice calls to the language defined by the user’s browser, from the Local Language For Voice Calls section,

select Enable.

@ Note

If the language used in the browser is not one of the supported languages or if Disable is selected, the default
language of English is used.

5. Click Save.
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Enabling and customizing language localization for SMS authentication in PingID

If SMS is selected as an alternate authentication method, enable localization and customization of the SMS message a user
receives.

Language localization applies to both registration and authentication. The language is defined by the language settings of the web
browser on the device from which the user initiated the authentication or registration request. For a list of supported languages,
see PingOne for Enterprise language support(Z.

@ Note

« If the user’s browser is set to a language that is not supported, the default language of English is used.

+ All account types support localization. Customization is supported for full accounts only.

+ SMS messages longer than 67 characters might incur additional charges. The SMS service provider might split
longer messages into several shorter messages, each billed on its own.

When localizing or customizing the SMS messages:

* You can enable localization only using predefined messages for all supported languages. For more information, see
Enabling language localization for SMS authentication.

+ You can use the basic online SMS message editor. For more information, see Managing online customization of the SMS
authentication message.

+ You can use offline editing for multiple-language SMS messages with language inclusion and exclusion. For more
information, see Managing offline customization of the SMS authentication message.

Enabling language localization for SMS authentication

Enable localization to ensure that SMS messages on a user’s device will appear in the language set for the device browser.
About this task
If the language used in the browser is not one of the supported languages, the default language of English is used.
Steps
1. Sign on to the admin console.
2. In the PingID admin portal, go to Setup = PingID - Configuration.

3. In the Authentication section, go to Alternate Authentication Methods.
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ALTERNATE AUTHENTICATION METHODS
For authentication methods that use a phone number or email address, you can pre-populate that information from your user directory and restrict
the use of only directory information if needed
ENABLE PAIRING @ PRE-POPULATE @ RESTRICT @ BACKUP AUTHENTICATION @
SMS v v
VOICE v v
EMAIL v v v
YUBIKEY v v
DESKTOP v v
SECURITY KEY v v
OATH TOKEN v v
FIDO2 BIOMETRICS v v
AUTHENTICATOR APP v

4. In the Enable column, ensure that SMS is selected.
Result:

The Local Language For SMS section is displayed.

SMS
LOCAL LANGUAGE FORSMS @

@® Disable Enable

5. To enable language localization, click Enable.
6. Click Save.

Managing online customization of the SMS authentication message

You can customize the SMS authentication message in the PinglD admin portal.
Steps
1. Follow steps 1-5 of Enabling language localization for SMS authentication.
Result:

The Local Language For SMS section expands.
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SMS
LOCAL LANGUAGE FORSMS @

Disable ® Enable

SMS MESSAGE @ v

CONTENT Reset

Your Ping ID authentication code is: ${OTP}

%
Characters remaining: 660

2. In the Content field, configure the SMS authentication message, or accept the default.

CONTENT Reset

Here is your authentication code: ${OTP}

/%
Characters remaining: 620

@ Note

The editor will display an error message if the one-time passcode (OTP) system variable is missing. The variable
must be surrounded curly braces and can be upper or lower case, such as ${0TP} .
To revert back to the default message, click Reset.

CONTENT Reset

Here is @

Missing ${OTP} placeholder for locales: en
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3. Click Save.
Next steps

To customize additional languages, click the Language icon, and then select a language from the list.

E) ~

de
-en
es
fr-CA
it
ja
ko
Edit Localization File

Edit the SMS message as described previously, and then click Save.

@ Note

If your locale does not allow you to type in the language of choice, you must use the offline method described in
Managing offline customization of the SMS authentication message.

Managing offline customization of the SMS authentication message

Offline customization provides a central place to manage all of your PinglD localizations and allows for the inclusion and exclusion
of languages.

About this task

To edit language messages outside of your selected language, download the message .zip file, extract the message files, edit
them, rebuild the .zip file, and upload it to the PingID admin portal.

Steps
1. Follow steps 1-5 of Enabling language localization for SMS authentication.
Result:

The Local Language For SMS section expands.
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SMS
LOCAL LANGUAGE FOR SMS

Disable ® Enable

SMS MESSAGE @ v

CONTENT Reset

Your Ping ID authentication code is: ${OTP}

%
Characters remaining: 660

2. Click the Language icon, and then select a language from the list.

@) ~

de
-en
es
fr-CA
it
ja
ko
Edit Localization File

3. To start the offline customization procedure, click Edit Localization File.
Result:

The Localization window opens.
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Localization

If you need to localize PinglD messages in a particular language or set of languages, you can download the messaging template and upload your
localization file.

J Download Ping Defaults

UPLOAD LOCALIZATION FILE @

Choose file {1 Download Current File

O Localization.zip Remove

4. For first-time customization, click Download Ping Defaults. If you are continuing from an earlier customization, click
Download Current File.

Choose from:
o Download Ping Defaults: You receive a file called LocalizationsTemplate.zip .
o Download Current File: You receive a file called Localizations.zip.

The LocalizationsTemplate.zip file contain a properties text file for each supported language.

Localization_de.properties
Localization_en.properties
Localization_es.properties
Localization_...ca.properties
Localization_fr.properties
Localization_it.properties
Localization_ja.properties
Localization_ko.properties
Localization_nl.properties
Localization_pt.properties
Localization_ru.properties
Localization_th.properties
Localization_tr.properties
Localization_zh.properties

Each of the properties files is a text file with the same layout.

pingid.sms.msg.authentication=Your Ping ID authentication code is: ${0TP}
pingid.enrollment.content.description=Great news! Your company is giving you the simplicity of
PingID, so you can sign on to all your applications with the added security of a swipe on your
mobile device. Enter your email address, and we'll send you a link to download PingID.
pingid.non.app.enrollment.text=I want to use a different authentication method.

5. Extract the .zip file.
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As a concrete example, we will edit the English file and remove several languages.
1. Open Localization_en.properties in a text editor
2. Locate the line commencing with pingid.sms.msg.authentication=.

3. Change the line to your desired message, such as pingid.sms.msg.authentication=Here is your Ping ID
authentication code: ${OTP}.

There are several rules for editing language properties files and creation of the .zip file:
m The OTP variable is in curly braces \{..}
m Do not edit the other lines because they are used in other parts of the system.

m You can revert the SMS authentication message to the default for the language by setting
pingid.sms.msg.authentication= (without a value) or simply deleting the line.

m The .zip file must be a flat structure containing only the desired language files, without any folder
structures. Attempts to upload invalid .zip structures returns the error message: File doesn’t contain
any valid localizations.

m Only files with filenames complying with the Localization_<locale>.properties naming convention are
uploaded.

m Files whose filenames do not comply with the Localization_<locale>.properties naming convention are
ignored. This permits inclusion of instruction and maintenance files in the .zip, for example readme.txt.

m Localization files for unsupported locales are ignored.

@ Caution

The localization properties files are shared across several customizations, currently SMS and
Enrollment co-branding. For more information, see Customizing the PingID enrollment page
(legacy).

4. Save the file.

5. To remove several languages, in the directory of properties files, delete all of the files except the following:

Localization_de.properties
Localization_en.properties
Localization_fr.properties
Localization_it.properties
Localization_nl.properties
Localization_pt.properties

6. Pack the remaining properties into a new .zip file, and give it a new name, such as Localizations_<ABC>.zip

The name is unimportant because it is not preserved in the system.
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@ Important

The .zip file must be a flat structure containing only localization properties files and without any folder
structures.

o Attempts to upload invalid zip structures returns the error message:

File doesn’t contain any valid localizations.

o Only files with filenames complying with the Localization_<locale>.properties naming convention
are uploaded.

o Files whose filenames do not comply with the Localization_<locale>.properties naming
convention are ignored. This permits inclusion of instruction and maintenance files in the .zip, for
example readme.txt .

o Localization files for unsupported locales are ignored.

6. Upload your new Localizations_<ABC>.zip file.
7.1n the PingID admin portal, go to the Localization window, and then click Choose File.
8. Select Localizations_<ABC>.zip.

Result:

You are shown confirmation.

Localization

If you need to localize PinglD messages in a particular language or set of languages, you can download the messaging template and upload your
localization file.

[ & Download Ping Defaults )

UPLOAD LOCALIZATION FILE @

( Choose file {1 Download Current File

O Localization.zip Remove

LANGUAGES UPDATED: en

LANGUAGES REMOVED:  es, fr-CA, Ja, ko, ru, th, tr, zh

9. Click Save.

Result:

You are asked for final confirmation.
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©

IMPORTANT

Removing the following languages will reset them
to Ping defaults: es, fr-CA, ja, ko, ru, th, tr, zh.

Cancel

10. To complete the procedure, click Confirm.
o If there are no language removals, you must click Save to complete the upload.

° You can return to edit your localizations. In step 2, click Download Current File. The downloaded file is always
called Localizations.zip.Then proceed from step 3.

11. Go to Setup = PingID - Configuration and confirm your edit by checking your SMS message settings.

Offline customization: additional actions

For additional tasks for offline customization of the SMS authentication message, see the following sections.
Restoring a previously removed language

1. In the admin portal, go to the Localizations window.

2. Click Download Current File and extract it.

3. If you do not have the default .zip file, click Download Ping Defaults.

4. Copy the relevant language properties file from the template to your extracted files directory.

5. Edit the language properties files as required.

6. Rebuild the .zip properties file.

7. Upload the zipped file.

Reverting to default languages and SMS texts
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@ Note

The following steps use the example in Managing offline customization of the SMS authentication message.

1. In the admin portal, go to the Localizations window.
2. Under Choose File, click Remove.

The proposed action is summarized.

Localization

If you need to localize PinglD messages in a particular language or set of languages, you can download the messaging template and upload your
localization file.

[ & Download Ping Defaults )

UPLOAD LOCALIZATION FILE @

[ Choose file [ Download Current File )

LANGUAGES UPDATED:
LANGUAGES REMOVED: de, en, fr, it, nl, pt

3. Click Save.

A confirmation window opens.

O

IMPORTANT

Removing your localization file will reset your
lanaguages to Ping defaults.

Cancel

4. Click Confirm.

All languages become available with their default SMS messages.
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Using a custom Twilio account with PingID

If you have an existing custom Twilio account, you can configure PingID to use it for SMS or voice authentication.
The following conditions apply:

+ Daily used SMS/voice limits: These limits are not enforced for Twilio accounts. For more information, see SMS and voice
usage limits.

+ Billing: You must set up your Twilio billing arrangements before configuring PingID to use your account.

+ Multiple Twilio accounts: If you have several Twilio accounts, you can only use one of them. If you have sub-accounts, you
can use either:

° The main account
o A single sub-account of the main account

* Inactive PingID Accounts: Only an administrator can delete a Twilio account configuration in PingID if the PingID account
becomes inactive. To delete a custom Twilio account from PingID, see Managing a Twilio account.

* Preregistering a Sender ID: Customers using a custom Twilio account should be aware that some countries require SMS

messages to be sent using a preregistered alphanumeric Sender ID. For information, see Twilio requirements by country
“.

To configure a custom Twilio account, see Configuring a Twilio account.
To manage a custom Twilio account, see Managing a Twilio account.

Configuring a Twilio account

Before you begin
+ Ensure that you have your Twilio account SID and Auth Token available. You can copy them from the Twilio dashboard.
+ Configure one or more origination phone numbers.

About this task

@ Note

PingID uses Twilio for voice and SMS. By enabling your own Twilio account, you are taking responsibility for sending
SMS and voice messages.

To configure PingID to use a Twilio account:
Steps
1. In the PingID admin portal, go to Setup - PingID - Configuration.
2. Go to the Alternate Authentication Methods section and ensure that SMS or Voice is checked.

3. In the Twilio Account section, select Custom.
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TWRIO ACCOUNT

Ping idemity ® Custom
ACCOUNTSID ©

AUTH TOKEN @

|

ORGANIZATION NUMBERS @

S —
Select at least one

Show Only Selected | Select A

FALLBACK TO DEFAULT ACCOUNT @

@ Disable Enable

4. In the Account SID field, enter your Twilio account SID.

@ Note

If the SID is less than 34 characters, the following error message is displayed.
ACCOUNTSID @

ACd347e82b3b48040a3715a39095f3t ©)

Twillo account SID must be 34 characters long.

5.In the Auth Token field, enter your Twilio Auth Token.
6. Click Verify Account.

Result:

If the account was successfully verified, the Twilio account is validated to PingID, and the Organization Numbers list
displays a list of originating numbers from Twilio.
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TWILIO ACCOUNT

Ping Identity ® Custom

(2]

Change account

ORGANIZATION NUMBERS @

+13025817557
+19182157058
+12024706245
13462445724

Show Only Selected | Unselect All

FALLBACK TO DEFAULT ACCOUNT @

Disable ® Enable

@ Note

o If there are no originating phone numbers in the Twilio account, it does not validate to PingID.
o If the Auth Token is incorrect, PingID displays the following error message.

ACCOUNTSID @

ACd347e82b3b48040a3715a390915f3b- l 0]

Efror receing account information Custom

Verify Account

7. From the Organization Numbers list, select at least one originating telephone number to use.

@ Note

o Twilio allows you to define phone numbers for use with either voice, SMS, or both. PingID uses the
same number for both voice and SMS and will relate to the Twilio defined numbers. Twilio numbers
that are defined as voice-only or SMS-only are filtered out from the numbers list to avoid operational
errors.

o Twilio allows the use of sender IDs in place of telephone numbers for commercial use or to comply with
regulations requiring SMSs to be sent as transactional, rather than promotional.

When using the PingID account, all originating numbers are defined as transactional with a senderID in Twilio.
To achieve the same functionality in a custom Twilio account, you must configure it directly in Twilio. ** Ping|D
does not display sender IDs defined in Twilio. PingID displays phone numbers, as shown in step 6.
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8. To fall back to PinglD if Twilio becomes unavailable, in the Fallback to Default Account section, select Fallback to Default
Account.

@ Note

o The following errors will cause fallback:
m All APl errors, but not SMS delivery errors.
m No origination number was found on the Twilio account

o If originating the SMS or voice event with the tenant's own account and admin did not define a fallback
to PinglD’s account, the event originates from Ping's account.

o If a transaction was charged to a specific account (Ping or custom), subsequent transactions might not
be charged to the same account. The account charged for each transaction is determined on an
individual basis. PingID always prioritizes the custom account.

o During fallback, you are billed at PingID's rates and not at any preferential rates from Twilio. PingID
originating numbers and setup parameters are used.

9. In the Twilio Legal Consent window, click | Consent.

Twilio Legal Consent

|

By selecting to utilize your own Twilio account in
connection with Ping Identity's multi-factor
authentication service, you acknowledge that this
is an integration with a third-party service over
which Ping Identity does not have control. You
are responsible for maintenance and control of
your Twilio account, including keeping your
account current with fees. Ping Identity does not
guarantee the availability of your Twilio service.

Cancel

@ Note

You are only asked for legal consent when entering a new SID.

10. Click Save.

Managing a Twilio account

Managing a Twilio account includes changing the originating numbers, fallback settings and updating or deleting a custom
account.

About this task
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