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Preface

This guide shows you how to install ForgeRock Access Management web server agents, as well
as how to integrate with ForgeRock Access Management. Read the Release Notes before you get
started.

This guide is written for anyone installing web agents to interface with supported web servers
application containers.

About ForgeRock Identity Platform™ Software

ForgeRock Identity Platform™ serves as the basis for our simple and comprehensive Identity

and Access Management solution. We help our customers deepen their relationships with their
customers, and improve the productivity and connectivity of their employees and partners. For more
information about ForgeRock and about the platform, see https://www.forgerock.com.
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Chapter 1

Introducing Web Agents

A web agent is an Access Management add-on component that operates as a policy enforcement point
(PEP) for a website deployed on a web server.

Web agents intercept inbound requests to websites and interact with AM to:
* Ensure that clients provide appropriate authentication.
* Enforce AM resource-based policies L

This chapter covers how web agents work and how they can protect your websites.

Web Agent Components

Web agents comprise two main components:
* Agent Modules. Intercept and process inbound requests to protected resources.
* Native Shared Libraries. Enable agents to interact with AM.

The agent profile is not strictly part of the web agent, but plays an important part in the agent's
operation. It contains a set of configuration properties that define the web agent's behavior.

The following figure illustrates the web agent's components when the agent profile is stored in AM's
configuration store:

! You can configure the web agent to only enforce user authentication. For more information, see "Web Agent Single Sign-on
(SSO) Only Mode".
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Configuration Location

Web agent configuration properties determine the behavior of the agent. AM stores configuration
properties either centrally or locally:

* Centralized configuration
AM stores the web agent properties in the AM configuration store. Storing the agent configuration

centrally allows you to configure your agents using the AM console, the ssoadm command, and the
REST API.

User Guide Web Agents 5.7 (2020-11-18)
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To access the centralized web agent configuration, navigate to Realms > Realm Name >
Applications > Agents > Web > Agent Name in the AM console.

You can configure properties that are not present in the Ul as custom properties in the Advanced
tab. For a list of property names, see the "Reference".

+ Where are the Custom Properties?

In the AM console, go to Realms > Realm Name > Applications > Agents > Web > Web Agent
Name > Advanced.

Custom Properties org.forgerock.openam.my.example.property=true Li]

When defined, properties and value pairs set as custom properties are the source of truth for that
property. Therefore, make sure you do not configure a property as a custom property if it has a Ul
counterpart, since it may result in configuration mistakes.

For more information on creating centrally-stored agent profiles, see "Creating Agent Profiles".

* Local configuration
The web agent installer creates the file /web agents/agent version/instances/Agent nnn/config/
agent.conf to store the web agent configuration properties. The installer populates this file with
enough information to make the web agent start. To manage the configuration, edit the file to add
properties, remove properties, and change value. You cannot update this file using the AM console,

the ssoadm command, or the REST API.

The agent.conf must contain at least the following properties:

User Guide Web Agents 5.7 (2020-11-18)
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### Bootstrap properties

com.sun.identity.agents.config.organization.name = /
com.sun.identity.agents.config.username = ApacheAgentProfile
com.sun.identity.agents.config.password = 070uvnaDnQ==
com.sun.identity.agents.config.key = OGM1IMWEwWZWMtNmM4Zi00Yg=
com.sun.identity.agents.config.naming.url = https://openam.example.com:8443/openam

### Configuration properties

com.sun.identity.agents.config.repository.location = local
org.forgerock.openam.agents.config.jwt.name = am-auth-jwt
com.sun.identity.agents.config.cdsso.redirect.uri = agent/cdsso-oauth2
org.forgerock.openam.agents.config.policy.evaluation.application = iPlanetAMWebAgentService
org.forgerock.openam.agents.config.policy.evaluation.realm = /
com.sun.identity.agents.config.polling.interval = 60
com.sun.identity.agents.config.sso.cache.polling.interval = 3
com.sun.identity.agents.config.policy.cache.polling.interval = 3
com.sun.identity.agents.config.cookie.name = iPlanetDirectoryPro
com.sun.identity.agents.config.debug.file.size = 10000000
com.sun.identity.agents.config.local.logfile = /web_agents/agent_type/instances/agent_1/logs/debug/
debug.log

com.sun.identity.agents.config.local.audit.logfile = /web_agents/agent type/instances/agent_1/logs/
audit/audit.log

com.sun.identity.agents.config.debug.level = Error

The properties previously discussed are provided with an example value. For information on each of
these properties, see "Configuring Web Agent Properties".

Request Process Flow

Suppose you wanted to withdraw money from your bank account using an ATM. The ATM would not
allow you to access your account unless you identified yourself to the bank with your card and PIN
number. For a joint account, you may also require additional authorization to access the funds.

Web agents work on a similar premise. When a client requests access to a resource, the web agent
intercepts the request. Then, AM validates the identity of the client as well as authorizes access the
protected resource.

The following sequence diagram shows the simpliﬁed2 flow that occurs when an unauthenticated
client requests a resource protected by a web agent and AM:

2For a detailed diagram, see Single Sign-On in the ForgeRock Access Management Authentication and Single Sign-On Guide.
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An unauthenticated client attempts to access a resource at www.example.com. The agent intercepts
the inbound request.

The agent evaluates whether the requested resource or the client IP address matches any rule
contained in the not-enforced lists.

Alternate Flow. The requested resource or the client IP address matches a not-enforced rule. The
agent allows access to the resource.

Alternate Flow. The client receives a response from www.example.com. The flow ends.

The requested resource or the client IP address does not match a not-enforced rule. The agent
redirects the client to log in to AM.

The client authenticates to AM.

During client authentication, and to protect against reply attacks, the agent issues a pre-
authentication cookie, agent-authn-tx. This cookie contains a record to identify the authentication
request to AM.

Depending on the configuration, the agent may issue a cookie containing records to identify all
concurrent authentication requests to AM or one cookie by request.

AM's Authentication Service verifies the client's credentials and creates a valid OpenID Connect
(OIDC) ID token with session information.

AM sends the client a self-submitting form with the session ID token.

The client posts the self-submitting form to the agent's endpoint while redirecting to www.example.
com again. The agent intercepts the requests and consumes the form.

The agent contacts AM to validate the session contained in the ID token.
AM validates the session.

The agent contacts AM's Policy Service, requesting a decision about whether the client is
authorized to access the resource.

AM's Policy Service returns ALLOW.
The agent writes the policy decision to the audit log.

The agent enforces the policy decision. Since the Policy Service returned ALLow, the agent
performs a pass-through operation to return the resource to the client.

The client accesses the resource at www.example.com.

Web Agent Features

The Web Agent provides a number of features to help you protect your applications:

User Guide Web Agents 5.7 (2020-11-18)
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Introducing Web Agents

(" FORGEROCK' Multiple Sites and Virtual Host Support

Multiple Sites and Virtual Host Support
* Web Agent Single Sign-on (SSO) Only Mode

¢ Not-Enforced URL and Client IP Lists

Notification System

» Attribute Fetch Modes

* FQDN Checking

* Cookie Reset Properties

* Cross-Domain Single Sign-On

* Supporting Load Balancers

* Continuous Security

* Login Redirection and Login Conditional Redirection
* Logout Redirection

* POST Data Preservation

* Caching Capabilities

Multiple Sites and Virtual Host Support

Web Agent instances can be configured to operate with multiple websites in IIS, and with multiple
virtual hosts in Apache.

Each configuration instance is independent and has its own configuration file, debug logs, and audit
logs. Each instance can connect to a different AM realm, or even different AM servers.

For more information, see "Installing Apache Web Agents on a Virtual Host" and "Installing the IIS
Web Agent".

Web Agent Single Sign-on (SSO) Only Mode

The agent intercepts all inbound client requests to access a protected resource and processes

the request based on a global configuration property, com.sun.identity.agents.config.sso.only. The
configuration setting determines the mode of operation that should be carried out on the intercepted
inbound request.

When com.sun.identity.agents.config.sso.only is true, the web agent only manages user authentication.
The filter invokes the AM Authentication Service to verify the identity of the user. If the user's
identity is verified, the user is issued a session token through AM's Session Service.

User Guide Web Agents 5.7 (2020-11-18)
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When com.sun.identity.agents.config.sso.only is false, which is the default, the web agents will also
manage user authorization, by using the policy engine in AM.

For more information, see "Configuring SSO Properties".

Not-Enforced URL and Client IP Lists

The web agent supports properties to bypass authentication and grant immediate access to resources
not requiring protection, such as images, stylesheets, or static HTML pages.

You can configure a Not-Enforced URL List using the com.sun.identity.agents.config.notenforced.url
property that grants the user access to resources whose URLs match those in the list.

For example, you can set URL patterns with wildcards in the AM console using the following
patterns:

/logout.html

/images/*

/css/-*-

/*.jsp?locale=*

For more information on wildcard usage, see Specifying Resource Patterns with Wildcards.

To add not enforced URLs, navigate to Applications > Agents > Web > Agent Name > Application,
and configure the Not Enforced URLs property.

You can specify the HTTP method that must be used to access the URL in order for it to be not
enforced. For example, if you did not want to enforce opTIons HTTP requests to your scripts, you can
specify a not-enforced URL rule as follows:

com.sun.identity.agents.config.notenforced.url[OPTIONS,1]=/scripts/*

Create separate rules to match multiple HTTP methods for a single URL, for example:

com.sun.identity.agents.config.notenforced.url[OPTIONS,1]=/scripts/*
com.sun.identity.agents.config.notenforced.url[TRACE,2]=/scripts/*

Tip

Due to the different format for not enforced rules that apply an HTTP method filter, when using centralized
configuration you must create these rules as Custom Properties. To do so, navigate to Applications > Agents >
Web > Agent Name > Advanced, and add the not enforced rule into the Custom Properties field.

The web agent supports a Not-Enforced Client IP List, which specifies the client IP addresses that can
be excluded from authentication and authorization. This property is useful to allow administrators
access to the web site from a certain IP address or allow a search engine access to the web
resources.

For finer control, you can configure a not-enforced policy that applies to requests to specified URLs,
which also come from a list of specified IP addresses. See Not-Enforced URL from IP Processing
Properties.
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For more information on not-enforced lists, see "Configuring Application Properties".

Notification System

AM can notify web agents about configuration and session state changes through WebSockets. Web
agents can subscribe to three notification feeds:

* Configuration Notifications. When the administrator makes a change to a hot-swappable web agent
configuration property, AM sends a notification to the web agent to reread the agent profile from
AM.

Configuration notifications are applicable when you store the web agent profile in AM's
configuration data store.

» Session Notifications. When a client logs out or a CTS-based session expires, AM sends a
notification to the web agent to remove the client's entry from the session cache.

Policy Notifications. When an administrator changes a policy, AM sends a notification to the web
agent to empty the session and policy cache.

Enabling notifications affects the validity of the web agent caches. For more information, see
"Caching Capabilities". To enable notifications, configure the Agent Configuration Change
Notification and Enable Notifications properties as described in the Profile Properties section.

The AM advanced server configuration property, org. forgerock.openam.notifications.agents.enabled,
controls whether the AM server sends notifications to connected web agents. This property is enabled
by default.

Note

Ensure that load balancers and reverse proxies configured in your environment support WebSockets.

Attribute Fetch Modes

Web Agents provide the capability to fetch and inject user information into HTTP headers, request
objects, and cookies and pass them on to the protected client applications. The client applications can
then personalize content using these attributes in their web pages or responses.

Specifically, you can configure the type of attributes to be fetched and the associated mappings for
the attributes names used in AM to those values used in the containers. The web web agent securely
fetches the user and session data from the authenticated user as well as policy response attributes.

For example, you can have a web page that addresses the user by name retrieved from the user
profile, for example "Welcome Your Name!" AM populates part of the request (header, form data)
with the CN from the user profile, and the web site consumes and displays it.

For more details, see Profile Attributes Processing Properties.
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FQDN Checking

The web agent requires that clients accessing protected resources use valid URLs with fully qualified
domain names (FQDNSs). If invalid URLs are referenced, policy evaluation can fail as the FQDN will
not match the requested URL, leading to blocked access to the resource. Misconfigured URLs can
also result in incorrect policy evaluation for subsequent access requests.

There are cases where clients may specify resource URLs that differ from the FQDNSs stored in AM
policies, for example, in load balanced and virtual host environments. To handle these cases, the web
agent supports FQDN Checking properties: FQDN Default and FQDN Virtual Host Map properties.

The FoDN Default property specifies the default URL with valid hostname. The property ensures that
the web agent can redirect to a URL with a valid hostname should it discover an invalid URL in the
client request.

The FQDN Vvirtual Host Map property stores map keys and their corresponding values, allowing invalid

URLs, load balanced URLs, and virtual host URLs to be correctly mapped to valid URLs. Each entry in

the Map has precedence over the FQDN Default setting, so that if no valid URLs exist in the FQDN Virtual
Host Map property, the agent redirects to the value specified in the FQDN Default property.

If you want the agent to redirect to a URL other than the one specified in the FQDN Default property,
then it is good practice to include any anticipated invalid URLs in the FQDN Virtual Host Map property
and map it to a valid URL.

For more details, see Fully Qualified Domain Name Checking Properties.

Cookie Reset Properties

Web agents can reset cookies prior to redirecting the client to a login page for authentication by
issuing a Set-Cookie header to the client to reset the cookie values.

Cookie reset is typically used when multiple parallel authentication mechanisms are in play with the
web agent and another authentication system. The web agent can reset the cookies set by the other
mechanism before redirecting the client to a login page.

Note

To be able to set, and reset secure or HTTP Only cookies, in addition to the cookie reset properties, you must
also set the relevant cookie option, as follows:

» To reset secure cookies, enable the com.sun.identity.agents.config.cookie.secure property.
* To reset HTTP only cookies, enable the com.sun.identity.cookie.httponly property.

For more information about these properties, see Cookie Properties.

If you have enabled attribute fetching using cookies to retrieve user data, it is good practice to use
cookie reset, which will reset the cookies when accessing an enforced URL without a valid session.

For more information about cookie reset properties, see Cookie Reset.
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Cross-Domain Single Sign-On

Cross-domain single sign-on (CDSSO) is an AM capability that lets users access multiple independent
services from a single login session, using the web agent to transfer a validated session ID on a single
DNS domain or across domains.

Without AM's CDSSO, SSO cannot be implemented across domains; the session cookie from one
domain would not be accessible from another domain. For example, in a configuration where the AM
server (openam.example.com) is in a different DNS domain than the web agent (myapp.website.com), single
sign-on would not be possible.

Web Agents work in CDSSO mode by default, regardless of the DNS domain of the AM servers and
the DNS domain of the web agents.

For more information and implementation details, see Single Sign-On and Implementing CDSSO in
the ForgeRock Access Management Authentication and Single Sign-On Guide.

Supporting Load Balancers

The web agent provides a number of advanced properties for load balancer deployments fronting
multiple web agents. Properties are available to get the client IP and host name from the load
balancer.

If the web agent is running behind a load balancer, you can configure the web agent to set a sticky
cookie or a query parameter in the URL to ensure subsequent requests are routed to the same
instance to preserve session data.

These mechanisms ensure that unauthenticated POST data can be preserved. Web agents store POST
data in the cache and do not share the data among the agents behind the load balancer.

For more details, see "Configuring Environments With Load Balancers and Reverse Proxies".

Also, web agents can communicate with an AM site configured behind a load balancer. To improve
AM server performance in this scenario, ensure that the value of the amlbcookie cookie is set up to the
AM's server ID. For more information, see Configuring Site Sticky Load Balancing in the ForgeRock
Access Management Setup Guide.

Continuous Security

Because web agents are the first point of contact between users and your business applications,
they can collect inbound login requests' cookie and header information which an AM server-side
authorization script can then process.

For example, you may decide that only incoming requests containing the InternalNetwork cookie can
access intranet resources outside working hours.

For more information about configuring continuous security properties, see Continuous Security
Properties.
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Login Redirection and Login Conditional Redirection

Web agents provide the capability to redirect users to a specific AM instance, an AM site, or
a website other than AM. You can also redirect users based on the incoming request URL by
configuring conditional redirection, which is available for login and logout requests.

For example, you can configure the web agent such that any login request made from the france.
example.com domain is redirected to the openam. france.example.com AM site. You can also configure the
web agent to redirect any user to a specific page after logout.

Web agents support the following login modes:
» "Default Login Redirection Mode"

The default login mode of the agent, which uses OpenID Connect ID tokens as session tokens and
the AM UI end user pages to log in users.

Use the default redirection mode for all new implementations.
* "Custom Login Redirection Mode"

A special login mode meant to support environments with custom login pages that are upgrading
from Web Agents 4.x. It lets the agent use AM-specific SSO tokens as session tokens.

Additionally, you can redirect users conditionally to AM instances or sites, custom pages, or realms.
Use conditional redirection with any of the login modes.
Default Login Redirection Mode

The agent redirects unauthenticated users to the /oauth2/authorize endpoint. Therefore,
unauthenticated users must be able to reach, at least, AM's /oauth2/authorize endpoint, as well as the
AM user pages to which AM redirects for authentication.

+ If AM Is Behind a Proxy...

Expose the following endpoints:
® oauth2/authorize

® json/authenticate

* json/sessions

® json/serverinfo

® XUI/*

After a successful authentication, AM returns the user's session as an ID token.

User Guide Web Agents 5.7 (2020-11-18)
Copyright © 2011-2020 ForgeRock AS. All rights reserved. 12



(/) FORGEROCK

Introducing Web Agents

Login Redirection and Login Conditional Redirection

Web Client

T

Default Login Redirection Flow

Web Server

AM

Web Agent

I Protected Resource |

|oau1h2/aulhorize I IUser Interface I

T

I
1 1 Attempts access to a resource

3 Redirects to https://openam.example.com:8443/openam/oauth2/authorize,

returning to /agent/cdsso-oauth2

T
'
'
'
'
1

i
!
i . "
1 2 Intercepts request. User is unauthenticated
T

Custom Login Mode = 0
com.sun.identity.agents.config.naming.url =

https://openam.example.com:8443/openam
CDSSO Redirect URI = /agent/cdsso-oauth2

4 Redirects for authentication

T T

I
I
'
I
I
I
!
|
|
|
! Sets pre-authentication cookie.
I
I
)
I
I
I
I
I
!

\_ 6 Presents end user AM Ul pages

Endpoint requires
user interaction

h
| 7 Authenticates

h
. 8 Redirects with self-submitting form...

9 ...that POSTs session ID token to /agent/cdsso-oauth2

11 ...to the resource

10 Sets session ID token as cookie.
Redirects...

Web Client

Web Agent

I Protected Resource |

L L
|oauth2/authorize I IUser Interface I

During the default flow, the agent uses the endpoint configured in the CDSSO Redirect URI property
to process authentication requests. This endpoint is not the same as what the agent uses when
processing custom login redirection mode requests.

Keep in mind:

* In this login mode, the agent redirects to the AM instance list defined by the com.sun.identity.agents.
config.naming.url bootstrap property. This is the default.

To redirect to different AM instances or sites conditionally, or redirect to the realm to which users
must authenticate, see "Conditional Redirection".

Reference Information

* Login URL Properties

Custom Login Redirection Mode

Enable the custom login redirection mode when your environment has custom login pages (as part
of a migration from an earlier version of the agents). Custom login pages must be defined in the not-

enforced URL or IP lists.
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Important

The custom login redirection mode requires AM 6 or later.

Agents configured for the custom login redirection mode will use the default login redirection mode
if the redirection URL contains the /oauth2/authorize endpoints. They will also use it as a fallback
mechanism, in case they cannot see or validate the SSO token.

The custom login redirection mode supports two scenarios, depending on whether the custom login
pages are in the same domain as the agent:

+ Why Is the Domain Important?

Cookies are only accessible to the domain they are set to. If the custom login pages set the SSO
token cookie in the example.com domain, and the agent is in the internal.com domain, it will not be
able to see the cookie.

Depending on your environment, the agent will still manage to contact AM to validate the cookie
even if it cannot see it, but in other cases, you will need to configure an additional property.

* "Custom login pages are in the same domain as the agent"

* "Custom login pages are not in the same domain as the agent"

Custom login pages are in the same domain as the agent

In this scenario, the custom login pages set the SSO token in the domain where the agent is.
Therefore, the agent can see the SSO token cookie and validate it against the AM endpoints.

You can configure the agent so that, at the end of the login flow, it does one of the following:

» Redirect the client to the protected resource they tried to access originally.
In this case, the agent tracks the user authentication using the pre-authentication cookie, and uses
the special /agent/custom-login-response endpoint to process the authentication request. Unlike the

endpoint for the default login flow, this one is not configurable.

Then, the agent converts the SSO Token into an ID Token.

+ Example

+ Properties Involved

e Custom Login Mode (org.forgerock.openam.agents.config.allow.custom.login)

User Guide Web Agents 5.7 (2020-11-18)
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* AM Login URL (com.sun.identity.agents.config.login.url)

Custom Login Mode In the Same Domain that Redirects to the Protected Resource

Web Client

1 Attempts access to a resource at ex

Web Server

Web Agent

| Protected Resource |

|Custom User Interface |

i
mple.com
T

: 2 Intercepts request. User is unauthenticated
r

Custom Login Mode = 1
AM Login URL = https://mypage.example.com:8443/login.htm|

]

Sets pre-authentication cookie.

3 Redirects...

... to https://mypage.example.com:84
returning to /agent/custom-login-resj

IS

43/login.html,
onse !

>

Presents custom login pages

5
<
6 Enters credentials

>

'_ 9 Sets SSO token as cookie in browse|

'
r. Redirécts to...

7 Call /json/authenticate endpoint

=

(by default, iPlanetDirectoryPro)

...agent/custom-login-response with
SSO token and pre-authentication cf

jookie _,
>

Sets ID token as cookie.
Redirects...

-
IS

]
| 11 Call /oauth2/authorize with SSO token

13 Returns session ID token

=

16 ... to the resource
<

Web Client

T
i i
' '
i i
i i
' '
| |
i i
' '
| |
i i
! !
' '
i i
i i
' '
| |
i i
! !
| |

i
i i
' '

i
i i
! '
] i
i i
: 1
i Responds with SSO token i
| |
) ]
' '

i
i i
' '
| |
i i
! !
| |
i ]
i ]
' '
i L
i )
' i
i i
i i
T i
| |
i i
' '
| |
i i
! !
' '
i i
i i
' '

.

Web Agent

Protected Resource |

| Custom User Interface

* (Migration mode) Redirect the client with a goto query parameter to the originally requested

resource

The custom login pages obtain the SSO token from AM, but the agent does not create the pre-
authentication cookie, which is used (among other things) to protect against CSRF attacks.

Part of this flow happens outside the agent control, and therefore, the SSO token may expire or
become invalid before the agent has a chance to validate it. In these cases, the user/client will need

to authenticate again.

This mode only operates on HTTP GET requests. POST requests are not supported.
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Caution

This is not a standard flow, and this feature is evolving. Use it only when migrating from earlier versions of
the agents. Contact ForgeRock if you suspect your environment has a similar use case.

Custom login pages are not in the same domain as the agent

In this scenario, the login pages set the SSO token cookie in the login domain. Since the agent is in a
different domain, it cannot see the cookie; therefore, it redirects to AM to follow the "Default Login
Redirection Mode". If AM can validate the SSO token, it will return an ID token as part of the default
redirection login flow.

Keep in mind:

* You must ensure that the login pages do not set the SSO token cookie with the SameSite=Strict
attribute.

* If, for any reason, AM could not be able to validate the SSO token (for example, because it cannot
recognize the domain set for the cookie), it will redirect the end user to authenticate again using
the "Default Login Redirection Mode".

AM must be visible to the custom login pages, either because they both are in the same network/
domain, or because you exposed the relevant AM endpoints using a proxy:

Shared Network

The server where AM is running has two interfaces: one connected to the internal network, where the
agent is, and another connected to the external network, where the custom login pages are.

+ Diagram

The web server where the protected resources are may be connected to the external network in
different ways; with two interfaces, or through a proxy. It is not important for the purposes of
custom login, so it is not shown in the following diagram:
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Copyright © 2011-2020 ForgeRock AS. All rights reserved. 16



’ Introducing Web Agents
‘,' FORGEROCK' Login Redirection and Login Conditional Redirection
Custom
login [« external.com
pages
) ; N
Web Interface ]
Server
AM
Agent internal.com
+ Example

+ Properties Involved

* Custom Login Mode (org.forgerock.openam.agents.config.allow.custom.login)

User Guide Web Agents 5.7 (2020-11-18)
Copyright © 2011-2020 ForgeRock AS. All rights reserved.

17



(/) FORGEROCK

Introducing Web Agents
Login Redirection and Login Conditional Redirection

* AM Login URL (com.sun.identity.agents.config.login.url)

Custom Login Mode in Different Domains (Without Proxy, in the Same Network)

T

I
1 1 Attempts access to a resource at example.com

Web Agent in
.internal.com

Web Server

IPrutected Resource |

Custom Ul'in
.external.com

T
'
'

j
1 2 Intercepts request. User is unauthenticated

T
'
'
'
'

Custom Login Mode = 1

AM Login URL = http://mypage.example.com/login.htm|

5 Sets pre-authentication cookie.
Redirects...

...to http://mypage.example.com/login.html,

4 returning to /agent/custom-login-response

AM in
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AM in
.internal.com

T

5 Presents custom login pages

6 Enters credentials

9 Sets SSO token as cookie in browser. Redirects

7 Call /json/authenticate endpoint

8 Responds with SSO token

(by default, iPlanetDirectoryPro)
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10 SSO token and pre-authentication cookie

com.sun.identity.agents.config.naming.url =
https://openam.internal.com:8443/openam

T

Agent cannot see the cookie /

i

i |
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I

I

I
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T
14 ...that POSTs session ID token to /agent/cdsso-oauth2 _|
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Sets session ID token as cookie

15 Redirects...
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12 Verify SSO Token
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Using a Proxy

T
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AM in
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The server where AM is running has one interface to the internal network, where the agent is. A

proxy hides AM from the external network, which forwards traffic to the /oauth2/authorize endpoint.

+ Diagram

The web server where the protected resources are may be connected to the external network in

different ways; with two interfaces, or through a proxy. It is not important for the purposes of
custom login, so it is not shown in the following diagram:
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Custom

login external.com

pages

Proxy
4 N\ 4 N\
Web / AM
Server
)
Agent internal.com Interface

+ Example

+ Properties Involved

* Custom Login Mode (org.forgerock.openam.agents.config.allow.custom.login)

* AM Login URL (com.sun.identity.agents.config.login.url)
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e Public AM URL (com.forgerock.agents.public.am.url)

Custom Login Mode in Different Domains (With proxy)

Agent cannot see the cookie

/

11

Redirect to https://publlcopenam.examp\e.c&m:8443/openam/oaulh /authorize

]
13 User does not need to re-authenticate. Redirects with self-submitting form...

12 Verify SSO Token

14 ...that POSTs session ID token to /agent/cdsso-oauth?2 i

15

Sets session ID token as cookie.

Web Server Behind a Proxy
Web Agent Custom Ul'in
Web Client .internal.com |Pr0!ected Resource | .external.com
T T T T T
i i i i i
1 1 Attempts access to a resource at example.com ' I ' '
I I
i | 2 Intercepts request. User is unauthenticated | . i
I r | I I
i i i
H Custom Login Mode = 1 S H H
' AM Login URL = http://mypage.example.com/login.htm| ' '
! ! !
! T T ! !
! 3 Sets pre-authentication cookie. ! ! ! !
! Redirects... ' ' ' '
h i I I I
i 4 -+1o http://mypage.example.com/login.html, H H i H
' 7 returning to /agent/custom-login-response ! ! ! !
I ! ! \ !
' 5 Presents custom login pages ' ' ' :
i 6 Enters credentials i i i i
I
| 0 0 | 7 Call /json/authenticate enfipoint _
I I I
| 0 0 | 8 Responds with SSO tokgn 0
i i i . (by default, iPlanetDirectoryPro) |
i i i ) i
!_ 9 Sets SSO token as cookie in browser. Redirectsto... ! ! ! !
i ] ] i i
! 10 ...agent/custom-login-response with ! ! ! !
' SSO token and pre-authentication cookie ' ' ' '
i i i ! i
I I I
! IAM Public URL: https://publicopenam.example.com:8443/openam & ! !
! I v v ! I
t ] ]
T | !
I 2 !
i T |
! ! :
I I |
i i
! ! '
! ! !
i i i
I J )
l I I
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J ! !
I I I
i i i
! ! !
I I I
i i i
L i i

)
I
. Redirects...
!
16 ...to the resource .
| | |
Web Client Web Agent |Protected Resource | Custom Ul in
.internal .external.com

Reference information:
* Login URL Properties

* Profile Properties

Conditional Redirection

Conditional redirection allows the agent to redirect the end user to different AM instances or sites, or
to different custom pages depending on the incoming request URL. Use conditional redirection, for
example, to specify the realm to which users must authenticate.

Web agents supports the following types of conditional login redirection:
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Redirect to different AM realms, instances, or sites conditionally for authentication. Depending on

the incoming request URL, the agent redirects to the URLs defined in the AM Conditional Login

URL property.

Redirect to different AM realms, instances, or sites for authentication, if the incoming URL matches

a regular expression. In this case, configure the Regular Expression AM Conditional Login URL

properties.

Examples:

+ Default Login Mode with Conditional Redirection

+ Properties Involved

* Custom Login Mode (org. forgerock.openam.agents.config.allow.custom.login)

* AM Conditional Login URL (com.forgerock

.agents.conditional.login.url)

¢ CDSSO Redirect URI (com.sun.identity.agents.config.cdsso.redirect.uri)

Default Login Mode with Conditional Redirection

Web Client

T

'
1 1 Attempts access to a resource at customers.example.com

Web Server

AM

Web Agent Protected Resource |

T T
'
'
'

1 2 Intercepts request. User is unauthenticated

| oauth2/authorize I | User Interface I
T T

Custom Login Mode =

customers.example.co
CDSSO Redirect URI=/:

0

'AM Conditional Login URL =
m|https://openam1.example.com:8443/openam/oauth2/authorize?realm=/customers

agent/cdsso-oauth2

]

Sets pre-authentication cookie.
3 Redirects to https://openam1.example.com:8443/openam/oauth2/authorize?realm=/cus
returning to /agent-cdsso-oauth2

omers,

4 Redirects for authentication

6 Presents end user AM Ul pages

5

Endpoint requires
user interaction

7 Authenticates to the customers realm

8 Redirects with self-submitting form...

9 ...that POSTs session ID token to /agent/cdsso-oauth2

11 ...to the resource

Sets session ID token as cookie.

10 Redirects...

I
Web Client

.
Web Agent

|Protected Resource |

| oauthzla‘ulhorize I | User In;erface I

You can also use conditional redirection during the custom login redirection mode.

Related: "Default Login Redirection Mode".

Reference information
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* Login URL Properties

Logout Redirection

Web agents can redirect users on logout to a specific AM page or to a custom logout page in your
web server.

+ Properties involved

* Logout URL List (com.sun.identity.agents.config.agent.logout.url)

¢ Agent Logout URL Regular Expression (com.forgerock.agents.agent.logout.url.regex)
* OpenAM Logout URL (com.sun.identity.agents.config.logout.url)

¢ Logout Redirect URL (com.sun.identity.agents.config.logout.redirect.url)

¢ Invalidate Logout Session (org.forgerock.agents.config.logout.session.invalidate)

¢ Enable Logout URL Redirect (com.forgerock.agents.config.logout.redirect.disable)

¢ Logout Cookies List for Reset (com.sun.identity.agents.config.logout.cookie.reset)

The logout flow is triggered when the incoming URL matches one of the values configured in the
Logout URL List or the Agent Logout URL Regular Expression properties.

These pages must exist in your web server and should be the logout pages for your application.

If the incoming URL matches a logout URL, the agent creates a URL and redirects the web client to
it. The URL contains:

* A logout page in your application or in AM. This page is configured in the OpenAM Logout URL
property.

If the Invalidate Logout Session property is enabled, the agent invalidates the session in AM.
Configure this if the Logout URL List property is set to a page in your application, and your
application does not handle the session invalidation process.

If it is disabled, the logout page is responsible for invalidating the user session. Configure this if the
Logout URL List property page is a SAML v2.0 logout page, the AM logout page, or a page in your
application that can handle the session invalidation process.

* A goto parameter. Its value is the URL configured in the Logout Redirect URL property.

Configure this if you want the user to end on a specific page of your application after logout. For
example, the landing page, or a login page. This page must exist in your web server.
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If the Enable Logout URL Redirect property is disabled, the agent does not add the goto parameter,

and the web client will remain in the logout page.

Tip

You can also configure the agent to reset specific cookies during logout by configuring the Logout Cookies List

for Reset property.

Examples:

+ Logout Flow with AM as the Logout Page

Web Server

Web Client Web Agent Logout Page

Landing Page

AM

I
1 Attempts access to logout.html

>
>

I
1 2 Intercepts request.

<

Request matches logout URL /

| Logout URL List = logout.html Iﬁ
1

Logout flow starts: /

OpenAM Logout URL = openam/XUI/# logout B

Logout Redirect URL = index.html
Invalidate Logout Session = false
Enable Logout URL Redirect = true

3 Redirects to openam/b(UI/# logout?goto= index.html

5 redirect

i

Y

4 Invalidate user session
PR

Web Client Web Agent Logout Page

Landing Page

AM

+ Logout Flow with the Application Serving the Logout Page
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Web Server

Web Client Web Agent Logout Page Landing Page AM

1
1 Attempts access to logout.html

I

1

1
>
>

:, 2 Intercepts request.

[

Request matches logout URL

| Logout URL List = Iogout.htmllﬁ
1 .

L | L
Logout flow starts: /

OpenAM Logout URL = logout.html
Logout Redirect URL = index.html
Enable Logout URL Redirect = true
Invalidate Logout Session = false

3 Redirects to logout.html?goto=index.html

4 Invalidate user,session

L

5 OK!

I
1
1
1
1
1
1
1
1
1
1
1
1
1
L
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
< 1
< 1

1
1
1
1
1
1
1
1
1
1
L
1
1
1
1
1
1
1
1
1
1
1
5!
>
1
1
1
1
1
1

alt 1

1
| Invalidate Logout Session = true |l|

6 Invalidate user session

N N A

7 OK!

8 redirect

Web Client Web Agent Logout Page Landing Page AM

Reference information:
* Logout URL Properties
* Agent Logout URL Properties

POST Data Preservation

Web agents can preserve HTML form data submitted as an HTTP POST by unauthenticated clients.

At a high level, when an unauthenticated client posts HTML POST data to a protected resource, the
web agent stores the data in its cache and redirects the client to the login screen. Upon successful
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authentication, the agent recovers the data stored in the cache and autosubmits it to the protected
resource.

Consider enabling POST data preservation if users or clients in your environment submit large
amounts of data, such as blog posts and wiki pages, and their sessions are short-lived.

Web agents guarantee the integrity of the data and the authenticity of the client as follows:

* Each unauthenticated form POST to a protected resource generates a random unique identifier.
This identifier is then handled as follows:

» The agent places it into a cookie and provides the cookie to the client.
» The agent sends it to AM along with the authentication request for the client.

» After authentication, AM returns the session for the client alongside with the unique identifier. If
the client cannot provide the identifier (because the cookie is missing) or the identifier differs from
the one returned by AM, the web agent denies access to the stored POST data.

The unique identifier and the cookie protect the client against cross-site request forgery (CSRF)
attacks by ensuring a request cannot be replayed after authentication unless it was originally sent

in the same browser session within a finite time.

For more information about the POST data preservation cache and its properties, see "Caching
Capabilities" and Post Data Preservation Properties.

Caching Capabilities

Web Agents support the following caches to speed up agent operations:

Configuration Cache
The configuration cache stores web agent configuration properties.
When a web agent starts up, it either makes a call to AM to retrieve a copy of the agent profile
(centralized configuration) or reads the agent profile from the local configuration file (local
configuration). Then, the agent stores the configuration in its cache. The information stored in the

cache is valid until one of the following events occur:

* AM notifies the agent of changes to hot-swappable web agent configuration properties. This
only applies to deployments that use centralized configuration.

* The information in cache reaches the expiration time specified by the com.sun.identity.agents.
config.polling.interval property.

When a configuration property in the cache is invalid, the web agent clears the cached property
value and rereads it from the agent profile.
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Session and Policy Decision Cache

Stored in the shared memory pool defined by the AM MAX SESSION CACHE SIZE environment variable,
the session and policy decision cache stores session information, and the results of previous
policy decisions.

The default size of the cache is 16 MB, but you may need to increase its size if you plan to hold
many active sessions in the cache at any given time. For more information about the environment
variable, see "Configuring Web Agent Environment Variables".

After authentication, AM presents the client with an ID token containing session information. The
web agent stores part of that session information in the cache. When a client attempts to access

a protected resource, the web agent checks whether there is a policy decision cached for the
resource:

* If there is a cached policy decision, the agent reuses it without contacting AM.

* If there is no cached policy decision, the validity of the client's session determines the agent's
behavior:

 If the client's session is valid, the web agent requests a policy decision from AM, caches it,
and then enforces it.

« If the client's session is not valid, the agent redirects the client to AM for authentication
regardless of why the session is invalid. The web agent does not specify the reason why the
client needs to authenticate.

Once the client authenticates and the session is cached, the web agent requests a policy
decision from AM, caches it, and then enforces it.

Session and policy decisions are valid in the cache until one of the following events occur:

Session and Policy Decision Validity in Cache

Event What is invalidated?

Session contained in the ID token expires Session and policy
decisions related to the
session

Client logs out from AM (and session notifications are enabled) Session and policy
decisions related to the
session

Session reaches the expiration time specified by the com.sun.identity.agents. Session

config.sso.cache.polling.interval property

Policy decision reaches the expiration time specified by the com.sun.identity. Policy decision
agents.config.policy.cache.polling.interval property

Administrator makes a change to policy configuration (and policy notifications are = All sessions and all policy
enabled) decisions
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Important

A web agent that loses connectivity with AM cannot request policy decisions. Therefore, the web agent
denies access to inbound requests that do not have a policy decision cached until the connection is
restored(*).

For more information about properties related to the session and policy decision cache, see Policy
Client Service Properties.

Policy Cache

The policy cache builds upon the policy decision cache. It downloads and stores details about
policies from AM, and uses the downloaded policies to make authorization decisions, without
contacting AM each time.

Web agents use the policy cache without contacting AM in the following situations:

* A requested resource matches the resource pattern of a policy that has been cached due to a
previous evaluation.

* A requested resource does not match any cached policy patterns. In this case, the agent denies
access immediately.

* A requested resource matches the resource pattern of a simple policy that applies to the All
Authenticated Users virtual group.

If the resource matches the policy used for a previous policy decision, the agent does not request
policy evaluation from AM. Therefore, policy conditions based on scripts, LDAP filter conditions,
or session properties, which rely on attributes that can vary during a session, may not be
enforced.

To reduce this risk, you should:
* Enable the session property change notification feature. See "Notification System".

* Reduce the amount of time that sessions can remain in the agent session cache. See Policy
Client Service Properties.

Caveats
The following caveats apply when using the policy cache:

* If you have a large number of policies, for example more than one million in an UMA
deployment, the time to download the policies and the memory consumption of the agent may
affect performance.

* The agent downloads the policy rules, and uses them to evaluate policies locally. If a policy
is customized in AM in a way that changes the way it is evaluated (for example, a wildcard or
delimiter is changed), the policy decision made by the agent might not match the policy defined
in AM.
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* Even though delimiters and wildcards are configurable in AM (Configure > Global Services
> Policy Configuration > Global Attributes > Resource Comparator), the policy cache only
supports the default configuration.

Do not enable the agent's policy cache if your policies use custom delimiters and/or wildcards.
Enable the policy cache by creating an environment variable named AM POLICY CACHE MODE.

Change the location of the policy cache by creating an environment variable named AM POLICY
CACHE_DIR.

For more information about properties related to the policy cache, see "Configuring Web Agent
Environment Variables".

POST Data Preservation Cache

Stored in files saved in the agent installation directory, the POST data preservation cache stores
short-lived POST data.

When POST data preservation is enabled (com.sun.identity.agents.config.postdata.preserve.enable),
the web agent caches HTML form data submitted as an HTTP POST by unauthenticated clients.
By default, this data is stored in the directory specified by the org.forgerock.agents.config.postdata.
preserve.dir property.

POST data information is cached for the amount of time specified by the POST Data Entries
Cache Period (com.sun.identity.agents.config.postcache.entry.lifetime) property.

For more information about POST data preservation, see "POST Data Preservation" and Post Data
Preservation Properties.
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Chapter 2

Preparing for Installation

This chapter covers tasks to perform before installing web agents in your environment. The following
table contains a list of the tasks:

Task Section
Download web agent binaries Section
Secure communications between AM and the web Section
agents

Create agent profiles Section

Ensure that the correct SSL libraries are available to Section
the web agent

Configure your environment when communication Section
between AM and agents happens behind load
balancers or reverse proxies

Downloading and Unzipping Web Agents

Navigate to the ForgeRock BackStage website and choose the agent to download based on your
version, architecture, and operating system requirements. Remember to verify the checksum of the
downloaded file against the checksum posted on the download page.
Unzip the file in the directory where you plan to store the web agent's configuration and log files.
The following directories are extracted:
bin/

Contains the installation and configuration program agentadmin.
config/

Contains configuration templates used by the agentadmin command during installation.

instances/

Contains configuration files, and audit and debug logs for individual instances of the web agents.
The directory is empty when first extracted.
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Important
Agent configuration files are created in instances/agent n/config/agent.conf.

Ensure this path, including the parent path, does not exceed 260 characters in length.

legal/
Contains licensing information including third-party licenses.
lib/
Contains shared libraries used by the web agent.
log/
Contains log files written during installation. The directory is empty when first extracted.
When the web agent is running, the directory may also contain the following files:

* POST data preservation files (configurable in the org.forgerock.agents.config.postdata.preserve.dir
property).

* The system n.log file, where the agent logs information related to agent tasks running in the
background.

Web agents timestamp events in coordinated universal time (UTC).

* The backup of the site and application configuration files created after running the agentadmin
-g command (IIS web agent only).

Files related to the web agent caches (IIS web agent only).

Configuring AM to Sign Authentication Information

AM communicates all authentication and authorization information to web agents using OpenID
Connect ID tokens. To secure the integrity of the JSON payload (outlined in the JSON Web Algorithm
specification RFC 7518), AM and the web agent support signing the tokens for communication with
the RS256 algorithm.

AM also uses an HMAC signing key to protect requested AcR claims values between sending the user
to the authentication endpoint, and returning from successful authentication.

By default, AM uses a demo key and an autogenerated secret for these purposes. For production
environments, perform the steps in one of the following procedures to create new key aliases and
configure them in AM:

* "To Configure AM Secret IDs for the Agents' OAuth 2.0 Provider in AM 6.0 or earlier"
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* "To Configure AM Secret IDs for the Agents' OAuth 2.0 Provider in AM 6.5 or later"

To Configure AM Secret IDs for the Agents' OAuth 2.0 Provider in AM 6.0 or earlier

By default, AM 6.0 or earlier signs the session ID tokens with the test key alias provided in AM's
JCEKS keystore and sign the claims with a secret autogenerated at time.

Perform the following steps to create and set up a new key and a new secret in AM 6.0 or earlier:

1. Create the following aliases in one of the secret stores configured in AM, for example, the default
JCEKS keystore:

a. Create an RSA key pair.

For more information about creating a key alias in the AM keystore, see the section Creating
Key Aliases of the ForgeRock Access Management Security Guide.

b. Create an HMAC secret.
2. In the AM console, navigate to Configure > Global Services > OAuth2 Provider.
3. Perform the following actions:

a. Replace the test key alias in the ID Token Signing Key Alias for Agent Clients field with the
new RSA key alias.

b. Replace the value in the Authenticity Secret field with the new HMAC secret.

Note that you may already have a secret configured for this secret ID, since it is also used for
signing certain OpenID Connect ID tokens and remote consent requests.

c. Save your changes.

No further configuration is required in the agents.

To Configure AM Secret IDs for the Agents' OAuth 2.0 Provider in AM 6.5 or later
By default, AM 6.5 or later is configured to:

* Sign the session ID tokens with the secret mapped to the am.global.services.oauth2.0idc.agent.
idtoken.signing secret ID. This secret ID defaults to the rsajwtsigningkey key alias provided in AM's
JCEKS keystore.

* Sign the claims with the secret mapped to the am.services.oauth2.jwt.authenticity.signing secret ID.
This secret ID defaults to the hmacsigningtest key alias available in AM's JCEKS keystore.

Perform the following steps to create and set up new keys on a keystore secret store:

1. Create the following aliases in one of the secret stores configured in AM, for example, the default
JCEKS keystore:
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2.

a. Create an RSA key pair.
b. Create an HMAC secret.

In the AM console, navigate to Configure > Secret Stores > Keystore Secret Store Name >
Mappings.

Configure the following secret IDs:

a. Configure the new RSA key alias in the am.global.services.oauth2.0idc.agent.idtoken.signing
secret ID.

b. Configure the new HMAC secret in the am.services.oauth2.jwt.authenticity.signing secret ID.

Note that you may already have a secret configured for this secret ID, since it is also used
for signing certain OpenID Connect ID tokens and remote consent requests. For more
information, see Secret ID Default Mappings in the ForgeRock Access Management Security
Guide.

c. Save your changes.

For more information about secret stores, see the chapter Configuring Secret Stores of the
ForgeRock Access Management Security Guide.

No further configuration is required in the agents.

Creating Agent Profiles

A web agent requires a profile to connect to and communicate with AM, regardless of whether it is
stored centrally in AM or on the agent server.

To Create an Agent Profile in AM Using the Console

Create an agent profile using the AM console by performing the following steps:

1.

In the AM console, navigate to Realms > Realm Name > Applications > Agents > Agent Type,
and then select the Add Agent Type Agent button in the Agent tab.

Complete the web form using the following hints:
Agent ID

The ID of the agent profile. This ID is used during the agent installation.
Agent URL

The URL the web agent protects, such as http://www.example.com:80
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In centralized configuration mode, the Agent URL is used to populate the agent profile for
services, such as notifications.

Server URL

The full URL to an AM instance. If AM is deployed in a site configuration (behind a load
balancer), enter the site URL.

In centralized configuration mode, Server URL is used to populate the agent profile for use
with as login, logout, naming, and cross-domain SSO.

Password

The password the agent uses to authenticate to AM. Use this password when installing an
agent.

Agent ID MyAgent
Agent URL http://www.example.com:80
Server URL https://openam.example.com:8443/openam
GLOBAL
Password | ssessen

(o | D

To Create an Agent Profile Group and Inherit Settings

Agent profile groups let you set up multiple agents to inherit settings from the group. To create a new
agent profile group, perform the following steps:

1.

2.

In the AM console, navigate to Realms > Realm Name > Applications > Agents > Web.

Select Add Group in the Group tab, and provide an ID for the group and the URL to the AM server
in which to store the profile.

After creating the group profile, you can select the link to the new group profile to fine-tune or
export the configuration.

Inherit group settings by selecting your agent profile, and then selecting the group name in the
Group drop-down list near the top of the profile page.
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You can then adjust inheritance by clicking Inheritance Settings on the OpenAM Services agent
profile tab.

Tip
You can also create agent profiles by using the /realm-config/agents/WebAgent/{id} endpoint in the REST API.

For more information, navigate to the API Explorer in your AM instance.

Preparing your Environment for Secure Communication
Between the Agents and AM

Web agents require either OpenSSL or the Windows built-in Secure Channel API to be available at
install time. Unix agents only support OpenSSL, while Windows agents support both OpenSSL and
the Windows Secure Channel API.

For information about supported OpenSSL versions, see "OpenSSL Requirements" in the Release
Notes.

Before installing web agents, ensure that the OpenSSL libraries are located or referenced as shown
in the following table:

OpenSSL Library Location by Operating System

Operating System OpenSSL Library Location or Variable

Windows 32-bit libeay32.d1ll \windows\syswow64
ssleay32.d1l
libcrypto—lil.dlla
libssl-1 1.d11?

Windows 64-bit libeay64.d1l \windows\system32
ssleay64.dll
libcrypto-1_1-x64.d11%
libssl-1 1.d11?

Linux libcrypto.so $LD_LIBRARY_ PATH or $LD_LIBRARY
libssl.so PATH 64

AIX libcrypto.so $LIBPATH
libssl.so

#0penSSL 1.1.0+ only
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Note

Windows 64-bit servers require both 32-bit and 64-bit OpenSSL libraries.

Supporting Load Balancers and Reverse Proxies Between AM
and the Agents

When your environment has reverse proxies or load balancers configured between the agents and
AM, you must perform additional configuration in both AM and your environment before installing
the agents.

Failure to do so may cause the agent installation to fail, or it may compromise the agent's
functionality.

For more information, see "Configuring Environments With Load Balancers and Reverse Proxies".
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Configuring Environments With Load
Balancers and Reverse Proxies

When working with AM and agents, the most common deployment scenario is to configure a load
balancer and a reverse proxy between the clients and the agents, and another load balancer and
reverse proxy between the agent and an AM site, as shown in the following diagram:
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Web Agents in Environments with Load Balancers and Reverse Proxies

Clients

Reverse
Proxy

Load
Balancer

(Web Server
Access
Agent |_ | Management
Socket Socket
Protected
Resource
\ J

Usually, you want to anonymize client traffic as it gets into your network by using a reverse proxy,
then balance the load among different web servers and agents.

AM sites are usually deployed behind a load balancer so the load can be spread among different
instances. A reverse proxy may be deployed in front of the AM site to protect its APIs, too.

Note that the reverse proxy and the load balancer may be the same entity. In very complex
environments, there may be more than the depicted load balancers and reverse proxies deployed in
the network.
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In any case, when installing web agents in an environment with load balancers or reverse proxies,
you must consider the communication between the clients and the web agents, and between the
agents and the AM servers.

Refer to the following sections for more information:

* "Regarding Communication Between AM and Agents".

* "Regarding Communication Between Clients and Agents".

Regarding Communication Between AM and Agents

Before attempting to install web agents in an environment where AM is behind a load balancer,
reverse proxy, or both, consider the following points:

Agent's IP Address and/or FQDN

When a load balancer or a reverse proxy is configureed between AM and the web agents, the
agents' IP addresses and FQDNs are concealed by the load balancer/reverse proxy's own IP or
FQDN. As a result, AM cannot determine the agents' base URL as expected.

This could cause trouble during the installation process and also hinder functionality such as
redirection using the goto parameter.

Therefore, you must configure the following:
* The load balancer or reverse proxy, to forward the agents' IP address and/or FQDN in a header.

* The AM site, to recover the forwarded headers. For more information, see "Configuring AM to
Use Forwarded Headers".

Note

A load balancer or reverse proxy conceals the AM instances' IP addresses and FQDNs. When installing web
agents, use the load balancer or reverse proxy IP address or FQDN as the point of contact for the AM site.

AM Sessions and Session Stickiness

When web agents communicate with an AM site that is behind a load balancer, improve policy
evaluation performance by setting AM's sticky cookie (by default, amlbcookie) to the AM's server

ID. For more information, see Configuring Site Sticky Load Balancing in the ForgeRock Access
Management Setup Guide.

Important

When configuring multiple agents behind a load balancer or reverse proxy, take into consideration whether
you use one or multiple agent profiles, since it impacts sticky load balancer requirements:
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 If the agents are configured with multiple agent profiles, you must configure sticky load balancing.
This is because the agent profile name is contained in the session ID token the agent and AM use to
communicate. Without session stickiness, there is no way to make sure that the appropriate session ID
token ends in the appropriate web agent instance.

To disable validation of the aud claim in the session ID token, enable the com.forgerock.agents.jwt.aud.
disable property or configure com.forgerock.agents.jwt.aud.whitelist property. This way, you can have
multiple agent profiles without sticky load balancing.

We recommend that you use this approach sparingly and mostly for migrations, because, for security
reasons, agents should validate all the claims in the session ID tokens.

If multiple agents are configured with the same agent profile, you can decide whether to configure sticky
load balancing or not depending on other requirements of your environment.

WebSockets

Your load balancers and reverse proxies must support the WebSocket protocol for communication
between the web agents and the AM servers.

For more information, refer to the load balancer or proxy documentation.
Tip

For an example of how to configure Apache HTTP as a reverse proxy, see "Configuring Apache HTTP Server as
a Reverse Proxy Example".

Configuring AM to Use Forwarded Headers

When web agents are behind a load balancer or reverse proxy, you must configure AM to recover the
forwarded headers that expose the agents' real IP address or FQDN.

To Configure AM to Use Forwarded Headers
To configure how AM obtains the base URL of web agents, use the Base URL Source service:
1. Log in to the AM console as an administrative user, such as amAdmin.
2. Navigate to Realms > Realm Name > Services.
3. Select Add a Service, select Base URL Source, and then select Create, leaving the fields empty.
4. Configure the service with the following properties:
* Base URL Source: X-Forwarded-* headers

This property allows AM to retrieve the base URL from the Forwarded header field in the HTTP
request. The Forwarded HTTP header field is standardized and specified in RFC 7239.
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* Context path: AM's deployment uri. For example, /openam.
Leave the rest of the fields empty.
Tip

For more information about the Base URL Source service, see Base URL Source in the ForgeRock Access
Management Reference.

5. Save your changes.

Regarding Communication Between Clients and Agents

When your environment has load balancers or reverse proxies between clients and agents, you must
consider the following points:

Client's IP Address and/or FQDNs

When configuring web agents behind a load balancer or reverse proxy, the clients' IP addresses
and FQDNs are hidden by the load balancer's IP or FQDN, which results in agents not being able
to determine the clients' base URLs.

Therefore, you must configure the load balancer or reverse proxy to forward the client's IP
address and/or the client's FQDN in a header. Failure to do so will will prevent the agent from
performing policy evaluation, and applying not-enforced and conditional login/logout rules.

For more information, see "Configuring Client Identification Properties".
POST Data Preservation

When using POST data preservation, you must use sticky load balancing to ensure that the client
always hits the same agent and, therefore, their saved POST data.

Web agents provide properties to set either a sticky cookie or a URL query string for load
balancers and reverse proxies.

For more information, see "Configuring POST Data Preservation for Load Balancers or Reverse
Proxies".

Web Server FQDNSs, Ports, and Protocols

When the protected web servers and their agents are behind a load balancer or reverse proxy, it
is imperative that the agent is configured to match the load balancer FQDN, port, and protocol.

Failure to do so would make the agent to return HTTP 403 errors when clients request access to
resources.
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There are two use-cases:

» The load balancer or reverse proxy forwards requests and responses between clients and
protected web servers only. In this case, ports and protocols configured in the web server
match those on the load balancer or reverse proxy, but FQDNs do not.

* The load balancer or reverse proxy also performs SSL offloading, terminating the SSL traffic
and converting the requests reaching the web server to HTTP. This reduces the load on
the protected servers, since the processing of the public key is usually done by a hardware
accelerator.

In this case, neither ports, protocols, or FQDNs match.

For more information about matching FQDNSs, ports and protocols, see "Matching Protected Web
Server Ports, Protocols, and FQDNs".

Matching Protected Web Server Ports, Protocols, and FQDNs

When the protocol and port configured on the load balancer or reverse proxy differ from those
configured on the protected web server, you must override them in the web agent configuration. The
following diagram illustrates this scenario:
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In this case, configure the web agents following the steps in "To Override Protocol, Host, and Port".

When the protocol and port configured on the load balancer or reverse proxy match those configured
on the protected web server, you must map the agent host name to the load balancer or reverse
proxy host name. The following diagram illustrates this scenario:
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